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FOREWORD

This new textbook in the field of imaging informatics is a welcome 
addition to the Clark’s series of pocket and desk-top books. This series 
is a continuation and tribute to the original work of K C Clark, which 
now has produced the 13th edition of Clark’s Positioning in Radiography 
together with a number of essential specialist reference books. 

Miss Clark, I am sure, would welcome this important and com-
prehensive guide to the modern imaging department, which now at 
its heart depends on the correct and efficient use of digital imaging 
technology.

Historically, the darkroom was central to the running of the X-ray 
department. Today, that role is filled by ‘imaging informatics’ – with-
out it a modern imaging department would be at a significant disad-
vantage. This book provides valuable information and guidance as to 
how imaging informatics for the working radiographer is structured 
and executed, and will form the basis for providing a safe and efficient 
environment in which to acquire, store, transfer, and share images with 
corresponding reports and the valuable patient data.

A Stewart Whitley
Series Editor

Radiology Advisor
UK Radiology Advisory Services

Preston, Lancashire, UK
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PREFACE

Running the largest non-profit training programme for imaging infor-
matics in the UK, one of the most frequently received requests has 
been to collate the many and diverse aspects of the field into a single 
accessible text.

Imaging informatics itself is a complex and historically rapidly 
changing field. As a result, this book is intended to be a stepping stone 
for radiographers, students, assistant practitioners, helpers, and other 
allied health professionals into the world of imaging informatics by pro-
viding a grounding in the basic components of the field. This text cov-
ers much ground and rather than being a lengthy be-all-and-end-all of 
informatics, particularly for the more technical arenas around health 
level 7 (HL7) and digital imaging and communications in medicine 
(DICOM), aims to provide a strong foundation for learning in the areas 
of the readers’ choice. While historically taking a back seat in Radiology 
departments, imaging informatics is today simply a sub-speciality of a 
well-functioning Radiology department, and here we aim to present 
informatics in the same manner as those other introductory texts for 
the more traditional and established modalities.

Suggestions for improvement in future editions, feedback, and cor-
rections are welcome, sent directly to the author at: bookfeedback@
pacsgroup.org

Alexander Peck

http://www.bookfeedback@pacsgroup.org
http://www.bookfeedback@pacsgroup.org
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Generic Names
Throughout this book, generic names rather than brand identifiers are 
used wherever possible. This is simply because a picture archiving and 
communication system (PACS) is a picture archiving and communica-
tion system regardless of whether it is branded IMPAX, IDS7, Vue, 
Centricity or some other term, in much the same way as for a radiology 
information system (RIS). Brand names are given where a single sup-
plier is nationally responsible for a large well-known product.

Regional Variations
The National Health Service is organised differently in each of the four 
countries – Wales, England, Scotland, and Northern Ireland. Owing 
to this regional variations do apply and, wherever possible, these are 
indicated within the text.
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CHAPTER 1

INFORMATICS IN 
RADIOLOGY

What is Imaging Informatics?
Radiology services have become increasingly dependent on computers 
and digital technologies for their routine activities, especially evident 
from the millennium onwards in a similar way to other areas in health-
care. Imaging informatics is the collective name given to the field of 
work and combination of technologies that provide the features of a 
paper-less or paper-lite department. In particular, imaging informatics 
is concerned as a speciality with the electronic acquisition, storage, and 
distribution of the text and image data produced and utilised within a 
diagnostics department (Radiology, Pathology, Cardiology, etc.) for the 
wider provision of care and benefit to patients. Imaging informatics is 
a sub-speciality of health informatics, which is itself defined as: ‘The 
knowledge, skills and tools which enable information to be collected, 
managed, used and shared to support the delivery of healthcare and 
promote health’ (Department of Health, 2002).

History and Development
Within radiology, for almost a century film was the primary method of 
handling imaging – with transferring and filing being a manual clerical 
process. From the early 2000s onwards, the move away from film-pro-
ducing departments towards the integration of more modern electronic 
methods began to take place. In the UK this was in part related to national 
incentives and modernisation projects carried out under the umbrella of 
the previous National Programme for Information Technology, under 

What is Imaging Informatics?  1
History and Development  1
Human Factors  4
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which it was ensured that every acute National Health Service (NHS) 
hospital had deployed a picture archiving and communication system 
(PACS) and radiology information system (RIS), as well as other elec-
tronic health applications. Similarly, paper records of studies and reports 
have also had their processes modernised, with imaging requests being 
generated through eRequesting (OCS) systems, and reports published 
as part of each patient’s electronic patient record (EPR). With financial 
and efficiency-based advantages in modernising radiological departments 
away from the traditional film, chemical, and paper-based practices, 
the field of imaging informatics continues to grow rapidly and it is here 
where radiographers, with their clinical skills, can play a vital role.

By looking at two patient journeys, presented below, the breadth of 
the profession can become clear.

PATIENT 1

Mrs DuVonne, a 37-year-old French national, falls and is taken 
by ambulance to a London A&E department with a suspected 
 fracture of the left ankle.

Imaging Informatics Involvement in this Patient Pathway

The patient’s demographic details will first be entered into the hospi-
tal master patient index (MPI) system; then focussing on radiology – 
she will need an X-ray, with a request for imaging sent electronically 
via OCS to RIS, the radiographer will create an attendance for this 
on RIS, which passes details to the modality and image acquisition 
station. The practitioner (radiographer in most cases) then acquires 
the images, makes any post-processing changes needed, and commits 
the images to PACS. The radiologist or reporting radiographer later 
views the image on a reporting workstation and dictates a report into 
either PACS (modern systems) or RIS (historic systems) using desk-
top integration (DTI) to keep the systems synchronised. This report, 
once validated, passes to the EPR and might well reach the A&E doc-
tor. Meanwhile the images are burned to disk on a compact disk (CD) 
robot for return to France, and radiological dose information from the 
examination added to a national dose audit database.
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PATIENT 2

Vera, an 81-year-old, attends an out-patient (O/P) computed 
tomography (CT) appointment with her carer for assessment of 
her neurological condition after being referred to a specialist 
 centre from a community site.

Imaging Informatics Involvement in this Patient Pathway

Initially an eReferral is made from her local institution: being an 
O/P, the patient is already registered on the MPI. Radiology receive 
the referral electronically prior to the patient’s attendance (or some-
times by fax or paper form), the Radiology department books this 
into a RIS making an appointment that is provided to the patient 
by letter, SMS (text), or phone call. On attending at reception, 
the worklist on the CT scanner updates with the patient details, 
the images are acquired, reconstructions are made on a specialist 
 workstation, and a report issued. The report goes back to Vera’s 
general practitioner (GP) electronically and the images are sent via 
the national image exchange portal (IEP) back to her local hospital 
for continuing care and any local follow-up necessary.

From even just the two patient journeys described above, we can 
ascertain the following scale of the imaging informatics world: MPI, 
EPR, OCS (eRequesting), eReferral, PACS, RIS, modalities (CT, 
nuclear medicine [NM], magnetic resonance [MR], ultrasound [US], 
X-ray angiography [XA], direct digital radiography [DDR], computed 
radiography [CR]...), other hospital applications (billing, dose monitor-
ing), export robots… and of course the hardware, networks, intercon-
nections, and infrastructure that supports all of these. If at any point 
in the process there is a failure, either patient care will be interrupted 
or significant delays are introduced into the journey. Cumulatively, 
over hundreds of patients per day, these delays can be costly and det-
rimental to the health of those using the services – it is for this reason 
that imaging informatics plays a vital role in the modern healthcare 
environment.
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Main Components in Radiology
Within radiology, PACS and RIS are the most visible components. 
Together, these systems work with acquisition modalities to underpin 
radiology services, handling both the text and data generated in the 
department. As delays in radiology generally result in a wider delay in 
patient care, when one or other of the two systems stops working effi-
ciently, knock-on effects are noticeable throughout a hospital within a 
short space of time. Imaging informatics professionals generally begin 
their careers in administering these two systems only, then are gradu-
ally exposed to the remainder of the profession over time as they gain 
experience and knowledge.

Data Flows
Between each of these applications, systems, and pieces of machinery 
is the flow of data. Fig. 1.1 shows the scale of a typical data flow for a 
diagnostics service, such as Radiology. Each of these components will 
be examined in more detail throughout this book.

Bridges (or connections) between applications provide interoperabil-
ity between systems and are known as ‘interfaces’; however, interfaces 
have the unfortunate reputation for being the ‘weak link’ in informat-
ics estates. Although interoperability is a corporate goal in many infor-
mation technology (IT) strategies, reducing the number of interfaces, 
or at least the number of interfaces required for use in each individual 
data flow, is the personal goal of many informatics professionals.

Human Factors
Not just a field involved with data, hardware, and software, imaging 
informatics professionals must also consider human factors in their 
daily work. The main consideration is digital literacy, which plays a 
large role in the smooth adoption and correct, efficient use of infor-
matics technologies, and includes examining the use of information, 
managing digital identities, and understanding the impact of new tech-
nologies on existing processes. While many new to the imaging infor-
matics profession may have been exposed throughout their childhood 
to computers and IT, it must be remembered that a great number of 
the population were not, and it is important that suitable education 
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Fig. 1.1 Overview of imaging informatics applications. (CR/DDR, computed 
radiography/direct digital radiography; CT, computed tomography; 
DICOM, digital imaging and communications in medicine; EPR, electronic patient 
record; GP, general practitioner; MRI, magnetic resonance imaging; NM, nuclear 
medicine; PACS, picture archiving and communication system; PET, positron 
emission tomography; RIS, radiology information system; US, ultrasound.)
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and training programmes are put in place to support these people to 
ensure they are able to keep pace with developments in the ITs that 
affect their clinical practice.

Another key human factor to be considered when becoming involved 
in informatics is the impact of changes on current practice – a common 
example in healthcare is when users utilising a newly introduced sys-
tem find they cannot skip or avoid steps that they were able to ignore 
with paper (mandatory fields being a prime example). Users will then 
work to prove that the system takes too long and slows down their day-
to-day actions, which in turn promotes a negative experience, slowing 
useful benefit realisation. However, with good engagement, involve-
ment of those in key positions, and wider consultation in advance it 
would be possible to cascade the reasoning behind certain require-
ments, resulting in more constructive suggestions being offered.
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CHAPTER 2

BASIC IT FOR 
RADIOGRAPHERS

Components of IT equipment used within the healthcare environment 
are many and varied. Those frequently part of the informatics estate 
can be categorised into two distinct types: hardware and software.

Hardware
Workstations/PCs

 ◾ Processor: the heart of every workstation is a processor. This device 
in its simplest form takes collections of digital inputs (0 or 1) 
and processes them into outputs upon the instructions received 
from the programs currently running. The speed of the processor 
directly influences the speed the user perceives when using the 
workstation.

 ◾ Memory: in this context, random access memory (RAM) is a high-
speed place for items currently in use to be stored. The more RAM 
available, the more items (programs, instructions, user data, etc.) 
can be used and manipulated at the same time. Applications, such 
as three-dimensional (3D) reconstructions, require larger amounts 
of RAM than viewing a single plain radiographic image. Equated to 
a human task, RAM is equivalent to human short-term memory – 
some people can remember longer sequences of numbers than 
others. RAM is measured in gigabytes (Gb).

 ◾ Graphics card: this is a second processor and extra memory 
dedicated to displaying images. It is needed owing to the greater 
complexity of modern applications requiring different mathemati-
cal operations than the standard processor is designed for.

Hardware  7
Software  15
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 ◾ Storage: either a hard drive (a spinning magnetic disk) or solid state 
drive (a miniaturised internal device, similar in principle to a large, 
fast memory card) where data are stored, even when powered off.

Input/Output Devices
Input/output devices can either be attached to the workstations or per-
sonal computers (PCs) by wires (wired devices) or by radio frequency 
transmissions (wireless). Wireless devices, such as keyboard or mice, 
have historically had poor levels of security (mostly no security) mean-
ing that keystrokes and movements can be intercepted silently by a 
malicious eavesdropper in the area. Only devices with strong encryp-
tion for their radio communications should be used in a healthcare 
environment: a reason why wired peripherals are currently preferred.

 ◾ Input devices:
 – A mouse provides navigation of the cursor on-screen. Mice 

can either be traditional in style (pebble shaped), upright 
(shaped like an iceberg for those with limited wrist move-
ments), 3D (aka a gyromouse/fitted with a gyroscope for 
handheld use in theatres or multidisciplinary team (MDT) 
meetings), projection (a sensor detects hand movements 
within a fixed area), button (shaped as a ‘pencil eraser’ and 
used in a similar manner to a joystick), rollerball (a captive 
ball, as used in self-check-in kiosks or arcade machines), or 
presented as a trackpad (flat, with a touch sensitive box). 
The choice of mouse depends on the nature of the applica-
tion and its environment.

 – Keyboards can incorporate smart card readers and be of 
many different styles, with or without washable membranes 
or covers for clinical use and sterilisation.

 – Foot pedals are used for inputting shortcuts, traditionally 
in radiology transcription workflows, but are also useful for 
those with limited hand movements.

 – Dictation microphones: the most commonly used model in 
the UK is the Philips SpeechMike (various versions), which 
has a built-in speaker for playback, a trackball, and several 
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customisable buttons (some used for reporting functions, 
others for the user’s choice).

 – Touchscreen monitors: either capacitive (using the surface to 
discharge a tiny electrical current through the user’s body) 
or resistive (a mesh sandwiched between two clear sheets, 
which closes electrical contacts at specific places on each 
tap), each giving particular advantages in different situations 
(resistive screens operate with gloved fingers, capacitive do 
not if the glove is not conductive).

 ◾ Output devices:
 – Displays, printers (discussed more later).
 – Speakers: for playback of audio (listening to original voice 

files to verify transcription, etc.).
 ◾ Dual purpose devices:

 – Memory sticks/CD/digital versatile disk (DVD)/Blu-
ray disks and drives: comparatively low capacity remov-
able media used generally for the physical transfer of 
images to solicitors or by patients for onward care. 
Security risks are prevalent with these, as discussed in 
Chapter 4. These devices could also be used for input 
purposes.

 – 3.5 inch ‘floppy’ drives: obsolete in many uses because 
of their lack of capacity; however, firmware updates for 
some CR machines (the raw machine operating instruction 
 coding) still utilise these formats for both input and output 
owing to the resilience and longevity of the media.

 – Magneto-optical disks (MODs): for long-term archival of 
larger volumes of data, these were historically common 
for storing unprocessed CT data (the raw output of the 
scan before processing took place) or older PACS archives, 
sometimes in large jukebox machines for automated  physical 
 storage or retrieval. Again, these may be utilised for both 
input and output.

Peripherals often connect into ports known as universal serial bus 
(USB) ports, which are ubiquitous on modern PCs. The USB standard 
is continually evolving, with many devices in use today utilising version 
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2 (USB v2) or version 3 (USB v3) if faster transfer rates are required. 
When the same size connector is used between the versions, USB v3 
ports have a blue bar to indicate the availability of the increased speed, 
which is essential to consider if there are multiple devices to be con-
nected to a mix of version 2 and 3 ports (devices such as removable 
hard drives should be given first choice of a faster v3 port).

Display Devices
Comprising multiple components, display devices are where the primary 
output of a PC is displayed to the user. The most visible component(s) 
of this is one or more monitors (also known as displays, screens or vis-
ible display units [VDUs]). Different types of monitors are available 
depending on the purpose and use of the workstation to which they are 
attached. High-quality monitors for reporting require dedicated graphics 
cards to operate – these are specialist processors internal to the worksta-
tion in a card shape, which provide the necessary outputs to the monitors. 
Various types of cabling are used to connect monitors to the graphics 
cards: the most common high- resolution interfaces being high- definition 
multimedia interface (HDMI), DisplayPort, digital visual interface 
(DVI) – digital output only (DVI-D) and combined digital and analogue 
output (DVI-I). Outdated legacy interfaces included video graphics array 
(VGA), S-Video, and proprietary interfaces, which may still be in service 
to connect aged infrastructure in MDT or conference rooms.

The most widely used colour display devices are flat panel monitors 
with images composed of a grid formed by millions of alternating red, 
green, and blue pixels, which are backlit by bright white light-emitting 
diodes (or previously but now less commonly, cold cathode fluorescent 
tubes). Owing to manufacturing processes, many low-end monitors have 
a number of ‘dead’ or ‘stuck’ pixels even when new. Dead pixels are tiny 
sections of the screen that do not operate, whereas stuck pixels are tiny 
areas that are permanently on, displaying their colour. For high quality 
diagnostic displays, the backlight is manufactured to precision standards, 
certified to be completely uniform (no areas of high or low brightness) 
with the number of working pixels being extremely close to 100%. Some 
new diagnostic displays, e.g. specialist screens for breast tomosynthesis 
reporting, remain greyscale only and use a liquid crystal matrix to selec-
tively block light in order to maintain the highest pixel density possible 
(to allow for the reporter to spot tiny calcifications).
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Printers
Covering a variety of outputs, three main types of printer are found in 
imaging departments.

 ◾ Plain paper: for appointment letters, documents, printed lists, etc. 
(standard office laser or inkjet printers, similar to domestic coun-
terparts, but with larger toner/ink capacities).

 ◾ Thermal: for labels, stickers, CD/DVD tops or patient wristbands, 
being either direct thermal (burning the surface of the sticker) or 
indirect dye sublimation (melting dye from a plastic carrier ribbon 
to transfer ink onto the surface of the sticker).

 ◾ Film: for limited uses, such as patients returning to non-digital 
healthcare systems abroad. Film printers were previously widely 
used for business continuity during PACS outages, but are now 
being depreciated within UK Radiology departments because of 
the limited shelf life of the film packs used, physical size of the 
units, and annual maintenance costs involved. As PACS and the 
supporting hospital infrastructure are now routinely very stable, 
it is no longer necessary or common for departments to retain film 
printing technology on-site.

UPS 
Uninterruptable power supplies (UPS) provide a temporary source of 
replacement battery power should mains supply be lost, either acciden-
tally or as part of a planned test. They connect in series between the 
wall socket and workstation to allow enough time for either the mains 
power to be restored or for the computer to be shut down gracefully 
(by saving documents, sending images or completing any reports in 
progress, etc.). They are recommended for all clinical workstations or 
devices (including modalities) where abrupt shutdown of a machine 
would present a clinical risk or disruption to the service. UPS devices 
traditionally also ‘filter’ incoming mains power of any harmful spikes 
in voltage, which may damage the more expensive workstations.

Servers
Servers are the devices that run centralised applications, such as the 
backend functionality of a PACS or RIS, and in most cases are housed 



12

Basic IT for Radiographers

within a dedicated environment managed by the local IT department, 
known as the server room. Servers are effectively powerful custom-
ised workstations and can either be dedicated (known as ‘pizza box’ 
servers owing to their shape) or virtual (running as virtual instances 
on shared hardware). Dedicated pizza box servers are measured in 
physical size in ‘U’s, with 1 U being 4.4 cm of height in a standard 
server rack, with cooling requirements measured in British thermal 
units (BTUs). An IT department uses the total number of BTUs out-
put by all servers in a given area to calculate the volume of air condi-
tioning required. Within the server room, when adding or updating 
a dedicated server, considerations include whether there is sufficient 
power available, sufficient cooling, and whether any infrastructure 
(network, cabling, physical space) is suitable for the revised require-
ments. Virtual servers can be measured in many ways, but commonly 
with processor ‘seats’ being indicated (the more of these seats, the 
more ‘powerful’ the virtual server can be made). As virtual servers 
can share physical hardware in the server room (and so have lower 
power, cabling, and cooling requirements), they are commonly pre-
ferred by IT departments; however, as PACS and imaging informatics 
applications have heavy demands on hardware, debate is ongoing as 
to whether this is the best option, or whether dedicated pizza box 
servers remain the better choice in the long term, despite the higher 
physical space, power, and overall cooling requirements. Pizza box 
servers with associated racks of hard disk storage space are shown in 
Fig. 2.1: a typical 2010’s era installation.

Connected to either type of radiology server is typically a storage 
array, UPS, and backup device to hold all the data being utilised and 
provide protection.

Networks
Networks provide the physical interconnections and backbone 
between  pieces of IT. A surprising amount of work for the imaging 
informatics professional originates from the network infrastructure of 
the healthcare institution (or faults therein!). This provides an incen-
tive for informatics professionals in the field to study network-based 
 training programmes to help them understand the potential prob-
lems and configuration options to speed up or increase reliability of 
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radiology services. Main components of network infrastructure are the 
routers and switches with interconnecting cables.

Cabling. The physical make-up of network cabling is either traditional cop-
per (utilising the flow of electrons/electricity) or now the more common 
glass fibre-based cabling (utilising the flow of photons/light). Glass fibre-
based networking has theoretically much higher speeds than that utilising 
copper owing to the physics behind the two technologies. However, due 
to the relative newness of the glass fibre-based networking devices, while 
it is currently commonplace for the ‘spine’ of a network to utilise this 
newer technology, the ‘final hop’ (final connection) to the workstation, 
server, or device typically remains made in copper cable. This will change 
over the coming years as the higher raw material cost of copper balances 
out the higher cost of glass fibre installations, with greater throughput 
(amounts of data that can be moved around) being the consequence.

Fig. 2.1 Typical 2010’s era radiology systems server racks with hard disk storage 
arrays. The server racks are housed in perforated metal cages to allow for high 
air-flow (for cooling).
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Internet protocol addresses. Networks are also on the cusp of another 
change: addressing the data flowing around a network is much like a 
telephone or postal system using telephone numbers or post codes. 
Data to be moved around, such as a webpage or radiology image, is 
broken down into thousands of tiny ‘packets’ of data, each contain-
ing a destination and technical data. The main ‘addressing’ system 
used throughout the world is currently the same as that devised in 
1981, namely internet protocol (IP)V4 (where addresses are denoted 
as blocks of numbers in fixed ranges, such as 192.168.0.1, similar to 
telephone numbers with area codes). However, as IPV4 has a fixed 
number of addresses that have now run out (because items such as 
internet connected mobile telephones, fridges, and closed-circuit 
TV cameras were not foreseen in the 1980s) a transition to a newer 
addressing standard, IPV6, is underway. IPV6 uses hexadecimal 
addresses (fd00:ab4f:4201:abf2:fbc4:f1ac:ba53:abc1), which offer 
substantially more combinations than with IPV4. There are central 
‘directories’ of IP addresses within both an institution, country, and 
the world to ensure duplication is minimised on the wider internet, 
and also to provide routing details.

Routers. These connect several different networks and operate at the 
network layer (level 3) of the open systems interconnection (OSI) 
model (see health level 7 [HL7], Chapter 9). These devices can broad-
cast data packets within an internal intranet network (a local area 
 network: LAN) and outwards into a wide area network (WAN), such 
as the general internet. Routers typically assign and maintain the local 
IP addresses and associated directory to machines, workstations, and 
devices that connect to the network, plus critically the most direct/
fastest routes between various points.

Switches. These create a network, operating at the data link layer 
(level 2) of the OSI model and receive and forward data packets in the 
internal network only, using the router’s instructions.

Port. This is a digital entry or exit point, similar to a real life ferry 
terminal, bus station, or airport. The de facto port used for unsecure 
digital imaging and communications in medicine (DICOM) transmis-
sion is 104, with secure DICOM passing into the speciality allocated 
and reserved port 2762.
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VPN. A virtual private network (VPN) allows for connections between 
two normally separate networks to take place, creating a secure ‘tun-
nel’ between the two points. Most typically this is observed between 
a hospital network and the homes of staff – allowing for staff to access 
internal hospital applications in a secure manner. VPN tunnelling can 
either be ‘full’ or ‘split’. Full tunnelling should be utilised wherever 
possible, which directs all traffic (including general internet searches 
and printer requests) onto the remote network, allowing the user to 
experience it as if they were in the hospital itself. Split tunnelling 
directs only specific traffic and is more open to security risks but is 
cheaper (less traffic load is placed into the remote site).

Bandwidth. This is the amount of data that can be simultaneously 
sent over a given connection, which is a crucial consideration when a 
large number of either modalities (perhaps CT scanners) or radiology 
reporting workstations are situated close together; is there sufficient 
bandwidth in that area for all the machines planned?

Software
Software plays a supporting role in making best use of the hardware 
capabilities and is responsible for the interface with which the user 
interacts. Good interfaces speed up human interaction times and 
increase productivity.

Operating System
The main component running on any workstation or server – the 
Microsoft Windows operating system – is traditionally utilised in 
healthcare environments across the UK. This is collectively for licens-
ing reasons (bulk licensing across the NHS was previously entered 
into), for the range of applications available owing to the ‘openness’ of 
programming tools, the familiarity of the platform to many staff from 
the domestic environment, and overall the lifetime cost of alternative 
competing systems.

Active Directory
Local to each healthcare institution or group of institutions within a 
region, an active directory provides a single point of authentication 
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for multiple tasks, including Microsoft Windows logon, and logon to 
 various systems including most PACS and RIS.

Backups
A hybrid of hardware and software, undertaking and verifying backups 
is a common daily task (or chore!) for PACS team members owing 
to the consequences of losing medical data (which would include re- 
irradiation of patients if related imaging data were lost). Table 2.1 details 
the most common destinations of backups in use at present. Verifying 
these backups is a frequently missed task for Radiology departments, 
but is necessary for validating that the backups would be useful in the 
event of them being called into use.

Table 2.1 Common destinations of backups

Backup 
type Advantages Disadvantages

Cloud Flexible sizing; generally 
more secure because 
professional data centres 
are used; comparatively 
easy to restore if original 
premises/equipment is 
destroyed/inaccessible

Loss of internal organisational 
control (reliance on the 
outsourced company); reliance 
on internet/3rd party network; 
potential security/confidentiality 
issues if data not encrypted 
before upload

Tape/MOD Can be locally managed; 
directly connected backup 
hardware is fast

Backup media required to be 
purchased and maintained; 
media must be stored in secure, 
fire/flood proof environment; 
media curation can be difficult

Mirrored 
server

If mirrored to another site, 
possibility to maintain service 
if original site hardware is 
damaged; data remain under 
organisational control

High network bandwidth 
demands; requires mirrored 
hardware, with cost and space 
considerations

NAS Reasonably fast if using 
intranet (a private network 
internal to an organisation); 
simple, flexible, and 
comparatively inexpensive 
destination for backups

If hosted in the same building, risk 
of physical damage; portable 
NAS storage has durability issues

MOD, magneto-optical disk; NAS, network attached storage.
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Backups can be either full, incremental or differential depending on 
the chosen backup plan and requirements of the application:
 ◾ Full backups take the entire dataset (e.g. a RIS database, or a PACS 

repository) and create an identical copy, either by lossless com-
pression or in raw 1:1 format. This is both time consuming and 
resource intensive.

 ◾ Incremental backups include only data that have changed from the 
previous backup.

 ◾ Differential backups are similar to incremental backups, but include 
all data changed from the very first, full backup (rather than a 
previous differential backup).

The various backup types are illustrated in Table 2.2.

Resilience. Some systems make use of identical copies of their hard-
ware, which can ‘load balance’ (share loading to provide even wear) 
between each other during normal use, or ‘failover’ (continuing to use 
the non-failed components) in the event one piece fails in order to pro-
vide redundancy. For storage, a redundant array of inexpensive disks 
(RAID) can be utilised to give the same resilience for disks (and also 
performance boosts in some cases). Various ‘levels’ of RAID provide 
different amounts of failure tolerance, with RAID 10, e.g. providing 
data mirroring and striping across multiple disks allowing at minimum 
one disk out of the ‘array’ to fail yet the system being able to continue 
operating with no data loss. RAID only provides resilience and should 
not be considered a backup solution.

Clinical Digital Maturity Index
The clinical digital maturity index of all hospitals is ranked in the UK 
based on a number of measureable attributes, such as having the right 

Table 2.2 What gets backed up and when?

Full Incremental Differential

1st Backup Entire dataset Entire dataset Entire dataset
2nd Backup Entire dataset Changes from 1st backup Changes from 1st backup
3rd Backup Entire dataset Changes from 2nd backup Changes from 1st backup
… Entire dataset Changes from previous 

backup
Changes from 1st backup
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leadership, infrastructure, and governance regimens in place, as well 
as how many processes remain paper-based, or paper-lite, rather than 
being fully digital.

N3
The N3 network, provided by British Telecom, is a secure network 
connecting the majority of healthcare institutions and providers across 
the UK. This allows for cross-organisational working without having 
to establish multiple VPNs criss-crossing the country. The N3 network 
contains its own national intranet system (webpages on this begin with 
nww. rather than www.).

NHS.net
General email traffic is unsecure. English and Scottish NHS Trusts, 
along with many private healthcare providers, utilise a well established, 
centralised secure email service (a ‘white-label’ Microsoft Outlook) in 
order to exchange confidential information securely between different 
institutions via electronic message. This service is now provided by 
Accenture (formerly provided by Cable & Wireless until 2016).
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IMAGE ACQUISITION

An imaging ‘modality’ is a term given to a particular type of image 
acquisition method, such as CR, DDR, US, CT, MR, NM, or radiother-
apy components (RTx). The majority of the image acquisition methods 
communicate images electronically into the PACS using the DICOM 
standards after the operator has post-processed them.

Regardless of the type, acquisition equipment has six standard 
functions:
 1 Identify the patient and exam.
 2 Acquire image(s).
 3 Associate image(s) with patient and study data.
 4 Provide necessary post-processing features.
 5 Transmit the image(s) to a storage location (PACS).
 6 Maintain a temporary local database for a short period of time 

as a business continuity measure (in the event of PACS or net-
work failure).

From an image acquisition point of view, imaging modalities can be 
split into one of three broad types depending on their output: single 
image, multi-image, and hybrid modalities. All outputs are initially 
structured binary data, assembled into a form interpretable by a human.

Single Image Modalities
With imaging modalities such as CR, DDR, US, and even film digitis-
ers, the post-acquisition processing functions may be incorporated into 
a workstation at the acquiring device and the amount of post- processing 

Single Image Modalities  19
Multi-Slice Modalities  20
Hybrid Modalities  21
Specialist Applications  21
Engineering  26
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is generally routine and less time-consuming (traditionally compris-
ing applying secondary shuttering, annotations, checking layout/
positioning, and minor adjustments to image window widths/levels). 
Angiographic or fluoroscopy equipment also falls into this category, as 
the motion imaging produced is acquired in a similar manner. Single 
image modalities are listed in Table 3.1.

Multi-Slice Modalities
Multi-slice modalities, which produce complex raw data imaging sets, 
have separate workstations and applications to allow for the intricate 
and detailed post-acquisition processing to take place. This is com-
monly found with CT, MR, and NM imaging modalities, where the 

Table 3.1 Single image modalities

DICOM 
modality 
code Modality name Imaging outputs

CR Computed radiography Single images
DX (Direct) digital radiography Single images
US Ultrasound Single images, which can be collated 

into stacks
NM Nuclear medicine Single images, which can be collated
RF Radiofluoroscopy Single images, usually always stacked
XA X-ray angiography Single images, possibly stacked or videos
MG Mammography Single images
IO Intraoral radiography Single images
XC External camera 

photography (aka. 
visible light)

Single images

SM Slide microscopy Pathology single images
GM General microscopy Pathology single images
OP Ophthalmic photography Single images
TG Thermography Single images
PX Panoramic X-ray Single images
OT Other Typically scans of request forms, or 

scanned historic films

Note: This table utilises the modality codes as listed in the DICOM standard.
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acquired imaging is re-processed to allow for the clinical question to 
be answered. The re-processed data are then stored to PACS for future 
reference and for clinicians outside of radiology to refer to. Popular 
multi-slice modalities are listed in Table 3.2.

Hybrid Modalities
Where two types of imaging acquisition are combined during one 
examination.

 ◾ PET imaging utilises combinations of CT, MR and NM to produce 
a fused image demonstrating both high quality anatomical detail 
with radioactivity emissivity data.

 ◾ 3D volumetric motion imaging (for functional analysis of joints dur-
ing movement) draws on the combination of CT and multi-angle 
visual light recording to generate 3D renderings of the skin and 
skeletal isosurface for later analysis by physiotherapists or other 
healthcare professionals involved in rehabilitation.

Core hybrid modalities relevant to imaging informatics professionals 
are listed in Table 3.3.

Specialist Applications
Several modalities now produce complex raw data sets and in many 
cases it is not efficient from a workflow process perspective to carry 
out all post-processing at the actual acquisition station. This may be 

Table 3.2 Multi-slice modalities

DICOM 
modality 
code Modality name Imaging outputs

CT Computed tomography Single images, stacked into multiple series
MR Magnetic resonance Single images, stacked into multiple series
ECG Electrocardiography Waveforms
RTIMAGE Radiotherapy image Single images, stacked into multiple series
RTPLAN Radiotherapy plan Single images, stacked into multiple series

Note: This table utilises the modality codes as listed in the DICOM standard.
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because of time constraints (a room is required for the acquisition of 
imaging repeatedly or the acquiring member of staff is required to con-
tinue with other patients at that time) or skill differences (a member of 
staff trained in specific image manipulation may be required to carry 
out the final changes as per the requirements of the reporting process). 
The manipulations of the imaging described below can then take place 
after the images have been acquired.

Multi-planar and 3D Reconstructions
By taking raw data from multi-planar modalities, such as CT or MR, 
almost limitless projections can be generated to best optimise the 
images for reporting. Multi-planar reconstruction (MPR) facilities are 
routinely found on workstations attached to the modality in question, 
but can also be provided in modern image viewers attached to a PACS. 
3D rendering takes MPR a step further, allowing for ‘real-life’ dissec-
tions of imaging, removal of obscuring structures (the scan table or 
head pads, for instance) and colour rendering of structures at pre-set 
depths to allow for better visual acuity during reporting.

Vessel Analysis and Colon Navigation
Both of these are now gaining in popularity but require advanced 
graphics processing abilities – effectively the ‘pipes’ (be they blood 
vessels or part of the large bowel) are processed in 3D and rendered so 
that the reviewer can either measure the cross-sections, or ‘fly’ through 
them, staying within the bounds of the structure. Until the latter part 

Table 3.3 Hybrid modalities

DICOM 
modality 
code Modality name Imaging outputs

PT Positron emission 
tomography

Single images, stacked into multiple series (later 
combined/fused for display and interpretation)

(not issued) 3D volumetric 
motion imaging

Single images, stacked into multiple series (later 
combined/fused for display and interpretation)

Note: This table utilises the modality codes as listed in the DICOM standard.
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of the 2010s this type of processing was limited to dedicated worksta-
tions, and now many PACS providers include this functionality as an 
add-on for any suitably powerful PC.

Orthopaedic Templating
Surgical implants are costly. Established in the early 2000s, ortho-
paedic templating allows for the removal of the manual processes that 
 historically took place in theatres prior to an orthopaedic procedure. 
Now, instead of holding an overhead projector (OHP) transparency 
with an outline of the implant options printed on it over a piece of 
radiographic film, surgeons can annotate images and plan which sizes 
of implants to utilise in advance, digitally. Although this has minimal 
impact on the actual imaging departments, it has provided significant 
time and cost savings to the surgical departments who can now better 
choose the correct devices rather than working from an approxima-
tion (and having to open, then potentially discard any wrong choice 
of surgical implants). This type of application operates from standard 
CR or DDR images, but requires calibration. To calibrate, an object of 
known size must be placed in line with the patient’s anatomy in ques-
tion at the time of imaging. This can be a perfectly spherical ball bear-
ing of known diameter attached either directly or indirectly to patient 
anatomy – perhaps the lateral aspect of the hip when hip replacements 
are being considered (Fig. 3.1). Spherical ball bearings are used as they 
have the same dimensions in all directions, unlike a coin or flat disk. 

Fig. 3.1 Standard anatomical positioning of orthopaedic templating apparatus.
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These  spheres can be supported in a flexible stand, a  foam block 
(Fig. 3.2), an elastic holder (Fig. 3.3) or, more conveniently and hygien-
ically, stuck to the patient with inexpensive disposable foam rings. It 
is commonplace to require ball bearings to be placed on all potential 
orthopaedic images in order to avoid re-irradiating a patient just to 
acquire an image for templating. Orthopaedic templating modules now 
widely include the ability to manipulate prosthesis templates and bone 
fragments identified on radiographs in 3D (Fig. 3.4).

After the image post-processing has been completed in any spe-
cialist application, the re-processed data can be stored to PACS, 
 alongside the original imaging if required. Some institutions prefer 

Fig. 3.2 Indirect attachment orthopaedic templating apparatus.

Fig. 3.3 Direct attachement orthopaedic templating apparatus.
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to store reconstructed data to a separate location in order to preserve 
storage space on the main hospital PACS. In previous years, backups 
of the  re-processed data (and the original raw data acquired) were 
stored on removable media, such as MODs, and it was not uncom-
mon to see rows of such disks on custom built shelves lining the cor-
ridors of CT staff areas; today, these data are either stored to PACS 
or another dedicated local archive instead.

For a fuller account of how each modality operates individually, 
refer to the relevant sections in Clark’s Positioning in Radiography, 13th 
edition.

Fig. 3.4 Three-dimensional manipulation of bone fragments during surgical 
reconstruction planning.



26

Image Acquisition

Engineering
From an informatics point of view, image acquisition modalities present 
a challenge, in that when installed they are generally configured by the 
supplier staff, who are constrained by a deadline. It is therefore good 
practice for a sheet showing the correct default settings required for 
integration into the various informatics systems (including examples 
of acceptable machine names – application entity titles (AETs) – and 
correct formatting of the institution name, address, etc.) to be made 
available to all modality superintendents/department heads in order 
to prevent incorrect settings from having to be rectified later. When 
tendering or purchasing modalities outright it is recommended that 
purchasers require suppliers to provide all engineering codes and items 
necessary to obtain full access to engineering and installation settings 
as a matter of course – preventing the need for costly and difficult to 
co-ordinate call-outs to make simple connection changes as is occasion-
ally necessary. This may require the modality suppliers to furnish a 
service dongle, or simply a list of codes to the PACS Manager or equiva-
lent, updated as necessary.
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CHAPTER 4

PACS, VENDOR NEUTRAL 
ARCHIVES AND PICTURE 
STORAGE

Picture Archiving and Communication 
Systems
A PACS is a centralised computer-based system designed to manage 
healthcare images acquired as part of the examination process via digi-
tal image acquisition modalities. It provides the facility for the storage, 
distribution, and electronic display of the acquired images, supporting 
clinical diagnostics, improving the patient journey, enhancing clinical 
care, and allowing for more detailed treatment or follow-up planning.

PACS can be used in any department (not just Radiology), including 
Cardiology, Pathology, Echocardiography, and Medical photography 
and for the storage of electrocardiograms (ECGs).

For decades, physical film and chemical processing was used exten-
sively within Radiology departments, with the resultant films being 
stored in one large cardboard envelope per patient in film archives. 
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Components  29
Image Lifecycle Management  30
Deconstructed PACS and Open Source PACS 31
VNA  32
Supplier Neutral Archives  33
Enterprise Archives  33
Image Viewing  33
Importing and Exporting Images to a PACS 34
Differences Between Departmental PACS 35
Housekeeping  36



28

PACS, Vendor Neutral Archives and Picture Storage

These film archives took up a tremendous amount of physical space, 
were expensive (traditional radiological film contains silver), a fire 
hazard, and resulted in a not inconsiderable number of ‘lost’ films or 
reports owing to misfiling or loss. To view a film, the patient’s film 
packet had to be first requested from the film library, conveyed to the 
viewing location, and the films assembled in the order required for 
viewing – a cumbersome and slow process.

Initially, digital modalities, such as CT or CR, began to store their 
own images internally; however, it was quickly realised that this was 
impractical and that there was a need to distribute. Centralised PACS 
began to be installed, and in the UK early adopters (prior to the mil-
lennium), such as the Hammersmith Hospital followed by the Central 
Middlesex Hospital, provided valuable experiences for the country. 
PACS was widely understood to bring financial and efficiency gains 
over historic processes, and this provided a push for the National 
Programme for IT (NPfIT) to become established by the Department 
for Health, providing for installation of RIS and PACS across the major-
ity of the NHS (and equivalent health boards) by 2006. In 2017, there 
are only a small handful of departments utilising film remaining and 
these are mostly extremely specialist sites, e.g. small dental practices 
or veterinary clinics.

PACS are highly customisable, and while off-the-shelf packages are 
available, systems in place in the UK are usually tailored to the particu-
lar needs of each healthcare institution. For example, some sites imple-
ment varying levels of data compression – where radiological image files 
are compressed to reduce their storage size and increase their speed of 
display. The retention period, volume, and type of imaging stored to 
each PACS is likewise unique to each site, and a decision made jointly 
by radiologists, imaging staff, and facility management. The types of 
medical multi-media able to be stored and viewed are similarly unique 
to each installation.

There are many vendors offering PACS in some form within the 
UK, the choice being down to the skill level of the PACS team 
(a higher skilled and experienced PACS team has the option to con-
sider systems requiring greater involvement and levels of customisa-
tion, whereas an institution with no PACS team would most likely be 
better suited to a PACS offering less local configuration and adminis-
trative interactivity).
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Components
As shown in Fig. 4.1, at its core PACS consists of four discrete parts 
that together include both software and hardware elements.

Short-term storage (local cache). This is a fast short-term storage device; 
new images sent from acquisition modalities arrive here allowing for 
rapid viewing of the most recent images.

Longer term storage (archive). This is a longer term storage device, which 
may comprise online media or offline media. Older images are stored 
here, with images being copied from the short-term storage after a day 
or so, with the copy on the short-term storage being deleted from there 
after a set period (perhaps 6 months), leaving only the copy in the 
archive.

Viewer application. This is a software program for viewing the images. 
Viewer applications can also contain additional or advanced features 
(e.g. slab functionality, MPR, and 3D reconstruction components or 
specialist imaging analysis tools) to allow for further manipulation and 
processing of the images. These viewing applications may be install-
able software, or web-based clients of various types. Typically, there 
is a single version of the viewer application for all users, or a cut-down 
version for the majority of users plus an enhanced tailored version for 
use on dedicated reporting workstations. Dedicated reporting worksta-
tions are routinely found in radiology and are comparatively powerful 
high quality computer hardware, with specialist display monitors.

Viewer application/
web client Short-term storage

(local cache)

HardwareSoftware

Longer-term storage
(archive)

Hierarchical database
(patient, study,

image)

Fig. 4.1 The basic software and hardware components of a generic PACS.
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Hierarchical database. Radiological imaging is organised in a pre-defined 
and easily determined manner – it produces structured data. At the 
heart of every PACS is a hierarchical database into which details of 
all image files stored are populated and indexed (in the form Patient > 
Study > Image for easy retrieval; Fig. 4.2).

Image Lifecycle Management
Historic film libraries had a team of clerks working to remove 
and recycle ‘out-of-date’ films (by sending for silver reclamation). 
Cardboard film packets of deceased patients or those without recent 
imaging were also completely destroyed to free up space. These 
tasks were completed using small stickers, which were folded over 
the spine of the cardboard envelopes to indicate the year of last 
image, or whether the patient was paediatric, under cancer path-
ways, or involved in litigation. Each of these had different ‘reten-
tion rules’, meaning that their destruction should only take place 
a predetermined number of years from this last date. These rules 
continue today in the formalised NHS Records Management Code 
of Practice, which consolidates various legislative requirements on 
retention as well as best practice guidance. In practice, however, 
while informatics professionals should be aware of them, these rules 

Patient

Attendances

StudyStudy

Series 1 Series 2... Series 1 Series 2...Series 1 Series 2...

Study

Image Image Image Image Image Image Image Image Image

Fig. 4.2 The hierarchical structure of a PACS database.
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are rarely followed. Instead, almost all UK hospitals choose to main-
tain PACS and RIS records indefinitely, currently because very few 
PACS (or RIS) provide image lifecycle management owing to the 
complexity of applying the differing rules, and comparative low 
cost of storage versus the cost of manual human interventions and 
potential expenditure for litigation risks if just one critical image is 
deleted incorrectly. There is discussion whether this current prac-
tice of indefinite retention of radiology records breaches principle 
5 of the Data Protection Act (DPA) 1998 (kept for longer than is 
required for the original purpose), or equivalent in the upcoming 
General Data Protection Regulation (GDPR), and places an obliga-
tion on PACS Managers to create lifecycle policies.

While it is currently common practice for all images to be retained 
indefinitely, this practice is expected to change in the 2020s owing to 
digital archives swelling in size, along with the partial adoption of ven-
dor neutral archives (VNAs) of which the majority contain some form 
of lifecycle management (which can be based on similar non-clinical 
uses, such as the archival of email).

Deconstructed PACS and Open Source PACS
Deconstructed PACS are those where individual portions of the appli-
cation have been selectively ‘cut-away’ from the whole package. These 
types of PACS are popular in some areas that have well-developed sur-
rounding systems, such as EPRs with universal viewers, or for those sites 
who may ingest images but have no need to view them (perhaps private 
providers who acquire imaging but do not report in-house, rather their 
business is to send imaging on for viewing/reporting elsewhere, thereby 
not requiring a viewer or any kind of image processing capabilities).

Open Source PACS are an extension of the general principles of 
crowd development – whereby the source code (the written machine 
instructions to run the applications) are made freely available for 
anyone to edit and contribute to. The benefits of this approach are 
that development of features, patching of security issues, and the 
incorporation of new technologies is potentially rapid; however, this 
approach requires experienced developers familiar with the pro-
gramming language used. Open Source PACS are currently popular 
in countries such as South Korea, China, and Malaysia because of 
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their flexibility and low cost. A very low percentage of Open Source 
PACS is being used in the UK or other western countries because 
the various strict regulatory requirements are more difficult to 
meet with this approach. However, a team was formed within NHS 
Digital to explore the options around this, with a focus on cost 
saving.

VNA
A somewhat misleading term, VNAs are archives intended to serve 
multiple applications (perhaps ingesting images from radiology, 
 cardiology, and pathology PACS plus even wider non-medical appli-
cations) with a single universal viewer to unify the presentation of 
data. A shared patient identifier is crucial to their operation. VNAs 
are actually provided and maintained by a vendor, typically in a 
proprietary manner, albeit usually separate from any of the PACS 
application suppliers. In the mid-2010s, these storage systems were 
heavily promoted by well-funded non-medical IT software marketing 
departments as being a solution to enterprise-wide storage and access 
to images acquired across multiple departments. Although beneficial 
on paper, in many cases organisations that did install VNAs remain 
using their functionality purely as if they were simple PACS storage 
archives, neglecting the additional features that would deliver value 
on the investment of these more expensive archives. VNAs were also 
marketed as allowing for easier migration between PACS suppliers 
(with simply disconnecting the outgoing archive and connecting the 
incoming archive being necessary); however, there remains the more 
complex consideration of migrating between VNA suppliers when 
these are changed themselves.

There are five established levels of VNA:
 ◾ Level 1: the equivalent of a standard historic PACS archive 

(all images saved in DICOM format and identified by accession 
numbers).

 ◾ Level 2: the equivalent of a modern PACS archive (images can be 
saved and viewed in other formats, such as Joint Photographic 
Experts Group [JPEG] and audio video interleaved [AVI], but 
remain identified by accession numbers), which can be provided by 
multiple clinical information systems.
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 ◾ Level 3: the equivalent of a multi-media archive with an almost 
universal acceptance of multi-media file formats, including 
portable document formats (.pdfs) and common report text 
formats.

 ◾ Level 4: builds on Level 3, with accessibility (storage and viewing 
capabilities) to several neighbouring sites.

 ◾ Level 5: stores any digital file, with full interoperability for sharing 
(rather than duplicating) data across multiple hospitals, regions, 
and even national boundaries.

Supplier Neutral Archives
A supplier neutral archive (SNA) is almost identical in functionality 
to VNAs but does not utilise the proprietary VNA supplier software 
for management of data. SNAs start life as a storage array provided by 
major suppliers, such as Dell, Hewlett Packard, or EMC, and rely on 
either Open-Source or ‘homebrew’ file management software to carry 
out the necessary functions.

Enterprise Archives
When marketed separately, enterprise archives (EAs) are typically 
SNAs with equivalent functionality to a Level 4 or Level 5 VNA. 
They represent the ultimate in supplier detachment and freedom, but 
require experienced staff to install, maintain, and manage them. EAs 
will almost exclusively rely on Open Source or locally maintained soft-
ware to operate.

Image Viewing
Software to allow the viewing and manipulation of images is pro-
vided by all major PACS vendors at varying cost and functionality. 
Historically, a proprietary application was required to be installed by a 
system administrator on each workstation to be used for viewing, lim-
iting the reach of PACS to those PCs themselves; modern systems now 
utilise functionality similar to that offered by ‘Microsoft ClickOnce’, 
allowing users unlimited installs. Zero-footprint viewers are now also 
available, so called because of their use of common web-based standards 
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requiring no installation, no specialist plug-ins, or little beyond a sup-
ported web browser.

Progressing from this, in recent years great emphasis has been 
placed upon allowing 24/7 access to diagnostics. To facilitate this, 
remote viewing applications allow for the secure and reliable view-
ing of radiological images beyond the traditional boundaries of 
PACS without requiring network interconnections, such as VPNs, 
to be established. Offerings vary with software supplier, but with 
cloud-based PACS now no longer requiring on-premises storage, 
off-premises viewing is technologically possible and being devel-
oped by several of the major PACS vendors. Areas where this will 
provide great benefits include radiologist reviews at home or off-site 
night reporting facilities.

Importing and Exporting Images to a PACS
Importing
By far the most encountered method of importing images to a PACS 
is by the action of submitting an image or set of images from an 
image acquisition station. Other methods are directly via remov-
able media (CD, DVD, Blu-Ray, portable hard drive), scanned via 
a digitiser, uploaded from files, such as those received by email, or 
via data sharing methods, such as the IEP. As an image or set of 
images is imported into a PACS, the system will analyse the files, 
create a folder for storage, and generate the necessary hierarchical 
database entries to allow for future access. This process can take 
several minutes.

Exporting
Moving images out of the PACS, perhaps for continuing care else-
where, can be carried out either by copying images to removable media 
CD/DVD/Blu-Ray/USB), printing to thermal film or plain paper, or 
sending via teleradiology systems or one of a number of electronic data 
sharing systems. Reasons for exporting are covered in more detail in 
Chapter 10. It must be noted that when choosing an electronic data 
sharing solution, data must not be transferred outside of the European 
Union (EU) borders without adequate protection (this includes 
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the ‘transfer’ to storage servers in the USA or other non-EU countries) 
in order to comply with the current DPA and GDPR.

Encryption of removable media. Although local hospital policies may be 
stricter, within the UK as a whole it has long been held that encryption 
of removable media is unnecessary when that removable media holds 
four or fewer patients and is conveyed to its destination in a secure 
manner (defined as either being with clinical notes using a specialist 
courier, or via a trackable delivery method).

Differences Between Departmental PACS
While based on similar technologies and backgrounds, cardiology and 
pathology PACS systems (as with their departmental workflows) have 
several inherent differences to radiology’s, which make them slightly 
different to manage. These differences are set out in Table 4.1.

Table 4.1 Comparison of radiology, cardiology, and pathology PACS

Features Radiology PACS Cardiology PACS Pathology PACS

Presentation Single images in 
stacks if necessary

Videos Single images

Average image/
series size

Small (current 
average size 
similar to a high 
resolution 
photograph)

Large (current 
average similar 
to a low 
resolution video)

Very large 
(extremely high 
resolution HD 
images)

Average number 
of images per 
study

Many Several Under 20

Commonest 
format

DICOM AVI Currently lacking 
unified 
standardisation 
between vendors: 
proprietary TIF, 
SVS, CZI, NDPI, 
JPEG(/2000), 
WSI etc.

AVI, audio video interleaved; DICOM, digital imaging and communications in medicine; 
HD, high definition; JPEG, joint photographic experts group; PACS, picture archiving and 
communication system; TIF, tagged image file (format); WSI, whole slide image.
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As a result of this, some hospitals choose to have each of the systems 
above managed by different specialist teams, with an overall Systems 
Manager co-ordinating the approaches.

Housekeeping
Each part of the imaging informatics environment involves some degree 
of human interaction. As humans (and to a lesser extent machines) 
make errors, these need to be identified and corrected on a daily basis 
in order to ensure the datasets stored are as complete and current as 
possible.

Common Housekeeping Tasks
Housekeeping tasks vary between systems and different vendors, com-
mon tasks are described below.

Mismatching/failed verification/unspecified reunions. Matching up incor-
rectly identified images on the PACS with their correct details. When 
changing examination, request, or patient details for studies, it is stan-
dard practice that PACS themselves do not alter the actual images. 
Instead, the existing images are left with the original demographics/
details intact, with an entry being created in a ‘ledger’ to indicate to 
the system to replace the original details with the ‘corrected’ details 
upon each access. This has no real impact in standard use; however, 
when migrating to a future replacement PACS, the images revert to 
the original details unless the changes in the ledger are also incorpo-
rated during the migration process. This is a common risk for migra-
tions, and a reason why some hospitals prefer to create frozen archives 
rather than risk scenarios where years of housekeeping efforts may be 
reversed.

Worklist maintenance. Reporting and clinical staff typically oper-
ate from worklists, which require regular review after service or 
equipment changes to ensure they remain current and are providing 
 complete lists.

Empty exams and unreported study lists. Undertaking safety checks to 
identify where human or machine error has resulted in either images 
being placed in the wrong location, not sent from the acquisition station 
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(resulting in ‘empty’ exams), or left unreported for a longer time than 
expected (missing from reporting worklists).

Managing disk space demands on servers. Digital imaging, particularly 
CT, MR, and XA modalities, are utilising an ever increasing amount of 
space per study. This task is simply making sure the system has enough 
space to continue operating, or that appropriate actions are taken.

Backups. Undertaking regular backups (daily in most cases) and verify-
ing that the backups will actually work, if needed.

Artefact recognition and reject analysis. As with film-based radiography, 
artefacts in digital imaging have existed from the inception of the tech-
nology. Artefacts are specific to the modalities and equipment utilised 
and should be guarded against as much as practicable to avoid reduc-
ing the diagnostic accuracy of the imaging, or the need to repeat any 
radiation exposure. Informatics staff play a vital role in this, because 
they have routine oversight of multiple modalities. Reject analysis also 
provides an overview of the causes of re-irradiation throughout an 
institution, which can provide valuable insights into beneficial prac-
tice, technique, or equipment changes that are not visible to individual 
image acquisition practitioners.

Upgrade planning. In the short term, from the moment a PACS is installed, 
it begins to age. As a medical device, there is generally a lag of around 
1 year or so between new features being developed by modality vendors 
and these being made available in new versions of PACS software (to 
allow for the development, testing, and regulatory validation cycle). As 
medicine is continually evolving as technology improves, a PACS needs 
regular upgrades, at least once a year to stay current and secure.

Over the longer term, when replacing an entire PACS, there is a 
choice: move all data to a new system completely through a period of 
migration or, alternatively, to create a separate frozen archive of the 
legacy data using either the existing hardware or new, modern hard-
ware. While the convenience of having all data in one location is a pri-
mary consideration, the cost and risks of carrying this out may make it 
preferable in some cases to utilise the frozen archive process. The fro-
zen archive process creates a clear separation between the old and the 
new systems and allows for any historic bad housekeeping (particularly 
around matching up incorrectly identified studies) not to ‘contaminate’ 
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the new system – effectively a fresh start can be made. This combined 
with the anticipated failure of some images to be successfully migrated 
during a migration process (leading to them being abandoned), makes 
frozen archives appeal in practice more than on paper.

Facilitating CAB/CAGs. Held in larger sites, the Change Advisory 
Board (CAB) is a more formal version of the informal Change Advisory 
Group (CAG) process used in smaller sites. These regular meetings 
consist of a number of individuals representative of the users of the 
system, plus the System Managers. The group or board hears proposals 
for changes (e.g. introduction of new features or rearranging layouts) 
and votes upon them.

Incident investigations. Essentially working out what happened/went 
wrong in critical incidents as they are reported, this task involves 
researching the history of images and auditing their use to provide 
input into wider investigations.
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RIS, MPI AND OTHER 
TEXT SYSTEMS

While images are the most visible output from a Radiology  department 
into the wider clinical environment, text-based systems also play a vital 
role. The most prevalent of these are covered in this chapter.

Radiology Information System
RIS is the generic name for an application or group of applications 
used to handle the textual data related to imaging procedures, such as 
examination details, attendance lists, appointment diaries, reports, and 
billing data. It also includes data required under the Ionising Radiation 
(Medical Exposure) Regulations (IR[ME]R) (e.g. radiation dose, refer-
rer, and operator details) and Ionising Radiation Regulations (IRR) 
(radioisotope data), as well as the Medicines Act 1968 (any prescrip-
tion-only pharmaceuticals administered as part of the imaging exam, 
such as contrast in IVU [intravenous urography] or glyceryl trinitrate 
in CT imaging). Predominantly a text-based application (with scanned 
paper forms being available also in many cases), the first RISs were 
simply created as a replacement to the paper diaries widely used at 
the time, necessary as workloads increased, the types of examinations 
offered broadened, and departments grew to the point where it was 
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difficult to continue using a single book to track multiple rooms with 
widely differing appointment slot lengths.

From a technology perspective, just as with the imaging output 
from radiological examinations, the textual data generated within the 
department is also structured, and this lends itself to being placed 
within a tabular database structure, with individual components of 
an entry picked out and placed upon the screen in the correct places. 
However, as the vast majority of the data a RIS handles is text, the 
scale and size of the hardware required to operate the application is 
significantly smaller.

By their nature, RISs are unique to Radiology; other departments 
have similar systems tailored to their textual workflows, known generi-
cally as clinical information systems (CISs). For example, Pathology 
utilises a LIMS (laboratory information management system).

Looking to the future, some major software manufacturers have 
begun to incorporate the functionality of RISs into their other applica-
tions, as can be seen in Table 5.1.

Today, as so many functions of a traditional text-based RIS are being 
subsumed into other surrounding systems, it is becoming questionable 
whether in the future they will continue to exist as a separate applica-
tion, with the removal of an interface bringing benefits to departments 
in the form of increases in reliability.

Key Terminology
Accession numbers. These are a unique identifier given to studies, usu-
ally allocated from the RIS within the Radiology department, sent via 
a worklist to the modality, and passed both from the RIS (to create a 
folder) and from the modality (as part of the images) to PACS for stor-
age. Accession numbers are typically sequential and, in NHS sites, are 
in the majority of cases prefixed with the hospital’s national site organ-
isation data service identifier (ODS code) to help keep them nationally 
unique: a useful feature when sharing images.

Examination ID. The use of examination identification (ID) will vary 
depending on the RIS provider used. Many RIS suppliers utilise a 
sequential number given to each examination that forms part of the 
same attendance (e.g. an attendance may be booked with a left and 
right hand – two exams – each with the same accession number, but 
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with 01 and 02 as the examination ID). However some suppliers opt to 
use a permanently fixed examination ID of 0 or 00, preferring to vary 
the accession number in these cases instead. This lack of standardi-
sation sometimes hampers reporting processes when shared between 
hospitals with different RIS providers.

NICIP. Initially, in order to allow for easier recording and reporting, 
a national examination code list was created. Known as the National 
Interim Clinical Imaging Procedure (NICIP) Code Set this encom-
passes all possible radiological examinations undertaken in the UK. 
This code set is used extensively across the country, and is, for exam-
ple, the basis for the XCHES abbreviations entered in examination 
details for chest X-ray examinations. The prefix of the codes indi-
cates the modality – X being ‘plain film’, C being CT, M being MRI, 
and so forth. Similar standardised lists exist for other departments. 

Table 5.1 Modern distribution of traditional RIS functionality among other systems

Core 
functionality Current use

Historic 
replacement of

Being 
replaced by

Reporting of 
radiological 
studies

Input and storage of 
reports (master index 
of reports)

Cardboard 
report slips

PACS-based 
reporting

Appointments Booking/pending and 
storage of future 
appointments

Paper diaries Scheduling 
functionality in 
EPR systems

Worklists Generation of worklists 
for on-screen reference/
sending to image 
acquisition stations

Time ordered 
pile of request 
cards

EPR-originated 
worklists

Statistics Provision of aggregated 
data to a body of the 
Department of Health 
(currently the Health 
and Social Care 
Information Centre) for 
payments and 
performance 
monitoring

Superintendent/
district 
radiographers’ 
reports

Business data 
warehouse software 
run and managed 
at an enterprise 
level across 
multiple discrete 
systems to unify 
data collection into 
a single tool

EPR, electronic patient record; PACS, picture archiving and communication system; 
RIS, radiology information system.
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The NICIP code set is proprietary data to the NHS, and requires a 
subscription to receive the regular updates.

SNOMED-CT. Aimed to eventually replace the NICIP codes, 
the Systematised Nomenclature Of Medicine – Clinical Terms 
(SNOMED-CT) is intended to be a pan-organisational standard 
health terminology list covering all clinical disciplines, and is essen-
tially an internationally recognised vocabulary. It is currently not 
widely adopted within radiology, but has the potential to provide 
greater detail on procedures and interoperation with wider parts of 
a healthcare organisation’s informatics environment (particularly with 
other systems, outside radiology). SNOMED-CT is a marketed prod-
uct of the Heath Terminology Standards Development Organisation. 
Utilising SNOMED-CT will allow for greater detail to be recorded in 
forthcoming electronic healthcare records (EHRs), as better coding of 
data will allow for greater use of machine-based processing, including 
health prediction algorithms and automated follow-ups.

ODS (NACS). Another national code list, the ODS list [still com-
monly known by its former name of National Administrative Code 
Service (NACS)] provides a list of abbreviations to identify each 
healthcare provider within the UK. For example, these abbrevia-
tions take the form of RT3 (Royal Brompton and Harefield NHS 
Foundation Trust), RV8 (London North West Healthcare NHS Trust), 
and RTX (University Hospitals of Morecambe Bay NHS Foundation 
Trust), and should be used to prefix all generated accession numbers, 
local room identifiers, and imaging acquisition station AETs (see 
Chapter 8) to allow for easy identification by external sites (e.g. after 
a data transfer). Originally leaving imaging acquisition station names 
to the discretion of the installing engineer (resulting in hundreds of 
A&E Room 1s across the country!) was previous bad practice, which 
current PACS teams should work to resolve as stations are updated 
or replaced.

Master Patient Index
Falling under a variety of names depending on the software brand 
in place, the MPI is also commonly known as the HIS (hospital 
 information system) or PAS (patient administration system). It is a 
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database application, which primarily stores the demographic and con-
tact details of patients, as well as any national identifiers (NHS, com-
munity health index [CHI: Scottish national identifier], Health & Care 
[H&C] number, etc.) and local identifiers (the ‘Hospital Number’). As 
an MPI is designed to be the Master Index, demographic changes in 
this master database, including the addition of new patients, are passed 
down to almost every other imaging informatics and hospital system 
(an exception being maternity information systems, which require the 
ability to ‘pass back up’ the notification of a birth and consequently 
create a new MPI record for the new life). This ‘cascade’ update pro-
cess ensures that the records on other systems each match the primary 
details recorded in the MPI. Communication between the MPI and 
other text-based imaging informatics components is usually carried out 
using the HL7 standard (Chapter 9). MPIs are one of the oldest hos-
pital informatics applications, and frequently remain running on emu-
lators of long since discontinued hardware (giving common systems 
the nickname ‘green screen’ in light of the formatting of green text 
on black background, reminiscent of the historic computer terminals 
available in libraries for database searching. The downward cascade of 
data can be seen in Fig. 5.1.

National demographic service

Hospital MPI

PACS

EPRRIS Other hospital applicationseRequesting

Fig. 5.1 Typical downward flow of demographic data originating from an MPI. 
(EPR, electronic patient record; MPI, master patient index; PACS, picture 
archiving and communication system; RIS, radiology information system.)
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Electronic Patient Record
The EPR is a method of storing a patient’s medical records and notes 
electronically rather than in bound paper bundles, which are difficult 
to search (and sometimes read). EPRs include a viewer application to 
allow for clinicians and other authorised healthcare staff (and in some 
instances the patient themselves) to read and add to the records, just 
as if they remained paper based. As digitising the billions of pages of 
historic paper medical notes will take time to accomplish and allow 
EPRs to become mainstream, it is anticipated that EPR applications 
will gradually move to include PACS images and RIS data over the 
coming years.

eRequesting
eRequesting systems (OCSs) allow referrers to place requests for a 
range of diagnostic tests (including radiology examinations) into a single 
online application, which then directly sends the request to the relevant 
department, removing the paper ‘transit delay’ and potential for loss/
misdirection. These systems also offer a range of tracking  functions to 
allow clinicians to view the status of their request, as well as the report 
when available. eRequesting is popular within healthcare institutions 
as it removes the need for a paper request form to be conveyed physi-
cally to a collection point, allows multiple people to view the request 
(lessening the chances of duplicate requests), and also provides higher 
quality audit data. Within the UK, Pathology departments were the 
initial adopters of eRequesting: primarily owing to the workflow in this 
department requiring a request to accompany the test (rather than the 
request being placed in advance, as for the bulk of radiology studies). 
Departments utilising eRequesting but choosing to print out the forms 
as they reach the correct area in the Radiology department for practi-
tioners to use during the examination are said to be paper-lite.

Dose Management/Dose Monitoring Software
Numerous studies have examined whether the move from film- and 
chemical-based radiology to digital systems has increased doses, par-
ticularly in CR radiography examinations. Now, with dose information 
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being recorded directly in RIS, dose analysis and management software 
is becoming popular to identify trends and provide feedback to radiog-
raphers who may be identified as having better (or worse) techniques 
than others. This software also allows the automated identification of 
ageing or failing equipment requiring service/replacement.

National Healthcare Numbers (National 
Patient Identifiers)
Historically, and in many cases still to this day, different healthcare 
institutions have utilised different local identifiers (Hospital Numbers) 
to record what could be the same patients. As there is no central data-
base ensuring these local numbers are not repeated elsewhere (and 
thus potentially they could be identifying different patients in different 
parts of the country), hazards were identified at the turn of the millen-
nium. Given that sharing and cross-organisational working is now so 
much more likely, safe image transfers and interorganisational work-
ing depend on a common shared national healthcare identifier. Indeed, 
regional EHR systems now depend on having a single ‘master’ identifier 
per patient record across multiple healthcare sites. This is sometimes 
one of the most difficult aspects to begin setting up, as despite the mul-
titude of other identifiers already being in existence in countries, health-
care records may require to be kept separate from other governmental 
functions (taxation, housing, voter registration, etc.) for increased 
privacy purposes. Even within the UK, national healthcare numbers 
vary depending on the systems in use in the respective regions. For 
example, England, Wales, and the Isle of Man utilise the NHS Number 
(a sequential 9 digit number from an allowable range with a final 10th 
check-digit calculated by a modulus 11 mathematical operation for 
input error checking); Scotland chooses the CHI Number (created by 
the patient’s date of birth in format DDMMYY, 3 sequential digits 
with one transposed to indicate gender, with the same final check-digit 
as for England) and Northern Ireland the H&C Number (sequential, as 
in England). All three of these national numbers are rendered in 3-3-4 
number format and have agreed ranges such that numbering will not 
overlap. Somewhat inefficiently, when travelling between the different 
regions, fresh numbers are allocated in the new regions to supplement 
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the existing numbers. This could mean that despite a patient being able 
to move freely between England and Scotland for treatment, they may 
well hold two different electronic health records for themselves if no 
link is created between the ‘master’ national numbers. The NHS Spine 
Demographics Application holds the national database of NHS num-
bers for England, and similar smaller systems exist for other countries. 
The formatting of the various national identifiers in use within the UK 
is illustrated in Fig. 5.2.

Many other countries have also long adopted national healthcare 
identifiers, such as Australia (Individual Healthcare Identifier – IHI), 
New Zealand (National Health Index – NHI Number), and Canada 
(Universal Person Identifier/Client Registry). Yet more have simply 
cross-purposed existing systems for healthcare, such as those originally 
for taxation: the Personal Identity Number in Sweden being a prime 

NHS number

456 789 0123

Sequential
number
from allowed range

Checkdigit (modulus 11)

H&C number

321 987 6543

Sequential
number
from range [320000001 to 399999999] (+ checkdigit)

Checkdigit (modulus 11)

CHI number

011 111 0000

Sequential
number
from range [010000000 to 311299999] (+ checkdigit)

Checkdigit (modulus 11)

Fig. 5.2 UK national health identifiers. (CHI, community health index; 
H&C, health and care; NHS, National Health Service.)
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example (originally a tax identifier, but now somewhat astonishingly 
far more widely utilised and readily quoted by residents than UK iden-
tifiers in many different situations).

Denmark, Norway, and Finland also utilise a similar system to 
Scotland incorporating demographics into the number, primarily for 
age-related screening, benefit, and gender service segregation.

Other countries looking to reduce duplication and paper usage in 
healthcare settings are also beginning to introduce single healthcare 
identifiers. For example, in the Republic of Ireland, a national health-
care identifier has very recently (autumn 2016) been brought into 
service, shortly also after the introduction of postcodes (Eircodes) in 
summer 2015 as another national database.

Discussion over which healthcare system has created the ‘best’ 
national healthcare identifier is long considered by other countries 
wishing to introduce similar schemes. It is notable that the English 
and Northern Irish systems allow for user anonymity, as no demograph-
ics are encoded in the number, whereas other countries with demo-
graphics allow for easier recognition and inclusion of specific health 
initiatives. With international migration and even travel for health-
care reasons now becoming commonplace, determining an interna-
tional healthcare identifier will soon be a consideration. Currently, the 
 closest available to a global identifier is the passport MRZ (machine 
readable zone: the alphanumeric line at the bottom of the passport 
photo page), which is intended to be globally unique. Unfortunately, 
many individuals around the world do not have  passports (USA 
 statistics show only around one-third of American residents holds a 
 passport) and some individuals hold two or more (in a similar manner 
to some individuals holding two or more NHS numbers despite the 
intention not to).

Wider NHS Services
eReferral Service (formerly branded as NHS 
Choose & Book)
In England, patients have long had the choice to choose their own pre-
ferred NHS healthcare provider rather than being assigned to their GP 
or consultant’s choice. A self-service online booking service originally 
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provided a choice of the closest four or five treatment centres, but now 
offers a wider choice. Some radiology services are moving to integrate 
with this system, removing the burden on appointments clerks making 
telephone calls and posting letters as patients begin to manage their 
own journey through the diagnostic process.

NBSS/NBSP
The National Breast Screening Service (NBSS) is effectively a 
Hitachi RIS tailored to the National Breast Screening Programme to 
co- ordinate and run clinics. A similar system (NBSP) is run in the 
Republic of Ireland by IBM. NBSS/NBSP patients have their own iden-
tifiers for this service, resulting in additional processes being required 
by PACS teams to match records if the patient attends multiple ser-
vices. NBSS and NBSP integrate into PACS in the same manner as 
conventional RISs.
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CHAPTER 6

INTEGRATING WITH OTHER 
SYSTEMS

 ◾ Imaging informatics does not exist in the healthcare environment 
in a vacuum.

 ◾ Examining the wider healthcare system environment outside 
radiology shows a growing trend for systems to interconnect and 
exchange data.

 ◾ As a frequently unknown and complex area, understanding the 
drivers behind integration and considering potential futures will 
arm those interested in imaging informatics to be prepared as 
technology evolves.

Large volumes of digital data are generated in a healthcare environ-
ment, with imaging departments being just one contributor. Owing 
to the now routine use of intradepartmental CISs, all radiographers, 
 laboratory practitioners, physiotherapists and many other allied 
health professionals (AHP) are involved on a daily basis with the uses 
and applications of the field of health informatics. In some cases, these 
CISs are already integrated, allowing vital healthcare data to comple-
ment that already recorded in one speciality. Having this interaction 
with each other allows for an easier multidisciplinary approach to 
healthcare, and encourages discrete departments, such as Imaging, 
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to  contribute to a patient’s ‘cradle to the grave’ dataset, which ulti-
mately will become their EHR. As a result of this, it is apt that inter-
connections serve a large portion of the current work that a modern 
imaging informatics professional undertakes. While the examples 
given in this chapter are on diagnostic imaging, the concepts can be 
applied to the laboratory information systems that are following simi-
lar flows, albeit with practitioners having differing levels of physical 
patient contact.

Interoperability is the capacity of two or more systems to share 
and communicate, allowing collaboration within an organisation or 
between other ‘businesses’/people/IT systems, of which there are vari-
ous levels.

Towards the Interoperability of Clinical 
Information Systems: A History
1950s
The concept of using computers in healthcare was introduced in the 
1950s for billing and finance reasons (at the time, computers were 
extremely large, extremely expensive, and required specialist techni-
cal skills to operate, limiting their further usefulness).

1960s and 70s
In the following decades, PAS began to be developed in the UK to 
store a patient’s demographic information (commonly name, address, 
contact details, date of birth, and unique patient ID). The most recog-
nisable widely used early ‘clinical’ system was the IRC PAS (initially 
run by the company ICL, then Siemens Nixdorf), which came to pop-
ularity in the UK during these years. Related development of clinically 
related systems also began, primarily to reduce the paper ‘diaries’ and 
‘address books’ that were beginning to become cumbersome in indi-
vidual departments across the healthcare enterprise.

1980s and 90s
During this era, CIS became commonplace, and more activity related 
to attendances began to be recorded. However, the various systems in 
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place did not widely communicate with each other. To create records 
on a CIS using details from a PAS at the time involved staff look-
ing on one system then transcribing the information over to another 
 manually, meaning the data may not have been necessarily identical (or 
correct) because of the possibility of human error creeping in during 
the manual transfer process (or even possibly because the data were 
incomplete in the first place).

As a result of this inefficiency, there were many drivers to ensure both 
the hospital-wide and CISs integrated with each other to assist in the 
management of relevant data, and to help with the efficiency of health-
care workers, thereby improving the quality of patient care. From this 
period until the millennium, clinical systems were evolving for all the 
healthcare specialities to various degrees, from ‘the therapies’ having 
administrative and document management type systems for schedul-
ing and patient administration, to diagnostic systems building on the 
administrative aspects and having clinical information flows requiring 
inputs from the departmental patient/sample journeys, not just entries 
at the beginning and end of the patient experience for the relevant 
department. It was also hoped to reduce paper so that information was 
shared electronically rather than on hardcopies, which could be lost or 
changed without the information system being updated. These require-
ments resulted in suppliers developing their CISs so that they could 
interact with associated systems, such as imaging modalities and labora-
tory equipment. Once images/laboratory results were being captured 
electronically, ways of sharing the information were developed to allow 
images as well as textual imaging reports, attendance details, and so on, 
to be stored and shared in a readable format (where they were usually 
then printed on paper and film). This would fulfil a patient’s expecta-
tions that their records should be held digitally and shared when needed.

2000s and 2010s
CISs were by now used in many individual departments, with demo-
graphic feeds being provided by local and ultimately national MPIs. The 
modern streamlined MPI of demographics utilises more recent devel-
opments in technology and programming to allow more rapid searches 
together with selective querying plus connectivity to research, epide-
miological, planning, and statistical systems or databases as required. 
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Emerging from the IRC PAS-era, these MPIs form the backbone of 
healthcare demographics distribution. Owing to the continued goal of 
paper-lite/paperless working, there has also been a natural move towards 
an EHR; diagnostic services began to contribute to this by sharing the 
information being stored on the relevant local CIS, usually as copies of 
the textual reports and sometimes alongside associated images.

Data from CISs are now being captured for numerous reasons, includ-
ing activity, billing, or for national statistics, and these data are being cop-
ied into data warehouses that can be interrogated to avoid the possibility 
of impacting on performance of the live system if a large report is run.

Currently, the focus is moving towards providing functionality 
focussing on the needs of the patient, including giving the patients the 
information they need rather than storing it within the walls of the 
institution that obtained it.

In order to understand the process required for integration, the sys-
tems commonly available within organisations are described below and 
in Fig. 6.1, showing their position within an enterprise.

 ◾ Strategic and administrative:
 – Social media: messaging and other communication 

platforms.
 – Business intelligence (which consumes and processes the 

data generated by all these systems below to produce infor-
mation required).

 ◾ Administrative and operational:
 – Enterprise resource planning facilitates the organisation-

wide integration of complex processes and functions rather 
than relying on stand-alone systems.

 – Document management systems holding scanned and other 
documents in a relatively structured and searchable manner.

 ◾ Operational and clinical:
 – Enterprise-wide systems, such as EHR, document manage-

ment systems, PACS, MPI.
 – CISs, such as LIMS, RIS.

 ◾ Clinical and strategic:
 – Computerised physician order entry (eRequesting).
 – Internal portals.
 – Patient personal healthcare record (PHR).
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Fig. 6.1 Systems commonly available and their direction and overlap. Note: 
not all these systems are integrated, some stand alone. (ADT, admit, discharge, 
or transfer; CAD, computer aided diagnosis; CDSS, clinical decision support 
system; CPOE, computerised physician order entry; EPR, electronic patient 
record; HIE, health information exchange; LIMS, laboratory information manage-
ment  system; PACS, picture archiving and communication system; PHR, personal 
health record; RIS, radiology information system.)
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These four types of systems encourage electronic interoperability, 
reducing the need for hard copies of patient data to pass between 
departments, thereby promoting simpler collaboration.

As shown in Fig. 6.2, collaboration itself builds upon the capabilities 
of the communications infrastructure, whether this is performed asyn-
chronously (each direction at different times) or, more preferably, syn-
chronously (both communicating at the same time) and is frequently 
the main focus for achieving agreed specific targets/objectives for 
improving patient care in an organisation, such as results being avail-
able to all healthcare staff that need them.

When future gazing, it is expected that by 2025 these systems will be 
interacting with patients, giving them electronic access/ management 
to their EHR, with the prospect of decision support systems in place 
to intervene if required. The concepts of the approach below can also 
be used for therapy (radiotherapy) and other diagnostic departments, 
such as laboratory information systems in Pathology, owing to the com-
mon information flows around integration and interoperability being 
applicable to all.

Achieving Interoperability
There are currently a number of ways that systems can interact to 
achieve interoperability, which have been split into two areas. First, 
an understanding of the technical aspects of the systems is needed 
to ensure the information is delivered correctly. Second, we need to 

Communications

Information shared
synchronously

Information ‘drip-fed’/
ad hoc sharing

Collaborations

Fig. 6.2 Collaborations and communications.



55

Infrastructure Decisions/Options

ensure that the theoretical processes are understood (and in place) in 
order that the various systems can understand the relevant information, 
the latter being the most difficult. The introduction of new technolo-
gies will not automatically resolve a badly organised department, and 
sometimes this can uncover deeper deficiencies within the organisa-
tions, resulting in a greater focus being on the ‘business’ (in this sense, 
the way processes are followed) rather than the software. 

Infrastructure Decisions/Options
The infrastructure that both current and future systems will be run 
upon needs to be considered by the whole organisation; possible archi-
tecture that may already be in place or being driven towards, with diag-
nostics able to collaborate and influence the decisions are shown in 
Fig. 6.3.

 ◾ Limited integration between a few systems (minimum integration):
 – Imaging and limited ‘sharing’ systems, i.e. a system that has 

little interaction with other systems (MPI/PACS/RIS).
 – The MPI/PACS and RIS along with an archive (commonly 

historically known as a VNA, despite being provided and 
supported by a vendor itself).

 ◾ Integration within the organisation (medium integration):
 – Imaging (MPI/PACS/RIS + archive) along with OCS (via 

HL7 messaging), which allows for interoperability between 
other systems.

 – Imaging (MPI/PACS/RIS/OCS + archive) and decision 
support systems adding Laboratory/Pharmacy/Scheduling/
Wards (including Emergency departments) and Therapy, 
again with HL7 messaging.

 ◾ Integration with external organisations (high level of integration):
 – Addition of health information exchanges (HIE)/primary 

community/mental plus sexual health services/portals for 
patients and clinicians.

 – With the merger of some organisations there may be 
two or three different CISs (RIS), which will still need 
to  communicate with each other until a single instance 
(one larger merged system) is procured later.
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Fig. 6.3 Infrastructure options. (MPI, master patient index; PACS/VNA, 
 picture archiving and communication system/vendor neutral archive; 
RIS/LIMS,  radiology information system/laboratory information management 
system.)
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In order to achieve any of these infrastructure options, there are sev-
eral options:

Single system encompassing all. One supplier providing the majority of 
the components (from MPI to RIS) individually (or as a single system) 
would result in seamless communications, simply because the data 
will be stored on fewer databases (perhaps even just one). There are a 
number of Radiology PACS suppliers who integrate RIS into the PACS 
(making RIS + PACS a single application), but this is not commonplace 
in the UK.

Point-to-point model. As shown in Fig. 6.4, this is where multiple sys-
tems have direct connections to each other and thus have no single 
point of failure, which could also occur with the single system (the 
individual components, such as RIS/PACS or LIMS, can continue to 
operate if other sections of the system are unavailable). This method 
requires multiple connections with increasing complexity, as although 
two systems would require just one connection, five systems would 
require 10 connections and 10 systems would require 45 and so on, 
which is increasingly difficult to maintain with less centralised activity 
monitoring possible.

Hub and spoke model. This model (Fig. 6.5) reduces the number of 
connections as an integration engine (commonly known in the UK 
as a hub or broker) links the various systems, reducing the need to 
maintain each connection as for the point-to-point model. This can 
be managed by a central hub, and has the advantages of being able 
to choose the CIS needed (not reliant on one supplier providing 
all), with the main point of failure becoming the actual integra-
tion engine. Currently it appears that organisations are naturally 
following this model, especially when they have systems in place 
that need replacing at different times because of financial or support 
limitations.

In choosing the optimum model, there are tools to enable one to 
make an informed decision, such as the 2015 Interoperability Handbook, 
in which there is an ‘interoperability decision tree’ and detailed expla-
nations of the various options.
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Three connections between three systems 

Ten connections to maintain between �ve systems 

MPI 

RIS PACS

Forty-five connections to maintain between 10 systems (only one system’s connections
demonstrated), 36 more connections needed:

MPI 

PACSRIS

VNA/SNA/EA

eRequesting 

1

4

8 9 10

5 6 7

2 3

Fig. 6.4 The point-to-point model. (EA, enterprise archive; MPI, master patient 
index; PACS, picture archiving and communication system; RIS, radiology 
 information system; SNA, supplier neutral archive; VNA, vendor neutral archive.)
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Key Building Blocks of Interoperability
Patient ID
To make interoperability truly work throughout the systems, the 
patient will need a single patient identifier (an item in common with 
other systems) that is available to all organisations in order to sup-
port collaborative working. If there is not a common identifier, another 
option is the use of regional numbers, but this results in a confusing 
number of multiple identifiers.

Open Application Program Interfaces
There is an expectation that suppliers will need to work together more 
in the future to enable systems to be more interoperable; supplying an 
open and fully documented application program interface (API) that con-
forms to existing guidance assists this process. This will allow the relevant 
information to be made available, thereby reducing supplier lock-in and 
encouraging software house development teams to work together.

Best Practice 
Interoperability following the actual deployment of CISs has proven 
difficult; e.g. in Denmark there has been a shift in the state-led 

RIS

Single point
of failure

Other
systemsPACS

MPI 

VNA

eRequesting 

Integration engine/hub

Fig. 6.5 The hub and spoke model. (MPI, master patient index; PACS,  picture 
archiving and communication system; RIS,  radiology information system; 
VNA, vendor neutral archive.)
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hospitals with EPR systems from sharing data between themselves 
to regional collaborations, brought about because of changes in 
organisational responsibilities (Kierkegaard, 2015). Following the 
achievement of interoperability, benefits began to be realised, such 
as the flow of meaningful data (for the clinical and administra-
tive processes), the ability to redesign processes, monitor quality 
(including patient safety), and being able to retrieve data from fro-
zen legacy systems, as required.

Current Flows (with Limited Interoperability)
For an organisation with basic informatics infrastructure (solely PACS 
and RIS for radiology), the generic diagnostic information flows as part 
of a standard patient attendance can be categorised as below:
 1 Initial patient interactions.
 2 Clinician and patient interactions.
 3 Diagnostic interactions.
 4 Results.
 5 Results distribution and further collaborative steps (Fig. 6.6).

Current Common Information Flows for 
Patients Needing Diagnostics
1 Initial Patient Interactions 
 ◾ 1A Patient (or carer) identifies need to consult a healthcare 

professional.

2 Clinician and Patient Interactions
 ◾ 2A Patient presents to healthcare professional after having 

details taken, appointment arranged on a system or walking into 
a clinic/centre where details are entered into the relevant local 
system.

 ◾ 2B Patient examined and consultation recorded in local (unshared) 
system.

 ◾ 2C Patient referred for diagnostics (paper request form or 
eRequest).



61

Current Common Information Flows for Patients Needing Diagnostics

3 Diagnostic Interactions
 ◾ 3A Request arrives at diagnostics department (with sample if 

laboratory).
 ◾ 3B Patient request interrogated/vetted by diagnostics department 

and entered onto the CIS.
 ◾ 3C Patient either scheduled for an appointment or the exami-

nation/test is performed immediately (skip to 3H if performed 
immediately).

 ◾ 3D If a patient has an appointment scheduled, a notification will 
either be presented to them immediately or sent later via another 
format (e.g. SMS/telephone/email/post).

 ◾ 3E Patient arrives for examination/test.
 ◾ 3F Examination/test information shared with imaging/laboratory 

modalities.
 ◾ 3G Examination/test performed/processed on relevant modality.

Patient requires consultation/
follow-up

Clinician provides information/
next steps for diagnostics

Diagnostics systems provide direct
interactions to generate request

Diagnostics systems provide
results 

PHR and EPRs that have indirect
interactions

PHR EPR Other systems
Community/mental
health/primary care

Data for local/national
and other organisations

Fig. 6.6 eResult distribution/further collaborative steps. (EPR, electronic patient 
record; PHR, personal health record.)
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 ◾ 3H Data from examination/test sent for interpreting and records 
made on the relevant CIS (RIS and PACS for radiology, LIMS for 
pathology).

 ◾ 3I Patient will be discharged from diagnostic department.

4 Results
 ◾ 4A Results, if interpreted, will be sent to the referrer or teams.
 ◾ 4B Results will also be available locally, within the healthcare 

organisation.
 ◾ 4C Data can be sent, or summary reports run, for internal or 

external parties.

5 Results Distribution and Further Collaborative Steps
 ◾ 5A Data may be shared via proprietary systems if required to fur-

ther the patient’s treatment at another institution.

Changes to interoperability are fairly common as new technologies 
and uses of data arise. Current information flows need to be docu-
mented (steps 1A–5A above), typically via a flow diagram, prior to any 
changes to ensure that the future flows do not mistakenly remove any 
of the critical components that will make it more difficult for the rel-
evant teams and the patient. These concepts can be modified and also 
for other services similar to diagnostics, such as cardiology, surgery, 
and electronic prescription services (sending prescriptions to a choice 
of pharmacies).

Conceptual Future Interoperability Flows
The future flows over the next decade are expected to follow similar 
concepts but with increasing levels of technology involved. There ini-
tially appear to be more steps to the future information flows (below) 
than the current flows (above); however, these could save resources, 
such as time and costs, and may not need inputs/user interventions as 
systems become more highly interoperable. Some of the future flows 
may already be performed to certain degrees as, over the life of this 
book, different organisations will be progressing more quickly than 
others. There is also an increasing emphasis on the use of integrating 
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the healthcare enterprise (IHE) profiles and a push for organisational 
systems that already communicate with each other via an EPR to be 
able to do so bi-directionally (e.g. in radiology PACS-based reporting 
requires a two-way link to RIS).

1 Patient Only Interaction (Initial)
1A Patient interacts with the health service provider via a PHR that they 
can manage, starting their journey leading to diagnostics. For this to occur 
it is crucial that there is what is known as ‘semantic interoperability’ 
(each system can understand the different types and formatting of 
information exchanged). To achieve this, SNOMED-CT exists and 
should be used. This semantic interoperability can be bi-directional 
(in both directions) and have the ability to link into more than one 
CIS. The patient’s PHR may be tied to a single health provider (NHS 
Trust) but in the future will be positioned between several organisa-
tions, such as:

 ◾ Hospitals/clinics (medical/non-medical).
 ◾ GPs.
 ◾ Non-acute settings, such as community/mental and sexual health 

services.
 ◾ Private healthcare providers.
 ◾ Decentralised databases (research, statistics, etc.).

Research in 2016 showed that the underlying ‘BlockChain’ technol-
ogy from the ‘Bitcoin’ project could be a useful way to secure PHRs 
when they may be updated by multiple organisations (the updates 
being stored in a verifiable ‘chain’ permanently). Studies have also 
found that there is an increasing appetite for patients to access their 
PHRs via social media if logistical and ethical issues were addressed. 
For patients themselves, this would certainly be the quickest way to 
access and manage health records (particularly for those with chronic 
conditions). Some countries have already introduced a ‘light PHR’ that 
patients can access and share, which will also link to services of rele-
vant organisations. However, on the other hand, many nations are con-
centrating their efforts on increasing security and governance around 
health records making it, if anything, harder for patients to access their 
own records outside the walls of a hospital. This has so far raised a 
question: if patients/members of the public are able to access their 
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financial records and share transactions between banks, then why not 
health records with healthcare organisations?

1B The patient uses a clinical decision support system (CDS) that has 
access to their records; data from certified devices can update the CDS 
with data for blood pressure and other vital signs, remotely and synchro-
nously (with the potential for instant updates to the system maintaining 
them). Clinicians currently have access to electronic tools such iRefer 
(a resource previously known as ‘Making the Best Use of a Radiology 
Department’), or sets of protocols that may be converted into an elec-
tronic decision tree, or a CDS. This CDS has the potential to be made 
patient accessible and friendly via a web-based application, driving 
patients towards it rather than less evidence-based tools, such as an 
internet search engine, or Wikipedia.

Wearable healthcare devices can support the synchronous updat-
ing of patient-provided measurement data by using relatively low cost 
mobile phone applications and wifi. The patient could also share their 
own information or comments by free text if necessary, including links 
to where their search engine had led them while they were trying to 
self-diagnose. For radiology, this information could be vital towards 
providing a clearer, more accurate patient history from contemporary 
notes at the time of the event occurrence, rather than relying on recall 
during consultation, dictation to a referrer, transcription, and compres-
sion onto a radiological request.

1C The CDS presents findings to the patient stating the options for access to 
a healthcare professional or is referred to another relevant pathway. These 
findings and recommendations from the CDS can be performed instan-
taneously, producing a link to the next step and also ensuring patient 
context is maintained (i.e. the patient not being required to re-enter 
their details for the next, albeit different, system). This will ensure 
a seamless experience for the user and also reduce the risk of the two 
systems not communicating, saving the patient time.

1D CDS or similar tool may directly arrange an appointment (if required). 
As the evidence-based protocols have been followed, both the patient 
and clinician will save time if a direct referral is made. This can also 
allow a selection of appointment times for the patient, reducing the 
risk of ’did-not-attend’ (DNA).
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1E If any preliminary diagnostics/information/preparation or any other 
reminders are needed, the patient will be prompted before the appointment. 
This is a simple computing query: <If> “(requirement for oral prepa-
ration)” occurs <Then> “(preparation delivered to patient or asked to 
collect it)” happens. This in turn will produce the information after the 
CDS has accessed the relevant data. This concept can be captured as 
an IHE mobile alert communications management (MACM) profile, 
sending alerts to patients/carers and also recording the outcomes on 
receipt of the alert.

1F The consultation, if needed, may be set up either face to face or via 
a unified communications system, which under the same platform may 
include video/audio calls, instant messaging, presence status, screen 
sharing capabilities, call control capabilities, voice recognition, and other 
methods of communication. An appointment system similar to those 
that are currently utilised may be used to schedule the initial con-
sultation. Links will be found within the appointment to generate 
a unified communications session, or a face to face appointment if 
necessary or if this is preferred by the patient. The patient’s choice is 
dependent on the waiting times or perceived convenience plus other 
preferences or needs. As well as the increasingly popular phone calls 
between patients and clinical practitioners for ‘filtering’ purposes 
(particularly for initial GP appointments), unified communication 
systems are available via various devices (desktops to mobile), which 
will allow communications via voice to video plus with the facility to 
share information digitally on a screen or by transferring data via the 
same platform. This allows the users to switch from video to screen 
sharing and provide flexibility for patient and healthcare staff to com-
municate with each other.

2 Clinician and Patient Interactions
2A At the consultation, the full EHR will be available along with 
results from the CDS (1C). At the time of the appointment the 
consultation will be either face to face or via unified communica-
tions with relevant documents/records shared with other health 
organisations using an IHE profile, such as cross-enterprise docu-
ment  sharing (XDS), allowing for rapid access to all relevant prior 
information.
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2B With the patient’s consent, all this can be recorded and added to their 
EHR for completeness. An IHE profile for this basic patient privacy con-
sent (BPPC) is already available. Anecdotal reports from current prac-
tice show there are two schools of thought currently in use surrounding 
this: one being very strict and cautious around this type of record, and 
an opposing view promoting sharing as a way of increasing knowledge 
around a patient’s choice and condition.

2C If Diagnostics are needed, the clinician’s system will be able to inter-
rogate the local healthcare organisation RIS/LIMS or EPR to determine 
where the patient may be sent via an eReferral or an eRequest, similar to 
choice exhibited via the PHR. Real-time waits and turnaround times can 
be calculated from the information held on RIS/LIMS appointment 
schedules, or via access to a local data warehouse where this informa-
tion is normally copied (overnight or at the end of the working day). In 
the future, along with the real-time data, the initial costs of the diag-
nostics will be available along with pertinent information saving mul-
tiple telephone calls to various departments in a hospital. This ability 
to route requests to specific sites will present eRequesters with options 
to select a department based on an informed decision about waiting 
times, costs, or quality of service.

2D Subsequent to the location of the diagnostics being determined, the cli-
nician’s system will then communicate with the relevant system, such as 
the RIS/LIMS (if not already part of an EPR), by requesting the examina-
tion/test. There are order OCS or computerised physician order entry 
(CPOE) in place whereby eRequests (‘orders’ if laboratory/pharmacy 
related) are communicated and recorded in the relevant CIS. Updates 
will be bi-directional (from the CIS and the referring clinician’s sys-
tem) also reflecting the numerous statuses of the requests based on the 
request stages below (currently used interchangeably between imaging 
and pathology).

The sequential stages of a request (Radiology or other departments) 
are:
 1 Requested.
 2 Justified.
 3 On hold (with reason).
 4 Scheduled/booked.
 5 Rescheduled (with reason).
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 6 DNA (with reason).
 7 Started (examination).
 8 Completed (examination).
 9 Dictated.
 10 Preliminary report.
 11 Final report.
 12 Addendum report.
 13 Acknowledgment/report viewed.

There would be more information attached to each status to produce 
an audit trail, and create future information reports if required. This 
stage allows requests to be tracked much more easily, providing a trans-
parent process for the patient and requestor.

The messages are sent using the current HL7 v2 standard for sending 
clinical and administrative data between software systems. However 
HL7 Fast Healthcare Interoperability Resources (FHIR) is a stand-
alone exchange standard, which is starting to be considered as a com-
munication standard for interoperability projects, as software authors 
understand interoperability is now a commercial selling point for their 
applications.

3 Diagnostic Interactions
3A Electronic referral/request arrives at diagnostics department (LIMS/
RIS) with relevant data for patient (or with sample if laboratory). The 
eRequesting of imaging and other diagnostics is available from vari-
ous software suppliers and this, despite the differing user interfaces, 
involves standard HL7 messaging that can be accepted by the RIS/
LIMS and the ability for status updates to be communicated to addi-
tional systems as necessary, particularly if the patient has to be seen 
by multiple clinical teams, so that they can see updates in their own 
CISs. Another option is to build on any eReferral systems, which are in 
place worldwide, by utilising the IHE profile for CDS/order appropri-
ate tracking (CDS/OAT), which is based on the data entered, check-
ing for the appropriateness of the request with alternatives suggested 
where appropriate.

3B If the referral/request fits relevant criteria and there are no contraindi-
cations or queries from the diagnostic department, this can be authorised 
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for examination as long as relevant standard operating procedures (SOP) 
and protocols are adhered to. There are standard flows for the initial 
diagnostic flows, such as the IHE scheduled workflow, incorporating 
requesting the imaging, to acquisition, storage, and viewing.

3C If the request needs to be vetted/protocol-checked there should be ade-
quate information on the request supported by any other seamless links 
to supplementary information. Information, such as previous images or 
reports, may be retrieved either internally or externally using the IHE 
cross-community access (XCA) for imaging (XCA-I) profile, which 
should support the vetting process, and the sharing of laboratory 
reports (XD-LAB). There may be a move to optimised image proto-
cols when vetting, whereby each examination is tailored to the specific 
patient (Chang, 2008). This personalised service could add value to 
the imaging results, but could potentially be open to abuse for financial 
gain by those that vet the request and who will also perform and be 
paid for it (by choosing the combination of parameters triggering an 
examination of maximum ‘value’ to the provider to be requested).

3D If the patient is not examined immediately, an appointment date/time 
for diagnostics will either be presented immediately or sent to the patient if 
there were any queries that had to be resolved. Conceptually a diagnostic 
appointment is similar to the commonly occurring O/P appointment, 
i.e. referral communication received (request) that is then scheduled 
into the system according to speciality (modality). Hence some EPRs 
generate these imaging appointments from the same EPR system as 
the rest of the hospital. This could in effect allow the appointment 
system to be managed by a non-imaging department (O/P), as long as 
the relevant imaging protocols and SOPs were shared. In coming years 
it is predicted that EPR will take over the current RIS functionality for 
scheduling appointments, owing to the ability to co-ordinate multiple 
department attendances rather than just for Imaging (as RIS currently 
does, requiring frequent discussions/amendments if the patient has 
multiple clinic attendances on one day already).

3E Patient arrives for examination/test and checks themselves into the 
imaging department from home or at the department, using self check-in 
services. This is similar to the online check-in experience at airports 
where a user can confirm an appointment electronically. If they fail 
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to do so within a certain period of time their appointment is given to 
another patient to reduce waiting times and achieve capacity (possibly 
allowing an I/P who is waiting for such a vacancy to arise to attend in 
their place). If a patient DNA, this will be recorded and sanctions, if 
relevant, may be imposed. There is also the possibility of using geo-
informatics, the information science of geography to monitor persistent 
offenders (e.g. by requiring patients to have an application on a mobile 
device that can alert the hospital of the likelihood of a DNA by patient 
location, similar to tracking a taxi on an application that one may have 
requested online).

3F Examination/test information shared with imaging/laboratory modal-
ities. The information that was first received in the original request 
(patient and exam details) will be enough to populate the relevant 
modalities, with supplementary information being entered by the 
radiographer, technician, or clerk if required. Owing to the interopera-
tion of the various systems, the patient information will be consistent 
throughout, helping ensure patient safety on matters such as allergies 
or crucial medical information.

Before examining the patient they can be positively identified by 
using Quick Response (QR) or 3D bar codes either associated with the 
appointment letter, on a mobile device (or on a wristband if the patient 
in currently an I/P), or by a photographic record.

3G Patient status updates continuously on relevant real-time customisable 
dashboards displayed departmentally or for each modality. This is pos-
sible via RIS/PACS/EPR modules using dynamic worklists that will 
already be created to meet the user needs. These can be converted into 
a dashboard for staff (including those outside diagnostics, such as O/P 
departments waiting for their patients to return following a diagnostic 
test completion) and patients to see their real-time waits or queue posi-
tion, similar to telephone on-hold wait time systems currently used for 
many companies.

3H Examination/test performed/processed on equipment. This modal-
ity will then produce a digital image (or result) that can be stored for 
interpretation. For radiology and pathology, the images should be of 
the well-established DICOM standard, which inherently allows easy 
sharing of the images to a suitable PACS or other archive.
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3I Data from examination/test sent for interpreting and records made 
on the relevant CIS (RIS and PACS for radiology, LIMS for pathol-
ogy). The results need to be sent and stored so that they can be inter-
preted easily in a variety of ways by specialist processing workstations 
or trained staff. New data that can be automatically added in the 
Radiology department is the dose information by utilising the IHE 
profile radiation exposure monitoring (REM).

Within Radiology, some departments may leave images unreported 
or classed as ‘auto-reported’ (approximately 47% of departments 
advised of this practice in a census issued by the Royal College of 
Radiologists in 2012). Hence there is a move towards identifying and 
training more advanced reporting practitioners to fill these gaps for 
reporting or utilising machine-based reporting (currently being devel-
oped by several companies, particularly for breast imaging in radiology 
and abnormal cell counts in pathology).

3J Patient will be ‘discharged’ from diagnostic department. Once the 
examination is completed and the patient is free to go, the schedul-
ing information needs to be captured and closed, with notifications to 
interested parties, such as. referrers who wanted to view the images 
before a formal report was produced. This can be performed automati-
cally once the examination is completed, with fields auto-populated 
based on previous inputs by the clerks or practitioners and rules within 
the various information systems.

4 Results
4A Results will be in a structured form. The use of SNOMED-CT to 
codify reports allows for the standardised sharing of information as 
well as aiding individual and group healthcare provision, owing to the 
simplicity of providing ‘plain English’ breakdowns (the codes can be 
expanded/translated as necessary).

4B Results will be interpreted manually. There are various automated 
routines that can be carried out on completed examinations to maxi-
mise throughput and minimise human effort at the result interpre-
tation stage, with the most common being for standardised display 
protocols (DPs) to provide the optimal presentation for image inter-
pretation in both radiology and pathology. The textual portion of the 
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result can also be added quickly with the aid of standard templates, 
including pre-populated text or headings, plus with speech recognition 
available for digital dictation. This allows the reporting practitioner to 
see the result text and authorise immediately, minimising secretarial 
delays.

4C The initial results in the future may also be interpreted automatically. In 
addition to human generated reports, computer aided diagnosis (CAD) 
will be a more frequently used tool that can support those reporting 
studies. In radiology, currently this is possible for bone age assessments 
(CR/DDR), lung cancer (CT), breast cancer (mammography, MG), 
colon cancer (CT), prostate cancer (MR), and coronary heart disease 
(CT). In pathology, automatic cell counting and abnormality detection 
is a common CAD feature available. CAD is now developing other 
methods of machine learning, such as the automatic discovery of clini-
cally relevant details, based on Multilayer Perceptron Artificial Neural 
Networks, Linear Discriminant Analysis and Quadratic Discriminant 
Analysis – fields of research that learn from a human’s repeated choices 
and actions. This type of machine-based assistance could help high-
light certain pathologies to both imaging and non-imaging staff before 
a formal ‘human’ report is produced, providing far more rapid feedback 
than is currently possible with retrospective peer review regimens.

4D Results will be available locally as a minimum requirement, within the 
healthcare organisation. The access to radiology information (ARI) IHE 
profile shares the study images throughout a single organisation, with 
the most common scenario allowing staff to access the PACS/image 
archive directly or via links within an EPR. MDT meetings could also 
use this approach along with a unified communications system, so that 
the whole team did not have to physically be in the same location.

4E Results will be available to other organisations that also care for the 
patient, enabling collaboration. Currently textual results may be sent as 
a HL7 message to systems that can receive them, with a ‘read-receipt’ 
returned as necessary. Implementing communications between PACS/
RIS, EPR/PHR and exchange systems will allow effective sharing of 
results in IHE profiles, such as the patient plan of care (PPOC). PPOC 
determines where data are exchanged relating to the creating and 
managing of individualised patient care – any results that are sent to 
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a specific location should receive an acknowledgement that the results 
have been viewed, with a name, position, date/time, and possible con-
tact details.

4F Results may be used for 3D printing for surgery or a variety of uses. 
Currently DICOM images can be converted to 3D printable medi-
cal models, and these can be used for education, patient counselling, 
training, and surgical planning (e.g. customised vessel stents used in 
angiography).

5 Result Distribution/Other Collaborative Steps
5A Patients will be able to track status updates and make amendments 
or update their own personal records if necessary. The patients via their 
PHR will be able to add notes to their record or provide other amend-
ments for relevant healthcare staff to access, with alerting systems in 
place to identify worsening conditions recorded directly by the patient.

5B Data can be shared in a deidentified manner locally or internation-
ally, as it will be coded via SNOMED-CT along with the results being 
in a structured form. This can be used for wider treatment of similar 
patient groups, plus for research (with a potential revenue for com-
mercial licensing), by making this data available to both private and 
public organisations on an aggregated basis. These shared data, if used 
effectively, will transform healthcare systems by reducing costs and 
improving health outcomes by making healthcare planning more accu-
rate – allowing for the targeting of personalised healthcare.

Above all, interoperability is just beginning to take shape in the UK, 
and it is noticeable that those in key departments, such as Radiology 
and Pathology, have a head start in shaping the direction for those in 
other departments.
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IMAGE REPORTING AND 
INTERPRETATION

Core Functions of Reporting
In addition to production of the actual report, many elements in the 
process of general reporting workflow need to be considered:

 ◾ Clinical decision support input.
 ◾ Display of the patient history and clinical problem.
 ◾ Initial informal commenting and alerting at the time of acquisition 

of the images.
 ◾ Reporting and productivity tools.
 ◾ Voice recognition and report input.
 ◾ Double and/or deadlock reporting.
 ◾ Formal alerting and clinical feedback.
 ◾ Self-education and teaching files (identified by keyword searching 

or in folders).

Informatics seeks to provide an efficient workflow with suitable tools 
to incorporate the above steps as seamlessly as possible. Anecdotally 
often this is not the case, with solutions to workflow problems focus-
sing too heavily on specific tasks rather than the whole process from 
beginning to end.

The act of reporting imaging studies itself is usually carried out from 
pre-set worklists, configured in advance by the imaging informatics 
team. These worklists are dynamically updated according to a set of 
criteria (e.g. all unreported CT exams), which can either be hosted 
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within the RIS, or now in modern systems, within the PACS. The use 
of worklists allows for fair distribution of reporting according to the 
reporter’s clinical competencies, while maintaining a priority list if 
there is a significant backlog of reporting or if different areas have vary-
ing service level agreements/expectations.

Clinical Decision Support Input
It is unlikely that clinicians will be fully familiar with the vast array of 
guidelines and pathways for a given speciality (especially as develop-
ments in the field of medicine are continually ongoing), or even to find 
them rapidly during a short consultation session. CDS is customised 
software that guides a clinician through the best pathways for a given 
clinical problem. This aids the referring clinician in ensuring a patient 
is directed towards the most appropriate investigation(s) in a timely 
way, as well as ensuring that particular diagnostic specialities are not 
inappropriately overused. CDS makes decisions based on the combina-
tion of the relevant up-to-date guidelines, and integrates with other 
health systems to cross-correlate with, for example, blood results or 
medications. Utilising a CDS with interconnectivity into the imaging 
systems also allows reporting staff to see the initial preliminary steps 
already taken, leading to the clinical question required to be answered 
as part of the imaging examination in front of them, plus have options 
for potential differential diagnoses presented automatically. Owing to 
its relative newness, CDS is not yet widespread in the UK, but is found 
more extensively in the USA.

Patient History and Clinical Problem
Crucial for framing a high quality report, the patient history and 
 clinical question to be answered must be conveyed from the  referrer 
and be available without delay alongside the imaging for reference. 
Paperless solutions are obviously optimal for this (an OCS pass-
ing data to RIS, then displaying these fields in PACS alongside the 
relevant imaging is the current ‘expected’ solution). With this in 
mind, imaging itself has had good success with developing integra-
tion between its own systems; however, integration with other elec-
tronic health systems at the  beginning (requesting/ordering) and the 



75

Informal Commenting and Alerting at Acquisition

end (sending of reports/alerts/faxing) of the patient’s journey through 
the Radiology  department remains more challenging, with some paper 
processes persisting. Clinicians should also be encouraged to make use 
of any examination comments functionality in the PACS or OCS to 
feed back to reporting staff the disposal outcome of the patient epi-
sode (whether they felt there was a pathology/whether the patient was 
requested to return for follow-up). For example, in a trauma atten-
dance if the reporter knows the patient has been referred to the frac-
ture clinic rather than being simply sent home as ‘normal’, they will 
save time by not having to verify this if an otherwise subtle fracture is 
subsequently found on the images.

In the past, NHS England has repeatedly committed to complete 
EPRs, the latest date for this being imminent. What effect this will 
have in radiology is difficult to determine, as the remaining areas per-
tinent to the reporting process (the request made on paper and urgent 
report alerts sent by fax) are generally outside the control of the imag-
ing informatics professionals who work within radiology. There are of 
course other internal paper-based systems that are difficult to easily 
convert to a paperless work flow: the consent form, the MRI safety 
questionnaire, the World Health Organization surgical checklist, the 
pregnancy status patient signature, each of which are currently scanned 
and stored as images. Despite best efforts to reduce paper usage, many 
departments currently struggle to move fully paperless in this area as 
the tendency to move back to paper is hard to resist, simply for its con-
venience at the point of acquisition (in practical terms, radiographers 
find it easier to work with light, flexible paper rather than heavier, 
inflexible tablet devices with a poor wifi connection in most situations).

Informal Commenting and Alerting at 
Acquisition
The value of alerting and commenting to the referrer at the time of 
acquisition is continually promoted in the UK, mainly as reporting 
backlogs and consequently time delay to a final report can vary dramati-
cally. With targets, such as the 4-hour limit in A&E departments, being 
a well-publicised external measure of performance of a healthcare insti-
tution, there is an ever greater push on rapid progression through the 
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patient journey. A shortage of appropriately trained staff and prioritis-
ing of certain types of studies sees the encouragement towards practi-
tioners, such as radiographers, offering an informal comment as a means 
to reduce the time between imaging acquisition and findings being 
delivered. In practice, there are already a variety of methods for this – 
radiographers offering opinions via a template feedback sheet in A&E or 
radiology registrars writing a provisional report for multi-planar exami-
nations out-of-hours. Advanced practitioners or specialist radiographers 
may also make notes in patient records during an ultrasound or barium 
exam or, at the very least, the ubiquitous ‘red dot’ (so called owing 
to the red circular stickers historically used on physical films for the 
purpose) or modern asterisk systems used in trauma scenarios, which 
indicate to inexperienced junior clinicians that there may be something 
amiss with an image by the placement of a trigger mark. These triggers 
may be supplemented by a note in either the PACS or RIS examination 
comments section to clarify the radiographer’s observations.

However, poor mark placement on an image has the potential to 
influence inexperienced staff negatively – if a large arrow or a mark 
is placed next to an obvious pathology or fracture, human psychology 
(particularly in a rushed or busy environment) directs attention to this 
point and reduces the likelihood of other more subtle pathologies being 
observed in other areas of the image, or encourages the belief that an 
actual non-existent pathology does in fact exist. For this reason, it is 
recommended that trigger marks should only be placed at the corner of 
the image, not close to anatomy. An asterisk (*) in the top left or top 
right corner of the image (as appropriate given the anatomy and image 
placements) is recommended for this. It is also good practice to avoid 
the unnecessary use of text (e.g. ‘red dot’) in order to reduce confusion 
if the images are viewed subsequently outside of the UK (either as part 
of the patient’s journey or for out-sourced backlog reporting) and also 
to prevent patient concern if they view the image incidentally. A ‘#’ 
fracture symbol is also not recommended for this purpose as it refer-
ences numerals rather than pathologies outside of the UK.

Reporting and Productivity Tools
A commonly used reporting setup is shown in Fig. 7.1. The basic user 
will be familiar with the standard everyday functions in image viewing 
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applications, such as window, zoom, edge enhancement, invert, crop, 
measure, and angle. Perhaps less familiar are functions such as car-
diothoracic ratio measurement tools, spine labelling, NM volume of 
interest, density unit indicators, and measurement of areas of vary-
ing shapes. Each modality also has its own unique set of add-on tools, 
which are custom designed to the outputs of that imaging speciality. In 
the same way, each member of reporting staff has their own favourite 
and combination of tools, which they prefer to use. Some systems also 
incorporate the addition of mixed ologies – with medical photography 
images, cardiology studies, ECGs, and other information presented 
alongside imaging in order to provide a simple single source for diag-
nostic material. Presenting medical information in this manner is non-
traditional but provides a rich bed of source material for those offering 
opinions as part of their reports. Key image functionality is also useful 
for the clinician’s later use following reporting – radiology images can 
consist of thousands of slices, and referencing those that are referred to 
in a report provides a time-saving reference for referrers.

Computer Aided Diagnosis/Computer Aided Detection. CAD provides 
automated analysis of an image or series utilising either pre-set or 

Fig. 7.1 Typical reporting station setup.
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machine-led learning algorithms to generate a diagnostic opinion 
independently of the human operator. This is commonly used for 
bone age or osteoporosis assessments, lung, breast, colon and pros-
tate cancer, coronary heart disease, and for automatic cell counting 
in pathological specimens. CAD results are typically toggled on and 
off by the human reporter after they have made an initial assess-
ment of the image, but before they finalise their opinion. The input 
that CAD provides into reports maximises the accuracy of patho-
logical  detection. Figure 7.2 shows automated osteoporosis detection 
 overlays on clinical images.

Fig. 7.2 Automated osteoporosis detection overlaid onto clinical imaging.
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Voice Recognition
Voice (speech) recognition (VR) is considered an obligatory part of 
expedient radiology reporting in the UK, with every major acute site 
in England utilising some form of this technology to decrease report 
turnaround times while increasing throughput.

There are two main voice recognition programs in use across the UK at 
present, both manufactured by the same vendor and carrying the brand 
names SpeechMagic/SpeechAnywhere and Dragon. Although they are 
separate applications currently, the technology underpinning their func-
tionality is being merged by the vendor, so there is little other differentia-
tion available in this area aside from user interfaces and programmability 
differences. The best quality recognition is obtained from extensive ini-
tial training (a series of texts are read to the machine in order that it can 
adapt to the user’s individual voice by comparing the sound and tone to 
the words and pronunciation actually expected and anticipated by the 
software) in addition to acoustic adaption (a short passage read to the 
machine by each user prior to reporting at a new workstation in order to 
calibrate to any background noises that differ across reporting locations). 
These two learning processes are extremely important for high recogni-
tion rates; however, as they are fairly time consuming and less interest-
ing to complete, many users attempt to skip or work through them in 
an unnaturally fast manner resulting in permanently inferior recognition. 
As a result of the need for voice profiles, individual accounts are required – 
accounts cannot be shared – making licensing potentially expensive, and 
a reason why some reporting staff, such as sonographers, are occasionally 
excluded from licensing arrangements and use of VR. Many sites experi-
ence ongoing problems with VR, particularly with corrupt voice profiles 
(the files that store a user’s pronunciation templates for the software to 
use) meaning regular backups and reinforcement of good working prac-
tices is required (logging off and switching users cleanly). Anecdotally, as 
VR software has been in existence for several decades it is comparatively 
well developed – even deaf individuals or those with strong accents can 
find a manner in which the software will operate for them.

However, in some cases, there is still a need for third party specialist 
transcription rather than VR. This may be in surgical cases (where a 
microphone cannot be held or worn, but a ceiling microphone can pick 
up enough detail for humans to listen and discern the person dictating 
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rather than the other individuals around them), or where certain physi-
ological conditions produce a greatly non-standard speaking pattern for 
some individuals.

Desktop integration. Historically, the systems displaying images and 
text have been separate. DTI reduces the risk associated with having 
two different clinical systems open (the risk of inadvertently select-
ing different patients in each) and also introduces the convenience of 
 synchronisation, whereby if a reporting list is navigated within PACS, 
the associated RIS entries automatically keep pace in another appli-
cation, saving time and operator intervention. DTI can also be com-
bined with single sign-on functionality, where one login is sufficient to 
authenticate access into multiple systems.

Report Input: Templates (Stock Text)
Reports can either be entered beginning with a blank screen, or 
by the insertion of several appropriate preformatted paragraphs, 
which reporters add to or adapt. In many cases, such as complex 
MR or NM bone densitometry examinations, it is judicious to have 
these  common sentences (‘stock text’) or indeed whole paragraphs 
 prepared  –  primarily for the ease of interpretation and review by 
clinicians as the data are presented in a standard reproducible for-
mat, but also for time saving purposes and to prevent any conclusions 
being missed from the report.

As reporting staff progress through their career they begin to amass 
a library of stock texts and paragraphs. These may be stored in some-
thing as simple as a text file where portions are cut from and pasted 
into an imaging report as appropriate, or inserted by a pre-determined 
keyboard shortcut key combination or even by voice macros (dictating a 
specific trigger phrase, perhaps ‘command report normal chest’, to trig-
ger insertion of a much longer sentence/paragraph). Some reports can 
be pre-populated from system measurements, e.g. percentage  stenosis 
values of blood vessels or bone density measurements. 

Structured Reporting
Some organisations prefer to utilise fixed reporting templates that 
require the reporter to answer specific questions in order, e.g. making 
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comparisons with prior studies, commenting on technique or quality 
of the imaging, providing an affirmative conclusion and suggestions 
for further suitable diagnostic studies or treatment. This is similar to 
filling out a form.

Double and Deadlock Reporting
Double reporting is particularly useful for some sensitive high accu-
racy workflows or for reporting staff competency checks. This is simply 
where a second author ‘blindly’ (i.e. without sight of the first report) 
reports the study with a second report, then they or another individual 
compares that second opinion to the first author’s report. In case of a 
disagreement, a third reporter is called to produce a ‘deadlock’ report. 
The deadlock reporter may or may not have sight of the conflicting 
reports prior to forming their opinion.

Double reading, discordance, and arbitration. A specialist type of image 
‘reading’ used in MG reporting, two staff members scrutinise the 
images and either agree or disagree a categorisation. If there is no agree-
ment (a ‘discordant result’), a third member of reporting staff acts as 
arbitrator.

Alerting and Clinical Feedback
At present, manual fax, telephone, or email notifications are the most 
common method of alerting the referrer for urgent findings (cancers, 
initially unnoticed fracture requiring patient recall, etc.). Systems that 
allow the automated notifications and requiring acknowledgments 
with reminders if no action is taken within a certain time period are 
available, but not widely used. Organisations, such as the Royal College 
of Radiologists, have indicated this as a persistent risk with imaging 
informatics equipment.

In addition to the issues with alerting, as mentioned by our clinical 
colleagues in a later chapter, there is presently no single widespread 
method for feedback on imaging reports (quality, accuracy, or useful-
ness) to reach the original reporter in the UK. Likewise, there are only 
complicated pathways for those radiographers acquiring the imaging 
or reporting staff providing the reports to follow-up on the patient’s 
actual condition or further findings.
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There are also practical issues, particularly with informal comment-
ing; if the study has an initial report authored by a trainee (which by its 
nature will be reviewed by a senior), the senior has authored a change, 
there has then been sub-speciality input for a third change, plus poten-
tially a fourth version of the report exists following a MDT meeting. 
By convention, all report versions after the initial are addended (added 
one after another) rather than the original changed or removed, and 
therefore a study could possibly have three or more reports assigned to 
it, presenting an opportunity for misinterpretation at the destination, 
particularly if time passes between report versions. Red dot indications 
added by radiographers may not prove immediately useful if there are 
no accompanying notes to identify the concern, or if they are placed 
inappropriately. 

Self-Education and Teaching Files
Experience and continuing professional development is key for those 
carrying out reporting duties. As an increasing number of institutions 
now have greater than 50% of extremity ‘plain films’ reported by AHP, 
plus other areas (such as barium swallow investigations reported by 
speech and language therapists, and trauma studies by nurse practitio-
ners), it is now critical that learning opportunities are available across 
the enterprise, rather than constrained to a single group of staff. 

Modern Imaging Informatics Processes
Teaching file tags. Unlike the ‘old days’ where boxes of slides were found 
hoarded under radiologists’ desks for reference during 1:2:1 teach-
ing sessions, modern PACS allows for cross-enterprise sharing by the 
‘ tagging’ of images, allowing for a simple search under the required 
keyword (pathology, body part, or condition) to locate cases others 
may have added as resources.

MDTs. These typically require different image presentation layouts to 
those required for standard clinical use of images; a method for keeping 
these separate from each other encourages planning and preparation. 
The ability to save notes from the sessions separately from clinical care 
notes is also a benefit.
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Collaboration tools. Unified communications (e.g. Skype) video call 
integration, email, SMS capabilities, and live chat with image shar-
ing save time on visiting other offices or relaying patient identifiers via 
 telephone when consultations with other colleagues are required.

Personal worklists. Either for speciality reporting or for teaching 
 purposes, these are separate from clinical workflows and can be cus-
tomised as the individual’s learning needs change (perhaps as the 
reporting staff member reports ever more complex material through-
out their career).

Educational sharing. Connectivity with neighbouring institutions, 
particularly those with different or greater sub-speciality experience, 
is important and fairly straightforward with modern systems. There 
are now multiple ways of importing and exporting images while ano-
nymising or retaining the patient demographics. Now a common PACS 
feature, auto-anonymised image exports straight into presentation 
software aids with the education of neighbouring sites and comple-
tion of discrepancy meetings. Internationally maintained teaching case 
websites exist and are widely used.

Performance monitoring. Dashboard systems showing concordance of 
opinion between reporting staff are helpful in identifying areas of 
weakness (or for refresher training) in reporting staff who would oth-
erwise be working unsupervised.

Peer review. Closely linked to the above, peer review is the concept 
of ‘voluntary’ double reporting, allowing for feedback from peers or 
those with greater experience in reporting certain studies. Peer review 
is a form of quality assurance (QA) on the human output of radiology 
reporting.
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CHAPTER 8

DICOM

DICOM is the internationally accepted standard used for storing, 
exchanging, and transmitting medical image data: by agreeing and 
unifying on a common standard a ‘mixed-vendor’ environment is pos-
sible. Its features include image storage, retrieval, and display (today on 
monitors, in previous years via printing).

History and Development
In the early 1980s, as each manufacturer utilised proprietary encoding 
for images it became apparent that it was difficult for medical imaging 
to be viewed or stored outside of the boundaries of the original acquisi-
tion modality, and indeed as a result of this some hospitals were forced 
into purchasing all equipment from a single manufacturer. Recognising 
a need for greater co-ordination between the different vendors and 
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systems in the developing area of imaging informatics, groups began to 
debate the possible solutions. In 1985, the initial DICOM specification 
was first published jointly by the National Electrical Manufacturers 
Association (NEMA) and the American College of Radiology (ACR), 
with the aim of allowing interoperability. Today, several decades 
later, the third version of DICOM remains in use and is now backed 
up by a standard of the International Standard Organisation (ISO 
12052:2006).

Viewing the most recent DICOM standard is free and easily acces-
sible on the internet via the NEMA website. The current version of 
DICOM in use from 1993 onwards remains DICOM v3, which is still 
being developed, receiving regular updates but retaining the same 
version number. This is because all current updates are forwards and 
backwards compatible within the version, allowing for wide ranging 
compatibility between old and new equipment, even when recent tech-
nologies had not been foreseen originally, such as Bluetooth connected 
DDR imaging plates. A consequence of this interoperability is that an 
estimated trillion (a thousand billion) medical images can be viewed 
and transferred with DICOM today, unlike other formats, which have 
peaked and waned over the same timeframe (would you be able to 
open a previously common Microsoft Works or Word Perfect docu-
ment from a floppy disk in your hospital now?). Older equipment, such 
as legacy NM scanners, can also happily co-exist on a network with cut-
ting-edge volume reconstruction or image analysis packages. To reduce 
 confusion, the DICOM standard is defined as the sum of all approved 
parts, supplements, and agreed change proposals – there are no dis-
tinct revisions (v.3.17 etc.) and changes are rolled into a new edition 
periodically. In the field, PACS professionals tend to refer to DICOM 
revisions by year of revision, such as DICOM v3 2017, although this is 
not encouraged by NEMA.

The Function of DICOM
DICOM itself (as a standard) contains a number of parts, with 18 (20 
total, with two retired) as of 2017. DICOM documents and defines 
a standard way for data to be formatted, communicated, and pre-
sented by medical imaging systems during the creation, management, 
and exchange of those images. By creating a common standard this 
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allows imaging acquired on one manufacturer’s device to be viewed on 
another compatible device much more widely, and is the basis for how 
we are able to ‘mix-and-match’ different pieces of equipment within 
our departments. 

The standard overall defines:
 ◾ A set of protocols (rules) for manufacturers to use.
 ◾ The syntax (arrangement) and semantics (meaning) of commands 

and data models (relationships).
 ◾ Guidance on standardised formatting of data.
 ◾ Communication methods.

The various parts of the standard deal with each portion of the image 
handling process. Key functionality is explained below, and for compre-
hensive up-to-date technical details the requisite NEMA documents 
should be consulted online. As it is intentionally fairly wide reaching, 
the DICOM standard covers all medical imaging equipment (includ-
ing PACS, RIS, MPI, workstations, and image acquisition stations). 
An interesting consequence of the need to be backward compatible is 
that portions of the DICOM standard still include the requirement for 
modalities to be compatible with what we would today consider to be 
antiquated technologies, such as the predecessors of standard networks 
(which were still available in the 1990s), or even film printers.

Common DICOM Terms 
Terms commonly used for DICOM are shown in Table 8.1.

Modality
In correct terminology, a modality is a discrete type of imaging special-
ity, such as CT, MR, CR, and US; however, in popular usage it is used 
(incorrectly) to refer to a single acquisition station.

AETs
A common term in the PACS Office, AETs are the ‘names’ of services 
or applications communicating within the network, typically used to 
identify individual pieces of image acquisition equipment. Similar to a 
mailbox address, these must be locally unique within the same network, 
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with a maximum length of 16 characters. It is good practice within the 
UK to ensure AETs used in each hospital are prefixed with the site 
ODS code. This aids image sharing (as PACS worklists can then be 
quickly built to include an AET or station name or exclude ‘foreign’ 
AETs as desired) and for future-proofing, as hospitals become increas-
ingly joined up.

Modality Worklists
A DICOM service that provides a collated feed of demographic and 
exam data to image acquisition equipment. This is typically filtered by 
a selective query to display only relevant exams for a certain examina-
tion room and then sorted by attendance date/time for ease of refer-
ence and selection by the operators of that equipment.

Query/Retrieve
The query/retrieve (Q/R) service provides a method to search (query) 
for particular attributes – normally a patient name, patient ID, or date of 
birth, etc., then to download (retrieve) the matching examination data 
and images. Workstations make great use of this when bringing images 
for display on reporting terminals. The national Image Exchange Portal 
utilises Q/R to search for matching patients when demographics are 
entered on the transfer or request sections of the system.

Table 8.1 Common DICOM terms and simplifications

DICOM term Simplification

Application entity Person
Association Conversation
SOP class Topic of conversation
SOP instance Piece of information
Transfer syntax Language
Service Form of conversation

(lecture, question and answer, reference sheet, etc.)
Off-line media Printed book
AET Person’s name

AET, application entity title; DICOM, digital imaging and communications in medicine; 
SOP, service-object pair.
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Association
A connection or conversation between two programs is known as an 
association. Associations are generally short lived rather than being main-
tained constantly for extended periods, owing to each program having 
a maximum number of associations that can take place at any one time. 
The DICOM standard uses the transmission control protocol/ internet 
protocol (TCP/IP) communications protocol to communicate between 
systems over a network, with port 104 being assigned most commonly.

SOP Class
Service-object pair (SOP) class is effectively equivalent to the ‘topic’ 
of a conversation and is framed in context with the actor (‘thing’ doing 
the action) plus the action required.

SCU/SCP
Service class user (SCU) and service class provider (SCP) are simply 
the two ‘ends’ of a single connection at any one time – the SCU is 
the end initiating the contact, and the SCP the receiver or responder, 
just in the same manner as humans initiate two-way conversations in 
pairs – one person asks a question, the other listens, then answers.

Composite and Normalised Operations
Composite operations (beginning with C-) are found as part of wider 
sets of instructions, whereas normalised operations (beginning with 
N-) contain enough information to be free-standing as a single instruc-
tion. In standard use, composite operations account for many of the 
DICOM file operations observed on the front-end of the PACS as they 
are issued in context with other surrounding instructions to form a 
required set of actions (it is rare for an acquisition station to simply say, 
‘here, have this image’, without context).

Basic DICOM File Movement Operations
 ◾ C-Store: send data for storage. As a safety check, a service known as 

storage commitment (SCM) can check that there is sufficient space 
prior to the operation beginning, and at the end that the data have 
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actually been stored before the sending program discards the data 
(this avoids an equivalent of the common issue found on standard 
operating systems where a file copies for several minutes, before an 
‘out of memory’ message is displayed).

 ◾ C-Find: search for something and return results.
 ◾ C-Move: copy a composite object in a new, following, association 

(that composite object is usually a DICOM image, but can be other 
rarer items).

 ◾ C-Get: also copies a composite object, but without starting a new 
association to do so.

 ◾ C-Echo: similar to a ‘ping’, this checks the low-level technical 
operation of the connection and destination application.

Other operations, including normalised operations, do exist and are 
listed in the respective DICOM standard part.

The simplified basic process for establishing connections in DICOM 
is for the SCU (entity wanting something done) to communicate with 
the SCP (entity that can likely do this), firstly negotiating a technical 
protocol (mutually as fast as possible, but understandable language) 
leading to an association (a conversation) being created. Through this 
association, the requests are made and data are passed (using the com-
posite operations above, or perhaps the normalised operations, as so 
needed). The association is then closed.

Conformance Statements
DICOM conformance statements are important but extremely lengthy 
documents issued for each piece of equipment, such as a PACS, CR 
console, CT scanner, which detail in depth the particular machine’s 
specific compliance and implementation of the DICOM standard. 
This is needed, as although the overall DICOM version has remained 
unchanged for years at version 3, additional functionality and meth-
ods have been added. Reading the conformance statement of any new 
incoming piece of imaging equipment is critically important to deter-
mine any compatibility or workflow issues that may arise. This review 
should be carried out well in advance of a purchasing decision being 
made by those in charge of managing the PACS in conjunction with the 
department lead wishing to purchase or add new equipment.
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Modality Performed Procedure Step
A useful DICOM service, but not widely adopted within the radiology 
community at present, modality performed procedure step (MPPS) 
allows for feedback to be sent from the image acquisition station such 
that individual parts of the diagnostic examinations can be sent sepa-
rately, and the status of these updated, also separately. For example, a 
‘progress’ update can be made on multi-body-part examinations with 
earlier images then being made available for review more quickly than 
the entire examination; or staged dose information provided. This par-
tially provides similar functionality to the historic requests for ‘wet 
film’ images (clinicians requiring to see chemically-developed radio-
graphs as soon as they were removed from the development process).

Composite Instances
Meaning ‘a part of more than one’, by far the most common composite 
instance is the DICOM image (examined in more detail shortly). Some 
others are:

 ◾ Presentation states: contain a record of adjustments or manipula-
tions made to a diagnostic image, such that the original image is 
not affected, and the presentation state (changes) can be toggled at 
will in entirety.

 ◾ Radiotherapy objects: similar to DICOM images produced as the 
output to diagnostic encounters, but without pixel data (images), 
instead containing radiotherapy dose and planning information, etc.

 ◾ Structured reports: a ‘framework’ for issuing reports in a repro-
ducible manner (similar to each report being from a template).

The DICOM File
Formally known as ‘DICOM data objects’, these consist of a number of 
attributes (components), including a preamble (identifying the file type 
and components), a block of data (commonly known as the DICOM 
headers, comprising patient demographics, technical information 
about the image, the study, its acquisition parameters, and acquisition 
device together with many other listed attributes), and the image data 
itself (a single attribute that holds the data required to recreate the 
image pixels or voxels).
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The DICOM Header
Each image generated by medical equipment has, stored within it, a chunk 
of information about the technical aspects of the image, the patient, 
and the transfer methods at its start, followed by the actual image data. 
An example, using a fictitious patient, is illustrated in Fig. 8.1.

This screen can look quite complex and daunting at first, but dis-
secting each line is possible just by reading across one row at a time. 
A sample DICOM tag would read:

 0008 0020 | 8 | study_date | DA | 1 | “20130415”

In this example, the two blocks of hexadecimal characters (all numer-
ical here) at the start of each row are the Group and Element number – 
these reference parts of the standard and help equipment know what 
information is being presented. Length advises the maximum size of the 
value. Next, the Description aids human interpretation by providing the 
short explanation of the row. Following this are the Value Representation 
(VR) and Value Multiplicity (VM) figures; the VR provides the type of 
value the system should expect to find (e.g. DT = Date and Time; UI = 
Unique Identifier; TM = time) from a list contained within the DICOM 
standard. The VM then indicates how many values are provided. Finally 
the actual value is given. Lists of all public groups, elements, and pos-
sible VR/VM options are given in the DICOM data structures and 
encoding document. Note that dates as utilised in DICOM are stored 
in the international format: YYYYMMDD to avoid the need to convert 
between respective USA and UK formats.

UIDs
Several unique identifiers (UIDs) are generated within each modal-
ity and are included within the produced images. These identifiers 
together serve to present different information about the generating 
devices, the patient, the individual encounter, and the files making 
up the study. Continuing this, each image within a study contains 
a number of different UIDs in order to link that single image to the 
remainder of the series, the exam, and the overall patient encounter 
(the hierarchy being: Patient > Study > Series > Image). UIDs gen-
erated as part of the process are intended to be globally unique and 
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there are various issuing registries, which seek to avoid duplication by 
assigning batches to manufacturers and individuals or sites as required. 
UIDs generated for DICOM services all begin with the leading dig-
its 1.2.840.10008[…] allowing for their easy recognition among wider 
network traffic. Figure 8.2 identifies UIDs within a portion of a sample 
DICOM header.

Public Tags versus Private Tags
Public Tags
As shown in Fig. 8.3, public tags are the ‘common’ tags that have been 
internationally standardised by committee and are likely to be found 
in normal circumstances. These range from being common in every 
exam (patient name, date of birth, address, accession number, etc.), to 
those only found in certain examinations (e.g. pitch, scan width, slice 
thickness in CT). Public tags have even group numbers (the first block 
of numbers on each row, such as [0008], [0010]).

Private Tags
Private tags found in medical image headers are differentiated from 
public tags by their group numbers being odd numbers (Fig. 8.4).

Private tags contain pieces of image information that are either 
unique to the equipment through which the image was acquired, 
or are extra pieces of data provided beyond that available in public 
tags to allow for more speciality use. Some uses of private tags may 
create a form of vendor lock-in – a problem historically seen within 

0008 1030 12 | study_description | LO | 1 | "12 Lead ECG"
0008 103e 20 | series_description | LO | 1 | "HRCT_Expiration 1/10"
0008 1040 8 | institutional_department_name | LO | 1 | "DEFAULT"
0008 1090 12 | manufacturer_model_name | LO | 1 | "Sensation 64"
0010 0010 26 | patient_name | PN | 1 | "SMITH^JONATHAN^^"
0010 0020 6 | patient_id | LO | 1 | "123456"
0010 0030 8 | patient_birth_date | DA | 1 | "19010101"
0010 0040 2 | patient_sex | CS | 1 | "M"
0010 1010 4 | patient_age | AS | 1 | "120Y"
0010 1030 4 | patient_weight | DS | 1 | "52.8"

Fig. 8.3 A selection of the more common public tags.
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CT – without knowledge of the specific private tags and expected 
data held within them it may only be possible to efficiently use a 
reconstruction station of the same brand (and perhaps even model 
line) as the acquiring CT scanner.

Photometric Interpretations
Not all digital images are captured solely in greyscale; even when 
images are in greyscale there is a question as to which ‘way-around’ 
the greyscale is applied in a particular image. For example, in 
a greyscale range of 0–256, is 0 the whitest pixel value with 256 
being pure black (a gradient of grey shades between) or vice versa? 
Defining the photometric interpretation is carried out with every 
image and allows display software to render (display) images faith-
fully as intended. During 2013, problems with incorrect photomet-
ric interpretation values were found, with legacy CR equipment 
images being displayed inverted when transmitted through data 
sharing services until a patch for the original equipment was applied. 
Photometric interpretation values are typically: Monochrome 2 (the 
lowest pixel value is displayed black), Monochrome 1 (the lowest 
pixel value is displayed white) or RGB (colour for display on moni-
tors). A photometric interpretation DICOM tag is included in every 
image to ensure images display correctly.

Viewing DICOM Images Outside of PACS
To view individual DICOM images away from the medical environ-
ment where the original PACS viewer is not available, a dedicated 
program can be used to open the files (e.g. either Osirix for the Mac 
environment, or DICOMworks for Microsoft Windows-based PCs). 
Some operating systems also include native support (Windows 7, 
but not 10), meaning that opening DICOM imaging is as simple as 
opening a standard JPEG photo in these. It must be remembered 
that DICOM files do contain the patient demographics and episode 
details embedded within their header information – thorough de-
identification of teaching cases is very important to preserve confi-
dentiality, particularly when working with images containing a large 
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number of private tags that may contain ‘hidden’ duplicate demo-
graphics not removed by the automated anonymisation techniques.

In daily practice, images viewed away from a PACS environment are 
typically presented on what is known as ‘offline media’. This term in 
this context refers to the CDs and DVDs we have become so familiar 
with, containing the DICOM files, a viewing application, and possibly 
other files. Offline media, such as CDs/DVDs, exported from PACS 
need to have a structure table formed according to the DICOM stan-
dard, commonly in the form of a DICOMDIR file in the root directory 
(first folder of the media). The DICOMDIR file is simply an index of 
the images, containing the hierarchical structure of the examination 
(Patient > Study > Series > Image) and setting out the relation between 
each of the images on that disk in order for them to be displayed cor-
rectly. Without this file, some current PACS may not be able to import 
the studies as the hierarchy may not be automatically recoverable with-
out manual intervention.

Cross-Enterprise Document Sharing 
for Imaging
Within radiology, the standards widely used for storing and trans-
ferring textual and image data are HL7 and DICOM, respectively. 
However, there are so many different vendors and implementations 
of radiology PACS and RIS (not to mention EPR, MPI, OCS, etc.) 
that the IHE initiative was launched by vendors and healthcare 
professionals to improve the sharing of healthcare data between 
systems that have the same function (but perhaps different ven-
dors, layouts, or stylistic differences). IHE created an interoperabil-
ity profile (detailed specification) named XDS or, specifically for 
Radiology departments, XDS-I. These profiles simply recommend 
methods for the technical manners of sharing via interconnections 
between different healthcare systems and organisations, many of 
which use different vendors, albeit for the same task. XDS allows 
for the creation of a centralised list of studies across a wide area (and 
multiple radiology systems) meaning it is being found as a solution 
to the problem facing many institutions of not knowing where a 
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patient was last imaged externally (outside their own boundaries). 
However, as of 2017, XDS is not yet widely used in radiology owing 
to it being relatively newly launched, but it is gaining popularity 
as the next generation of PACS and Enterprise Archives are being 
installed in the late 2010s. XDS complements HL7 and DICOM 
standards by providing the facility to centrally register documents 
against a patient, and distribute and provide access to them without 
necessarily making copies.

XDS itself is designed for multiple applications within healthcare, 
and so a ‘document’ refers to a diagnostic image (an X-ray or CT scan 
etc.) in this context. The interoperability profile is designed to reduce 
the need for duplicating or copying images across the country, reducing 
the risk to patients that subsequently outdated copies of imaging are 
incorrectly relied upon during treatment.

An overview of XDS is shown in Fig. 8.5.

Principles of XDS-I
Patient Registry
XDS allows users (the document ‘consumers’) to search for all relevant 
documents for a specific patient by building up an index (register) of 
the documents as they are acquired for each patient. 

Patient identity
source

Patient identity feed

Document
consumer

Document
registry

Document
repository

Document
source

Fig. 8.5 XDS overview. 
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Patient Identity Source
Before a document can be registered against a patient the system needs 
to know about the patient. The usual source for patient demographics 
in NHS hospitals, either directly or indirectly, is the MPI, potentially 
via a PAS or RIS.

Document Repository
Simply stores the documents (or the ‘KOS object’ for DICOM images) 
that are registered. More than one document repository can exist.

KOS Object
KOS objects are items with an index of pointers to DICOM studies, 
series, and instances for a patient. They point to where images are held 
and contain data on size, format, etc.

Document Source
Can be any compliant system that generates documents or images, like 
acquisition modalities.

Document Consumer
Any compliant system that can query the registry, retrieve from the 
repository, and display the document or images, such as an open-
source or vendor neutral or traditional proprietary viewer. A typical 
XDS-I configuration is illustrated in Fig. 8.6.

A central XDS registry and repository is hosted within a loca-
tion-agnostic datacentre. Patients are listed in the registry using 
data from the MPI of each healthcare institution. When a patient 
attendance in an imaging department is made on the RIS it is also 
registered in the central registry and its data stored in the central 
repository. Following the patient’s imaging, the KOS object (point-
ers to images from the study in this case) is stored and indexed fol-
lowed by the report document later. Using a web-based login, users 
then are able to have rapid access to radiology data across numer-
ous Trusts, removing the problem of needing to create uncontrolled 
copies and duplicate data between sites.
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CHAPTER 9

HL7

Unlike DICOM, HL7 is a closed commercialised standard maintained 
by the Health Level Seven International Organisation, and until late 
2013 was completely unavailable for quick review on the internet 
without paid membership of the organisation. Today, the standards 
are available for download, but only for personal use – the standard 
remains guarded, again in contrast to DICOM.

History and Development
HL7 itself was a standard born out of the need for connectivity and 
integration to enable the exchange of textual healthcare information 
to the benefit of patients. Originally developed from a predecessor 
research standard in the 1970s, it was first used more widely in uni-
versity or development settings from 1981 onwards. HL7 v2 was pub-
lished in late 1989 and is continually updated, with the minor version 
numbers changing.

Different versions of HL7 are available for use today:
 ◾ HL7 version 3 is less commonly used, and is infrequently encoun-

tered in the ‘normal’ imaging environment – it utilises a more user-
friendly XML layout, meaning it has increased uptake in the newer 
fields of use, such as medication management, prescription order-
ing, dietetics, some laboratory systems, and GP electronic records, 
but because of the long-standing historic use of the dissimilar ver-
sion 2 in other areas has not seen universal adoption;

History and Development  101
The Function of HL7  103
Inside a HL7 Message  103
Message Types  105
IHE  106
FHIR  106
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 ◾ HL7 version 2 is the most commonly used version of the standard. 
Newer releases within version 2 are backwards compatible and 
simply add on additional functionality, e.g. to enable integration to 
newly developed services, or incorporate new modernised workflows. 
Version 2.8.2 is the latest version available at the time of press.

HL7 is named after its position in the 7-layer OSI model by the ISO 
(Fig. 9.1 and Table 9.1).

Table 9.1 Examples of the 7 layers

Layer Controls Example

7 Application HTTP, Telnet, DHCP, HL7
6 Presentation MIME, XDR
5 Session NetBIOS
4 Transport TCP, UDP
3 Network IP (v.4, v.6)
2 Data link IEEE 802.3
1 Physical USB, Bluetooth, Wifi A, B, G, N, AB; Cat5e, Cat6 cabling

Application layer

Lorensberg 10

7

Presentation layer

Session layer

Transport layer

Network layer

Data link layer

Physical layer

Application layer

Presentation layer

Session layer

Transport layer

Network layer

Data link layer 11000101101110

Physical layer

6

5

4

3

2

1

Fig. 9.1 The 7-layer OSI model.
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The remainder of this chapter discusses HL7 version 2, as the major-
ity of imaging systems within the UK utilise this and will continue to 
do so for the foreseeable future.

The Function of HL7
HL7 messages are text strings, formatted in very specific, defined, 
repeatable ways.

Each message has every possible ‘field’ either filled or left empty, 
separated by specific characters (known as delimiters). All possible 
data types for particular fields are defined by the standard. Version 2 
HL7 messages are intended for machine use and interpretation, rather 
than human manipulation.

Inside a HL7 Message
HL7 messages comprise separate segments, each prefixed with a stan-
dard code to indicate what type of information they hold. Reading 
the initial three characters of each new line in the sample message of 
Fig. 9.2, each segment is explained.

MSH
This segment contains message header information such as:

 ◾ Message delimiters (characters such as |^~\&, which therefore 
cannot be used elsewhere in the HL7 message text – particularly 
important to remember for the ampersand – for instance, ‘A&E’ is 
not permitted without modification in a HL7 message).

MSH|^~\&|MegaReg|DSNHSFT|ImgOrdMgr|RadImgCtr|20170115090131-
0500||ADT^A01|01052901|P|2.8.2

EVN||201701150901||||20170150900
PID|||56782445^^^UAReg^PI~999855750^^^USSSA^SS||ATKINSONTEST^JAMES

^A^JNR||19800910|M||2028-9^^HL70005^RA9999^^XYZ|12ASEASHORE ROAD
^^NEWPORT^DEVON^SS10 3AA^^H|||||||0105I30001^^^99DEF^AN

PV1||I|W^389^1^UABH^^^^3||||1234567890^THILAKENDRAN^SUJENTHAR^S^^^MD^0010^UAMC^L||
0123456789^MORTON^LINDSEY^A^^^MD^0010^UAMC^L|MED|||||A0||13579^
HODGKINSON^JENNA^A^^^MD^0010^UAMC^L

OBX|1|NM|^Body Height||1.85|m^Meter^ISO+|||||F
OBX|2|NM|^Body Weight||85|kg^Kilogram^ISO+|||||F
AL1|1||^CONTRAST AGENT

Fig. 9.2 A sample version 2 HL7 message. (HL7, health level 7.)
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 ◾ Origin and destination.
 ◾ Date and time.
 ◾ Message type (here, ADT) and trigger event (here, A01).
 ◾ Message control ID.
 ◾ Processing ID.
 ◾ Version ID.

EVN
The EVN segment contains event information, such as:
 ◾ When the event was recorded.
 ◾ When the event occurred.
 ◾ Who was responsible.
 ◾ The event name.

PID
The PID segment contains current patient identification information: 
 ◾ Identifiers.
 ◾ Names and addresses.
 ◾ Date/time of birth.
 ◾ Gender, ethnic origin.
 ◾ Account numbers.

PV1
This segment contains patient visit information, such as:
 ◾ Class (I/P or O/P).
 ◾ Doctors (attending, consulting, referring, admitting).
 ◾ Admit and discharge date and time.

OBX
An OBX segment contains observation information including:
 ◾ Data type of the observation.
 ◾ Name of the attribute being observed.
 ◾ Value and units.
 ◾ Observation status (such as preliminary or final).
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AL1
The AL1 segment contains allergy information, such as:

 ◾ Severity.
 ◾ Type.

Just as with DICOM, dates in HL7 messages are formatted in the 
international manner of YYYYMMDD to avoid cross-border confu-
sion. Note that other segments are available; however, these are the 
most likely to be encountered in the imaging informatics profession. 
A full list can be found in the HL7 specification documents and are 
regularly updated as uses evolve.

Message Types
Within the message header, the type of message is defined. With over 
50 message types to choose from, those most commonly observed are 
given in Table 9.2.

As part of the message type, ADT (admit, discharge, or transfer) is 
an instruction to do something (the task the A0x code relates to). As 
HL7 messaging operates on a ‘read-back’ confirmation basis (similar 

Table 9.2 Common HL7 message types

Prefix Value Description

ADT or ACK A01 Admit a patient/visit notification
ADT or ACK A02 Transfer a patient
ADT or ACK A03 Discharge a patient/end this visit
ADT or ACK A04 Register a patient
ADT or ACK A05 Pre-admit a patient
ADT or ACK A06 Change an O/P to an I/P
ADT or ACK A08 Update patient information/record
ADT or ACK A11 Cancel admission of patient
ADT or ACK A12 Cancel transfer of patient
ADT or ACK A13 Cancel discharge of patient
ADT or ACK A18 Merge patient information/record

ACK, acknowledging response; ADT, admit, discharge, or transfer; 
HL7, health level 7.
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to air traffic control instructions to pilots), the prefix of ADT or ACK 
is appended depending on whether it is the original instruction from 
the requesting system, or the acknowledging response from the receiv-
ing system. For example, a message sent from a MPI to RIS with an 
ADT-A04 is instructing the RIS to register a patient (with details sup-
plied in the later PID segment of the same message); RIS completes the 
action requested and replies with an identical message, except replac-
ing with an acknowledgement value in the message header: ACK-A04. 
This confirms the message has been received correctly, rather than cor-
rupted in transfer.

IHE
The IHE initiative exists to utilise existing standards and processes to 
better facilitate sharing of data between healthcare IT systems. In order 
to do this, IHE provides a number of integration profiles; these profiles 
take an example use-case and describe how to best apply existing stan-
dards in order to prevent future difficulties with interoperability.

IHE as a group also organises annual events known as ‘connec-
tathons’ where vendors meet to test interoperability with each other’s 
systems (both software and hardware), particularly focussing on HL7 
and DICOM compatibility, ensuring there are fewer chances of inte-
gration issues in clinical departments.

FHIR
Pronounced ‘Fire’, Fast Healthcare Interoperability Resources (FHIR) 
is being developed as a new add-on set of resources by the HL7 
International Organisation to address some of the inflexibilities the 
traditional HL7 standards possess by utilising newer programming 
methodologies and web-based coding languages (HTML, cascading 
style sheets, etc.). Its development has been encouraged by the con-
tinuing move to digitisation of all types of health records, in their 
many forms, locations, and formats, which current standards struggle 
to unite cohesively.



107

CHAPTER 10

DATA SHARING AND 
TELERADIOLOGY

At their most basic, digital radiological studies are simply computer 
files, which can be transmitted around in any suitable manner. In 
today’s mobile society, with years of digital images available and 
an emphasis on collaborative care, the ability to move patient data 
around efficiently and securely but rapidly is an important one. 
Radiology departments generate two main forms of data requir-
ing movement – text and imaging (picture) files. Text, primarily in 
the form of study reports, is relatively simple to move around with 
many established methods; however, owing to their size and nature 
of viewing, images present more of a challenge. Competition within 
the UK has increased the number of vendors supplying institutions 
with PACS, and has left a situation where there is no central index 
of images, making sharing more technically complex. Coupled with 
the lack of a central index, another major limitation on simple shar-
ing is interoperability; some PACS suppliers have been slow to move 
towards utilising standards and methods that would allow relatively 
simple interconnections between each other’s systems, as obviously 
this has commercial considerations.

History of Radiological Image Sharing 108
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History of Radiological Image Sharing
The historic origins of radiological data sharing stem from the simple 
physical forwarding of the fragile glass photographic plates in the early 
parts of the 20th century, through to the use of copy films, to laser film 
prints, to CDs, and then towards digital duplication of electronic data 
files.

Some of these early methods suffered from degradations or draw-
backs, meaning the benefits of attempting to share the data had to 
be considered carefully. Some of these drawbacks included the risk 
of physical damage (glass plates), generational loss (dark-room copied 
films), and print medium scaling defects (laser film). In addition, CDs, 
DVDs, and removable media can be lost, stolen, or intercepted and are 
not easily auditable from end-to-end. Newer transfer methods mitigate 
these risks – digital copies do not degrade on a per copy basis, and 
can be transmitted electronically, almost instantaneously and with full 
accountability, removing the risk of damaging or losing the ‘only copy’ 
while in transit. The practice of creating CDs for transfer continued 
well into the 2010s. However, as the national intra-NHS N3 network 
became faster, with more hospitals establishing connections and the 
shift in clinical practice towards moving patients onwards for specialist 
care, better, faster, and more secure techniques were required. Now, 
with the advent of numerous electronic transfer methods available via 
the internet or the N3 network, it is possible to transfer imaging with-
out the need to create physical copies at all.

Methods of Sharing Radiological Images
The primary methods utilised by NHS hospitals to move images 
between otherwise unconnected sites within the UK are:
 ◾ Electronically via 3rd party software or portals (the Image 

Exchange Portal [IEP] being the de-facto system in use within 
the UK).

 ◾ Electronically via regional solutions (where a PACS provider con-
nects their own systems together in a proprietary manner).

 ◾ Physically via offline media: CD/DVD/Blu-Ray/USB/HDD.
 ◾ Physically: printed A4 sheets.
 ◾ Electronically: JPEGs via email or other.
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 ◾ Physically: film or other hard copy.
 ◾ Electronically via XDS (where multiple PACS providers utilise 

standards and initiatives to connect in a non-proprietary manner).
 ◾ Electronically: NHS Secure File Transfer service.

Reasons for Sharing Radiological Data
The most common reasons for transfer are varied:

 ◾ Clinical opinion (referral/relocation of patient unlikely).
 ◾ Clinical opinion (referral/relocation likely).
 ◾ Reporting.
 ◾ Contractual (routine outsourcing of certain types of exams, such 

as CT/MRI brain, perhaps using the Any Qualified Provider [AQP] 
services, or those provided on relocatable ‘vans’).

 ◾ Shared MDT meetings.
 ◾ Referred/standard referral (without opinion owing to set patient 

pathways).
 ◾ Clinical collaboration with specialist colleagues (a ‘second 

opinion’).
 ◾ Teaching.
 ◾ Contractual (on-call or out-of-hours reasons): requested by a 

radiologist (in contemplation of another action – with no specific 
reason at present, but gets the transfer process underway).

Other, less common, reasons for image sharing include sending 
images for 3D printing or templating (e.g. for customised aortic 
stents), feedback for those on clinical trials co-ordinated typically 
from America, health tourism (overseas patients travelling to the UK 
for paid treatment unavailable in their home country), and private 
patients seeking copies to obtain multiple opinions or move between 
providers.

Electronic Sharing Methods
Numerous electronic transfer methods are now available via the inter-
net or the intra-NHS (N3) network, making it possible to target recipi-
ents and track progress without the historic use of creating hard copies, 
CDs or DVDs with a ‘signed-for’ courier. 
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Networked image sharing can be one of three broad types – mailbox, 
cloud, or direct (Figs 10.1–10.3).
 ◾ Mailbox-based methods allow an upload into a specific virtual 

mailbox, for an entire healthcare institution, a service group, or a 
specific clinician.

 ◾ Cloud-based services provide an off-site storage of imaging data 
and allow for the images to be exchanged in a portal or other web-
based application.

 ◾ The approach taken for direct sharing varies and can involve creat-
ing a remote connection to a PACS or by utilising new techni-
cal architectures, such as XDS-I. An example of a peer-to-peer 
(point-to-point) connection is below, but different vendors apply 
different levels of complexity to the process.

Many currently used electronic sharing methods have a significant 
drawback – they commonly create copies of imaging, duplicating the 
files with no automated update link back to the original source. A lack 
of synchronisation creates difficulties in being sure that the copies 
remain the most current and complete record for the patient after 
receipt. Images received electronically should be considered ‘valid’ 
only at the time of transfer, with decreasing confidence in reliability as 
time passes thereafter. Owing to this, it is therefore good practice to 
avoid routinely storing all electronically received copies permanently 

3rd party mailbox
server

Sent from each PACS
via secure link

Multiple
hospitals where
a single patient
was imaged One (or more)

viewing workstations

Requesting
institution

Fig. 10.1 Mailbox sharing. (PACS, picture archiving and communication system.)
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(perhaps a 14-day rule should be used), and to avoid, as much as pos-
sible, the temptation to forward on a copy of the copy to another site 
(the third site should instead revert to the originating institution to 
obtain up-to-date records in case any changes have occurred in the 
intervening period since the original transfer). This allows for accurate 

Cloud-based
storage

Sent from each PACS or
direct from modality via
secure link

Multiple hospitals (1, 2 and 3)
where a single patient
was imaged

Multiple viewing
workstations

Access by hospital A

Access by hospital B

Access by hospital C

Fig. 10.2 Cloud sharing. (PACS, picture archiving and communication system.)

Hospital acquiring
images (acquisition
institution)

Secure peer-to-peer link

Destination hospital
requiring images
(requesting institution)

One (or more)
viewing workstations

Fig. 10.3 Direct sharing.
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record keeping at the originating institution and the possibility of alert-
ing known recipients if a patient misidentification or other issue with 
the images is later identified, plus balances the legal risks over who is 
actually responsible for any ‘error’ introduced into the process. Prior to 
carrying out any procedure, it remains the responsibility of the recipi-
ent site to check that images are still complete and current before rely-
ing upon them for treatment purposes; this may require re-requesting 
images from the originating institution if necessary.

The National Image Exchange Portal
Familiar to many, the National Image Exchange Portal (IEP) is used 
by all NHS Acute Trusts and all major private healthcare institu-
tions within England and Northern Ireland, as well as extensively 
across Scotland and Wales. The IEP is by far the most commonly used 
method of transferring radiological images outside of regional sharing 
hubs within the UK. It utilises the mailbox design to transfer tens of 
thousands of images and reports daily, with organisations using the ser-
vice only requiring one connection into their PACS. Data sent in and 
out are encrypted and transferred either via the private intra-NHS N3 
network or via the general internet, as necessary. Access to the service 
is via a web-based portal used to both request and transfer the images, 
with management of the system being by local PACS Managers.

In order to reduce the number of duplicate images in the country 
and risk associated with these, a number of institutions have begun 
also introducing an extension based on the XDS standard known as 
IEP Connect & Share. This system is still in its infancy, but appears 
to present the closest opportunity towards creation of a single image 
index (and potentially repository) possible so far.

Regional Sharing
Where a single PACS vendor (or a combination of vendors working in 
partnership) has multiple installations, they may offer to link these 
together utilising an internal proprietary sharing solution, typically 
providing neighbouring sites access to each other’s systems as if they 
were one. This is currently found in Northern Ireland (one group), 
Scotland (another group), Wales, and clusters in England, including 
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the Liverpool & Mersey region, Southampton, Hampshire, and Isle of 
Wight plus several others on a smaller scale.

North-West PACS Portal
This portal, initially designed and developed by a radiologist of the 
Christie NHS Foundation Trust, allows users of multiple different 
PACS systems (even different vendors) access to each other’s systems 
by acting as an intermediary. It is widely used in the region it was 
originally introduced into and has won multiple awards for solving the 
interoperability problem around image sharing at a time when image 
sharing was treated as mainly a physical process.

Teleradiology
Simplified, this is where images are acquired in one location, stored on 
a single PACS, but reported from a different physical location (but still 
onto the same PACS/RIS) without the images being copied. It is com-
monplace in four main circumstances:
 1 Delivery of speciality coverage of large areas, e.g. Scotland, 

where one or more specialist reporting staff cover more than 
one hospital (because there is insufficient demand to dedicate 
their time to one location).

 2 Where equipment is available to acquire images, but a speciality 
reporting post is temporarily vacant.

 3 Outsourcing purposes: commonly where ‘backlog’ reporting is 
required to help reduce the number of outstanding unreported 
cases, or overnight cover is required by reporting staff utilising 
‘follow-the-sun’ principles, e.g. in Australia.

 4 Home-based reporting: to allow reporting staff primarily based 
in the acquiring institution to report from home overnight 
(on-call), or carry out ad-hoc additional reporting sessions (post 
retirement etc.).



http://taylorandfrancis.com
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CHAPTER 11

QA AND MEDICAL PHYSICS 
CONSIDERATIONS

QA throughout Radiology departments is commonplace – for modali-
ties utilising ionising radiation, tasks such as checking X-ray tube out-
put, exposure duration plus collimation/beam accuracy, together with 
performing test studies on contrast phantoms are routine. In modalities 
utilising non-ionising radiation, similar tests are carried out, but are 
tailored to the imaging parameters involved. The hardware, software, 
and applications underpinning the imaging informatics speciality also 
require similar attention to ensure that images remain available and 
accessible when needed. The Institute of Physics and Engineering in 
Medicine (IPEM) reports detail good practices in this area, with com-
mon QA actions involving regular considerations in the areas described 
below.

Display Monitors
The initial choice of display monitors for both reporting workstations 
and general-use PCs is critical. Image display monitors for the purposes 
of viewing radiological imaging are broken down into two main types:

1 Diagnostic display monitors (primary displays) (Fig. 11.1) are used to 
view imaging to determine treatment or patient pathway progression 
prior to a report being issued – this can be, for instance, the case of 
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clinicians viewing an image in A&E to determine the patient’s condi-
tion, or for reporting staff on reporting workstations to view images 
and generate a report. They are expensive, ranging from £2,000 to 
£40,000 per screen depending on quality and task (displays designed 
for the review of breast imaging are at the higher end of the cost spec-
trum), and are usually purchased in matched pairs for ergonomic rea-
sons. These will additionally require a specialist high-end graphics card 
in the attached workstation, pushing the package price at the upper 
end towards £100,000.

2 Review monitors (secondary displays) (Fig. 11.2) are used when a 
report has already been issued, and the monitor is purely being used 
in conjunction with an officially issued interpretation (the report) for 
guidance. These monitors range from £1,000 to £10,000 for a pair of 
screens with suitable graphics card.

The required sizing of monitors is constantly debated, with medi-
cal imaging screens being measured in megapixels (MP) – millions of 
 pixels – rather than the traditional inch or pixel dimensions common 

Fig. 11.1 An example of a diagnostic display.
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with televisions and projectors. In the current environments, 6 MP 
colour monitors are commonly offered for sale as diagnostic displays, 
with 1 MP or 2 MP colour monitors offered as review screens.

While most reporting workstations within a Radiology department 
will have diagnostic displays attached, considerations must be given to 
areas dependent on viewing images immediately after imaging without 
the benefit of a report. These areas should also ideally be provided 
with diagnostic displays, with other high-traffic areas, such as clin-
ics or ward-round stations, being provided with at least one (slightly 
lesser quality) review monitor. Remember, much reporting is also car-
ried out by suitably trained radiographers, nurse practitioners, speech 
and language therapists, and general clinicians: plus ‘red dot’ systems, 
by general radiographers – these professionals may not have easy access 
to radiology reporting rooms and this will need consideration. Further 
inexpensive monitors of the generic ‘domestic’ type, perhaps for view-
ing RIS textual data or general internet usage, are not included in the 
above. Obviously all areas would be best served by diagnostic screens, 
but cost is a prohibitive factor in fulfilling this.

Fig. 11.2 An example of a review monitor.
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Ongoing maintenance of primary and secondary displays is of 
the utmost importance. With electronic acquisition, distribution, 
and display of images now being standard, modern day healthcare 
institutions are heavily dependent on properly functioning display 
devices. Both the pixels and backlights within flat-panel monitors 
degrade or fail with age (and use) and should be regularly checked. 
Tests on review monitors can be as simple as reviewing a set of 
images with various test patterns and recording the results; for diag-
nostic displays the tests must be more comprehensive, with calibra-
tion to a DICOM response curve being carried out (if not built in 
and automated) utilising a ‘puck’ test device and software at least 
annually. Many diagnostic monitors are now designed to carry out 
basic daily self-tests, reporting back to a piece of monitoring soft-
ware located on a server within the healthcare institution in order 
to supplement the more comprehensive medical physics testing and 
provide faster alerting to monitors out of calibration. In addition, 
web-based image viewing software can include a display suitability 
test (typically asking the viewer to enter characters buried in con-
trast test image).

Basic day-to-day maintenance of all monitor types also includes care-
ful cleaning (the sometimes ‘interactive’ nature of reporting generates 
finger marks on screens, with grease from these marks being found to 
obscure portions of images or even pathologies on occasion). Cleaning 
with the correct solutions is of the utmost importance, as scratching of 
the surface of monitors or damage to the evenness of the anti-glare or 
anti-reflection coatings causes typically irreparable damage.

Reporting Environment
The technology around monitors is changing rapidly. Owing to the 
move from cold cathode fluorescent lamp (CCFL) to light-emitting 
diode (LED) backlights (LED being more powerful, but held to a 
moderate brightness level using user-configurable software and inte-
grated photometric sensors), a completely darkened room is no longer 
necessary for reporting in, rather only comfortable but even lighting is 
required. Light levels in reporting locations therefore need to be reas-
sessed as new monitors are purchased.
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The physical surroundings and environment in healthcare institu-
tions also change over time – not only can window coverings change 
and ceiling lights be updated as fashion and décor dictate, but also 
portable lights around display devices can be altered, surfaces become 
more highly reflective, walls painted more brightly, and windows 
uncovered. This is especially noticeable in ward or trauma areas, which 
may not consider the requirements for diagnostic or review displays in 
their refurbishment plans. The suitability of viewing locations should 
therefore be assessed as required, taking note of advice from medical 
physics personnel.

Reporting areas internal to a Radiology department can either 
be communal spaces in the form of a shared large custom designed 
‘ reporting room’, or simply a collection of individual offices, each with 
one or more reporting workstations located within them. Shared com-
munal reporting rooms have the advantage that it becomes an easier 
task to locate traditionally elusive reporting staff, particularly of less-
common specialities, but the environment within these can quickly 
become disruptive and noisy if access is not strictly controlled. General 
tidiness of shared rooms also suffers in the same way as any shared 
space in the workplace with clutter, unwashed cups, and the ubiqui-
tous (and often outdated) laminated A4 sheets seen to begin taking 
over entire stretches of wall space in a similar manner to moss propa-
gating over a stone wall.

The ideal reporting environment consists of the correct combination 
of the following main physical parameters:
 ◾ Temperature.
 ◾ Lighting.
 ◾ Sound levels.
 ◾ Distractions.
 ◾ Comfort and facilities.

When designing a reporting environment or undertaking a refur-
bishment of a Radiology department, consideration should be given 
to the input of psychological professionals, in order to maximise the 
benefits of human factors on workplace environments (in much the 
same way as consulting on waiting room design to help increase patient 
satisfaction and compliance).



120

QA and Medical Physics Considerations

Designing image viewing areas on wards or in A&E departments is 
generally outside of the influence of imaging informatics profession-
als, but every attempt should be made to replicate similar suggestions 
for those areas upon redesign: including the provision of dedicated 
 purpose-designed ‘hot’ (live) reporting areas.

A major challenge for QA purposes comes from the modern avail-
ability of report accessibility. Many PACS now offer web-based access 
for home reporting, and with clinicians now regularly being able to 
access images on handheld and tablet devices (Fig. 11.3), plus reporting 
staff at remote locations, such as from home on laptops, maintaining 
an optimum reporting environment in less controllable circumstances 
is one of the most difficult tasks of running a successful informatics 
service in imaging.

Staff
A classic ‘oversight’ when designing QA protocols for informatics 
equipment is to overlook routine eye testing for reporting staff. Within 
the UK, all staff utilising a VDU are required to be afforded eye tests, 
paid for by their employer (or in Scotland eye tests remain free for all), 

Fig. 11.3 Greater utilisation of tablet devices for viewing PACS images on wards 
and clinics.



121

Business Continuity

and staff should be encouraged to utilise these at least annually. This 
reduces the likelihood of having an optimal monitor set-up and report-
ing/viewing environment, but defective eyesight reducing the quality 
actually seen.

Business Continuity
For many of the above tasks, medical physics involvement is crucial; 
however, there are other considerations relating to QA of the actual 
software processes. One of these is preparing for the possibility of com-
ponent degradation or unexpected outages and identifying which pro-
cesses are critical and which would not place patients at increased risk 
if they failed unexpectedly.

These potential failures must be matched against local clinical impact, 
e.g. if a monitor is found to be faulty this may not sound (or be treated) 
as serious to a general non-clinical IT department call handler. If, how-
ever, this monitor was the sole device for viewing images in a sterile zone 
(such as in theatres) or in a restricted area (such as request viewing in 
nuclear medicine isotope preparation rooms) it would require different 
prioritisation. Likewise, if a printer failed this may not be assessed as 
critical; however, if this printer is the output for hardcopy log files from 
a legacy server, it may not be long before buffers (temporary storages) fill 
up and the server stops processing new transactions – a previously com-
mon problem in the banking industry, or for payroll departments.

A recent concern raised by current technological developments with 
shifts towards off-premises storage of medical imaging in cloud-based 
storage is the consideration that cloud-based providers can just ‘shut-
up-shop’ if the service is not generating enough income. One of the 
final Google Health developer blog entries has a thinly veiled refer-
ence to commercial considerations in relation to closure of the Google 
Health Cloud, with just 12 months allowed for users to migrate data 
to another platform.

Taking both on-site and off-site processes into consideration, test-
ing of the end-to-end workflow (from request to dispatch of report) 
with dummy data at routine intervals is wise and prudent practice given 
the number of interconnections and complexities that exist in a mod-
ern informatics implementation. This should occur along with docu-
menting the possible alternatives to accomplishing each step should a 
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component fail (e.g. entering scheduling data into an EPR or other sys-
tem should the RIS ‘calendar’ function become unavailable owing to a 
fault). Reverting to a paper-based system (perhaps for requesting imag-
ing when an OCS interface into RIS fails) is a common contingency. 
Having these alternative plans available and tested ensures that the 
‘business’ of healthcare provision can continue uninterrupted in exigent 
circumstances (albeit sometimes in a slower and clunkier manner!).

Disaster Recovery
Leading from business continuity planning, rehearsing or practising a 
disaster recovery (DR) scenario also forms part of a well-designed QA 
programme. All too often, imaging informatics personnel forget that 
disasters can occur and are not prepared for them – this places unnec-
essarily high burdens on other parts of the healthcare institution as 
the standard routines staff follow are unavailable. Creating a basic DR 
strategy is as simple as drafting a set of steps that should be followed 
should a component of the service fail in order to mitigate or reduce 
disruption (e.g. if the PACS archive fails or if network services are lost). 
Ideally, these should be practised.

Common business continuity and disaster recovery plans include:
 ◾ PACS failure (unable to view images).
 ◾ PACS failure (full/unable to store images).
 ◾ PACS failure (image or database loss).
 ◾ Cyber-attack response and mitigation.
 ◾ Modality worklist failure.
 ◾ Power loss in department.
 ◾ RIS failure (scheduling and exam data unavailable/lost).
 ◾ OCS to RIS interface failure (request data unavailable).
 ◾ RIS to EPR interface failure (report data unavailable).
 ◾ Network failure (images cannot be transmitted to PACS).
 ◾ Hardware failures (reporting workstations unavailable).
 ◾ Recovery from physical damage to the server room (data or hard-

ware loss caused by fire, flood, physical attack, or software attack/
virus/malware).

Other system administrators will create plans for loss of systems 
under their remit (OCS, EPR) and should be consulted to craft a robust 
enterprise-wide strategy.
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Image Acquisition Faults
As with historic film and chemical processes, modern digital acquisi-
tion methods suffer from some common and not so common faults. 
These can give characteristic appearances on the resultant imaging or 
errors, the most frequent of which should be either mitigated against, 
or educated for, in order to reduce their impact. These faults present 
themselves in different ways for different modalities and are studied 
in many external publications: for examples of CR or DDR faults, see 
Clark’s Positioning in Radiography, 13th edition, page 38.

Testing
Another of the most frequently unappreciated tasks of local informatics 
support teams is testing prior to clinical use of a new or upgraded system. 
Local testing should deliver a structured, clear, and disciplined investi-
gation into the behaviour of a new or modified system and should not be 
left to the software supplier to carry out (after all, they will not be using 
the system to treat their patients). Good test regimens should report 
their findings by cross-reference to agreed requirements, declare any 
working assumptions, and feed back on any unintended consequences 
encountered. Without testing there may be adverse effects to people, 
patient safety, and organisations from a business point of view (either 
time, money, confidence, or reputational damage in this context).

The three main considerations for software testing, which can also 
be adopted for hardware, are:

 ◾ A test plan.
 ◾ Preparation.
 ◾ Test execution.

A Test Plan 
A test plan should be created, with a structure including:

 ◾ Objectives (purpose).
 ◾ Scope for what will be included and excluded.
 ◾ Interface specifications.
 ◾ Assumptions of other systems that will be tested simultaneously.
 ◾ Traceability to requirements (via the contract/schedule of work/

specification).
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 ◾ Testing stages (in sequential order):
 – proof of concept (especially if new system);
 – unit;
 – system;
 – system integration testing;
 – user acceptance testing (UAT);
 – data migration (if relevant); 
 – production acceptance testing (if needed).

Preparation 
Preparation is key before the testing starts, in the form of a test readi-
ness review after the supplier has indicated they are ready to deploy 
(formally passed the ‘test entry gate’). This should include:
 ◾ Handover documentation.
 ◾ Test summary report.
 ◾ Plan that the deploying department will have written or had input 

into.
 ◾ Test scripts that provide the detailed steps of each test and the 

expected result of each.
 ◾ Schedules and timelines.
 ◾ Resources for relevant stages to include:

 – test domain, i.e. controlled environment that changes can be 
made on, then tested before and after the system is deployed;

 – necessary equipment and accounts and configuration that 
will replicate the live environment;

 – staff required to test.

Test Execution 
Test execution includes:
 ◾ Sources of test data, such as test patients, images, or simulators.
 ◾ Test evidence/test scripts to include reference documentation, 

patient names, ID, workflow identifiers, stage, steps required, 
dates, tester name.

 ◾ Progress reports, containing metrics of outstanding issues and 
progress through the cycles (typically in the form of a spread-
sheet, allowing tracking and updates to be entered as the testing 
progresses).
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 ◾ Recording of results – the expected steps should match actual 
results:

 – passes need to be recorded (with evidence);
 – any unexpected results can be managed by recording the 

information, from the test evidence via screenshots or utilis-
ing the Microsoft Windows Problem Step Recorder (avail-
able in Windows 7 and above), plus adding an indicative 
severity level along with the output message.

 ◾ Frequent reviews during testing need to be conducted daily as 
‘wash up’ calls at specific times, reviewing new issues, and closing 
existing ones.

 ◾ If working in an environment where remedies to defects are to be 
applied and re-tested, this must be done in a controlled manner – 
consideration towards re-testing previously passed tests should 
be considered to ensure they remain unaffected by the newest 
changes.



http://taylorandfrancis.com
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CHAPTER 12

CLINICIANS’ INFORMATION 
NEEDS: A CLINICIAN’S 
PERSPECTIVE

Clinicians utilise radiological data for many different purposes, the 
most common being:

 ◾ For diagnosis (patient present, e.g. in clinic).
 ◾ For diagnosis (patient not present, e.g. on wards).
 ◾ During preparation/presentation in an MDT meeting (Fig. 12.1).
 ◾ For teaching.
 ◾ To assist a colleague (have ‘a quick look’).
 ◾ Social media/self-interest purposes.

Modern medical care aims to deliver effective healthcare in a timely 
fashion while maintaining high levels of patient satisfaction. Good per-
formance in the delivery of this service is dependent upon accurate 
diagnosis, use of diagnostic tools such as imaging, appropriate treat-
ment, and the patient’s perceived experience through the healthcare 
system – the ‘patient’s journey’. Medical imaging coupled with com-
plimentary software systems plays a major role in accurate diagnosis 
of medical and surgical conditions, guides interventional and surgical 
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treatment, and enables the clinician to empower the patient in the 
decision-making process. Greater education and discussion allows our 
patients to make more informed decisions regarding their own treat-
ment. By managing patient expectations we can improve patient com-
pliance and satisfaction, and overall provide better patient care. In this 
chapter the role of the radiographer and radiologist as ‘producers’, and 
the role of the clinician and patient as ‘consumers’ will be outlined 
from an orthopaedic surgeon’s perspective: giving an overview of how 
the information seeking behaviour of clinicians has changed with time, 
and providing insight into how best radiographers can support ‘con-
sumers’ in the future.

The Patient Journey: Radiographers as 
Producers, Clinicians as Consumers
Growing emphasis has been placed on the satisfaction associated with 
the ‘patient journey’ as a quality indicator in modern healthcare trusts. 
The journey, as shown in Table 12.1, begins when a patient presents 
to the service by being either electively referred by their GP, from 
other healthcare professionals, or acutely through A&E. A clinician 

Fig. 12.1 Case presentation at a multidisciplinary team meeting.
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(a consumer of radiological services) will attempt to take a detailed 
history and usually examine the patient. As consumers, clinicians 
will extract the data relevant to any radiological request to formulate 
a working diagnosis to explain the patient’s symptoms. This diagno-
sis is either confirmed or refuted by various basic investigations and 
occasionally supplemented by more advanced investigations. Having a 
widely connected EPR, with fast access to the patient’s medical history, 
saves time and questioning of the patient (who indeed may be unable to 
recall, or even answer, at the time of presentation).

Treatment is commenced, and either continues in the community 
or the patient is admitted to hospital for possible further investiga-
tions and follow-up. Clinicians rely on the producers (the Radiology 
 department for imaging) to provide prompt, accurate, and easily acces-
sible services, allowing the patients to be managed correctly (Fig.12.2).

The patient’s journey can be affected in many ways, both posi-
tively and negatively. Streamlined services and ‘one stop clinics’, such 
as breast clinics, where all component services are available one after 
another on the same day improve efficiency, patient satisfaction, and 
allow prompt medical treatment. Additionally, nationwide ‘2-week 
wait’ cancer pathway referrals are treated with urgency from the first 
clinician appointment to imaging completion. These national targets 
are improving access to prompt treatment by prioritising patients who 
may otherwise inadvertently just become another number in today’s 
busy hospitals. As patient consumption of healthcare services increases, 
we are likely to see patient journeys being negatively impacted on while 
struggling to meet demand.

Table 12.1 Components of a satisfactory patient consultation

Stage 1 Adequate history
+ Stage 2 Diagnostics: imaging (CR/DDR, US, CT, MR, etc.) + 

pathology + haematology…
+ Stage 3 Examination
+ Stage 4 Patient education (including treatment)
= Outcome Patient satisfaction and compliance with treatment

CR/DDR, computed radiography/direct digital radiography; CT, computed 
tomography; MR, magnetic resonance; US, ultrasound.
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To combat this, streamlining services are required. The transi-
tion from paper medical records to an electronic format is currently 
ongoing across the UK and serves to make the process of assimilat-
ing information regarding a patient and their past medical history 
more accessible, complete, and reliably traceable. The ease of avail-
ability in turn aids the clinician formulating a working diagnosis, 
and in planning future treatment or surgery. It has been shown that 
when electronic medical records are available to radiologists the 
reporting quality is improved, as the original clinical information on 
radiological request forms is often inadequate (the bare minimum to 
allow a request to be ‘accepted’ by a radiographer). Problems arise 
when crucial results or documents are not uploaded onto the sys-
tem in a timely manner, or when the patient has undergone medi-
cal or surgical treatment at a different healthcare institution and 
consequently there are no records to corroborate the patient’s story. 
In such cases, the records are incomplete and this can lead to a clini-
cal risk, delayed treatment, or duplicating investigations (including 
re-irradiation in radiology).

Patients have different expectations of healthcare, particularly as 
they compare to current domestic technologies available to them. 
They not only expect that their medical notes are available freely 
between their GP and their local hospital, but also between differ-
ent hospitals. Understandably, patients are often frustrated when 
their medical notes, imaging, or discharge letters are not routinely 

Local department image acquisition

External
image
retrieval/
processing/
comparison

eRequesting
of relevant
studies

Theatre support (image-guided surgery)

Fig. 12.2 Interaction between consumers (clinicians) and producers.
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available between sites, and struggle to understand why this is. 
This often contributes to a delay in investigation or treatment, cre-
ating potential difficulties with planning surgical interventions at 
different hospital locations, as well as leading to wasted hospital 
visits as decisions may not be confirmed until that information later 
becomes available. Not only is this inconvenient for the patient, but 
also it delays provision of services to other patients while the ‘prob-
lem’ is resolved, potentially impacting on a number of individual 
patient journeys. This highlights the key role of the ‘producers’ and 
the importance of ensuring results and information are uploaded 
onto the electronic systems swiftly and accurately. Where this is not 
done it can have a direct impact on the ‘consumers’ with potential 
delays in diagnosis and treatment impacting on both clinicians and 
patients.

The investigative process in healthcare involves clinicians act-
ing as consumers, and radiographers acting as producers of vari-
ous imaging modalities, to help them provide effective healthcare. 
The information seeking behaviours of clinicians is in many ways 
aligned with the expectations placed upon them by current social 
demands and the evolving patient profile. Modern society places 
higher demands on the systems designed to provide a service, both 
in the volume of patients consuming services, and an individual’s 
expectations of what these services can provide to them, both medi-
cally and socially.

Speed and convenience are at the forefront of what is considered 
efficient in today’s ‘snowflake’ generation 24/7 attitude. Effective and 
efficient care is expected to be delivered in a timely fashion. These 
timescales are far removed from what was once previously considered 
acceptable by society, where waiting lists for elective surgery were over 
1 year. This has led to the dawn of a new era of ‘7 day elective services’ 
to accommodate the increasing demand and availability of services. 
The cultural shift seen in recent years results in an ever growing inter-
dependence between clinicians and radiographers to enable both high 
quality care and targets to be met. As a result of these wider changes to 
society, to some extent medicine is now practised in a defensive man-
ner as the chances of being sued for a missed diagnosis, or repercussions 
from a delay in starting treatment are far increased, further increasing 
demand on services.
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The past decade has also seen a substantial growth in complex radiologi-
cal interventions and in many cases, such as cardiology, patient outcomes 
are dependent upon these services being readily available. The develop-
ment of interventional radiology, e.g. in terms of vascular angioplasty, has 
reduced the demand on the surgical speciality by treating these patients 
awake and as day cases, improving patient satisfaction. However inter-
ventional radiology is not universally available throughout NHS Trusts, 
leading to variation in the skillset provided to patients geographically. 
This in itself can lead to problems, deskilling surgeons in some speciali-
ties in both clinical decision making and technical skills where interven-
tional radiology is expanding, as well as exposing patients to more invasive 
 procedures in areas where interventional radiology is not available.

Traditional Medical Practice
In the ‘good old days’ medicine was practiced in a very didactic and 
authoritative manner. The patient hung on their clinician’s every word 
and there was very little (if any) discussion or challenge on the treat-
ment options available. The decision-making process fell solely to the 
hands of the clinician and the patient was expected to comply with-
out question. The process of ‘diagnosis’ involved the use of meticulous 
clinical examination skills, blood tests, and basic imaging data, such 
as plain radiographs, presented in the form of acetate films that were 
viewed on a light box. The radiographers were expected to produce 
these films and there was little in the way of dialogue between the 
producer and the consumer except via the sections on the request card. 
Traditional imaging requests were paper based and the responsibility of 
the junior doctor on the team. Often, this doctor and the patient had 
little understanding of the indication to request the test; however, all 
requests would need discussion between the junior doctor and a radi-
ologist or radiographer. There was a huge administrative burden when 
handling these paper requests with no way of reliably tracking requests 
or their progress, and often they would be lost, delayed, and frequently 
this even resulted in duplicated requests. Images were acquired as 
physical films and again there were inefficiencies in the handling and 
storage of such images. The junior doctor was expected to assimilate all 
these films from the patient notes for the purpose of the daily morning 
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departmental meeting and then return them after the meeting ended. 
The number of steps involved in simply handling these films would 
often lead to misplaced or lost films, even when disregarding the pro-
cess inefficiencies in the Radiology department itself. Another limita-
tion associated with such acquisition was the inability to manipulate 
these images for better viewing and the inability to quickly share the 
images if an expert opinion was sought from the consultant at home, 
or from other departments or hospitals. Similarly, traditional imag-
ing reports were also paper based and left in the requesting clinician’s 
pigeon-hole for checking. This slow process was fraught with problems, 
such as lost or untraceable reports and late notification of critical find-
ings, all negatively impacting on the patient journey and the quality 
and pace of the service provided. To clinicians, the old physical films 
did, however, have some benefits as the clinician was not tethered to 
a viewing terminal and therefore consultations had the potential to be 
more patient focused as images could be viewed with the patient at the 
bedside by holding the images up to a ceiling light or window.

Modern Medical Practice
From the early 2000s there have been many progressions in medicine, 
and radiography is no exception to this. This has directly impacted 
on the patient journey and alters the interaction between radiographers 
as producers and clinicians as consumers. Modern health provision is 
heavily weighted towards evidence-based clinical practice to provide 
the best possible care to our patients, coupled with an awareness to 
adhere to nationally imposed targets that have financial implications 
for the hospital. Advances in imaging modalities have allowed more 
accurate diagnosis than before and, therefore, the potential for ear-
lier or more specific treatment. The current healthcare system faces 
the challenge of managing larger volumes of patients with an ageing 
population, with financial penalties enforced if care is not provided 
within a timely fashion. Current medical practice has evolved into a 
more patient-centred approach where consultations are expected to be 
a discussion of options so that the patient can make an informed deci-
sion regarding the treatment they receive. Patient education and auton-
omy forms the keystone of any successful treatment plan and improves 
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patient compliance. Imaging plays a pivotal role, providing ‘evidence’ to 
the patient, enabling quick and accurate diagnoses to be made in many 
conditions, and we have seen an evolution of the processes involved in 
acquiring these images.

Modern requests are IT based and often the responsibility of the 
senior clinician who has reviewed the patient and been involved in the 
discussion, rather than handed down to a junior as before. Electronic 
requests are governed by individual log-in accounts and are easily 
tracked to monitor progression and avoid duplication. Requests are 
often triaged on the same day and appointment allocation is also IT 
based. This transition has reduced the administrative burden and the 
process is less time-consuming for the clinician; it allows the provision 
of better clinical information to justify the imaging, and provides bet-
ter legibility of the request. Radiology departments can also customise 
additional questions to be answered, saving time if, for example, creati-
nine levels are required before authorisation of a study. 

Modern technology has also allowed imaging to be acquired and viewed 
in a digital format – a stark contrast from the traditional physical films. In 
the UK, these images can be viewed on most computer terminals and so 
can ‘follow the clinician’ so long as there is a workstation nearby. Image 
retrieval is a logged action and therefore this system also complies with 
good governance principles, which states that a clinician is only justified 
in accessing information regarding a patient whose care they are involved 
with. The various advantages and disadvantages of digital imaging from a 
general clinician’s perspective are listed in Table 12.2.

Table 12.2 Key advantages and disadvantages of the transition from analogue to 
digital images

Advantages of digital imaging Disadvantages of digital imaging

Easier storage and handling Tethering to fixed viewing stations
Images can be manipulated Slow processing of large volumes of data
Allows templating for surgical planning Potential for hardware failure
Allows image sharing Potential for software failure
Better display options for MDT meetings Training requirements
Viewing history is logged to comply with 
clinical governance requirements

Access (account/password) issues

MDT, multidisciplinary team.
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The representation of digital images on screens with well-adapted 
specifications provides a medium for accurate diagnosis, with images 
that can be manipulated and can be more readily shared between teams 
and hospitals. The transition from analogue to digital also allows easier 
storage, although a common drawback observed across the country is 
longer loading times in more remote wards when the IT network is 
inundated. Modern reporting systems are much more efficient and pro-
vide better guidance than traditional paper and tape cassette recorder 
methodologies; however, many systems still lack a fluid feedback chan-
nel between the requesting clinician and the reporting clinician (who 
may be a reporting radiographer, radiologist, nurse, AHP, or indeed a 
chest clinician, etc.). Another drawback in the move towards a paper-
less imaging process is the perceived less judicious requesting of images 
when some might regard certain images as unnecessary. Indeed, time-
pressured clinical staff may feel more easily persuaded into requesting 
additional imaging if the access to the services is easier and smoother 
than with historic paper and legwork to the Radiology department 
(carrying down the request forms).

Despite occasional long loading times when the network is at 
capacity, the shift of medical imaging from analogue to digital for-
mat has allowed more efficient image processing, speeding up their 
availability to clinicians. Digital images are viewed and manipulated 
on software programs, which increases the scope for sharing images 
between departments and Trusts with relative ease. The interpreta-
tion of these images is dependent upon the availability of worksta-
tions or monitors that are specifically designed for viewing medical 
images. However, the main limitation at present is that clinicians 
remain tethered to these workstations rather than being able to 
involve the patient in the ‘viewing’ and ‘thinking’ processes over 
their care. Some UK sites utilise ‘workstations-on-wheels’ – por-
table workstations that can be wheeled to the bedside; however, the 
use of high-resolution tablets is now beginning to take place and 
may prove to resolve this tethering issue in the future. The core 
limiting factors to these more mobile methods is the availability of 
reliable secure wireless network access points within hospitals to 
load the images: a problem that is difficult to solve in older, more 
densely built hospital sites as was traditional in the UK, as well as 
considerations around viewing environment suitability.
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Patient’s Evolving Consumer Profile
Many consultant-level staff began their medical school training in a 
culture where diagnosis was almost entirely based on taking a detailed 
and relevant history corroborated with a good clinical examination. 
There was little reliance on medical imaging and accessibility to these 
modalities was sparse. One would wait for weeks for an MRI or CT 
scan. The development of new imaging modalities, coupled with 
improved imaging hardware and software, has improved accurate diag-
noses. However, it is not without its own problems, as it also increases 
the chances of incidental findings: that may or may not be significant 
or relevant to the patient and may result in further investigation and 
invasive tests.

Clinicians have since learned that clinical signs only provide part of 
the picture and consequently have become increasingly reliant on imag-
ing to make an accurate diagnosis. Therefore as a consumer, clinicians 
have changed. Clinicians have become much more demanding of these 
services and resources as they become increasingly reliant upon them 
to diagnose, treat, and monitor patients’ progress. Clinicians want and 
need to practise medicine with seamless technological integration and 
want answers quickly. The use of mobile devices facilitates bedside 
patient education and both formal and informal multidisciplinary dis-
cussion of patients to draw upon the wealth of experience available to 
clinicians within the hospital setting.

Evolving Patient Profile
Social gentrification has bred a growing desire to be informed and 
autonomous. Patient education and autonomy form the keystone 
of any successful treatment plan and improves patient compliance. 
Patients now frequently use the internet as a source of medical edu-
cation – this information is brought to the consultation and forms 
part of the ‘informed’ discussion regarding treatment. Patient expec-
tations have changed: patients raise questions based on what they 
have read and expect an immediate answer. Patients also expect to 
be involved in the decision-making process, and expect quick and 
efficient service. Home-based technology has rapidly advanced in the 
last decade, not only in the development of new technologies but also 
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the availability of these technologies to the public as prices become 
more reasonable. Patients no longer see colour television as a luxury; 
they are watching 4K ultra-high definition or 3D television on a daily 
basis. They are no longer dialling up to join the internet, but down-
loading films on their mobile phone on their commute to work. It is 
understandable that they would expect that this level of technology 
would be available in healthcare services if it is available on the high 
street at a reasonable price.

The word ‘service’ defines the modern provision of healthcare. We 
provide a service to the patients and they expect to receive a quick 
and efficient service. Therefore patients can, in a sense, also be seen 
to be becoming consumers of the informatics resources as technology 
connecting them to their healthcare records improves. Good infor-
matics is beginning to develop, patients are beginning in some areas 
to use imaging data to understand their diagnosis and the rationale 
for treatment. Therefore, the process of imaging acquisition and shar-
ing must be conducive to patient education within any given clinical 
setting.

Evolving Producers
Clinicians in many ways regard radiographers and radiologists as pro-
ducers of imaging data, which they then consume. It is important to 
understand the evolution of our producers. Radiographers of the past 
were responsible for image acquisition in accordance with the clini-
cian’s request. However, modern teachings encourage radiographers 
to act as the patient’s advocate by filtering and adapting requests 
to ensure adequate clinical information is provided to warrant the 
investigation and potential radiation. This is one of the reasons why 
the UK terminology of a radiological referral is ‘request’ rather than 
the USA preferred ‘order’. Within the UK there is a common say-
ing: ‘You order a pizza, you request an X-ray’, which reinforces this. 
Clinicians must embrace this change in producer autonomy and the 
new culture that encourages communication between the produc-
ers and consumers. Feedback from consumers to producers is still 
extremely limited in many workplaces: an optimum solution would 
be as shown in Fig. 12.3.
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Current Frustrations
Government policies and healthcare funding necessitate that hospitals 
are run effectively as businesses and therefore each hospital chooses its 
own (or as part of a commissioning group) electronic records, pathol-
ogy, and imaging systems based on cost versus functionality assessment. 
The lack of one unifying system between all healthcare institutions is a 
constant source of frustration for both patients and clinicians. Patients 
often share their surprise and disbelief that healthcare systems in the 
UK lack integration, given that information sharing has become a major 
part of modern society.

Image acquisition has dramatically improved over the last 10 years 
and this has had a profound impact on the speed and accuracy of the 
decision-making process, but more importantly has improved patient 
care. However, the discord between the limited integration of current 
systems utilised within our healthcare system despite the perceived 
capabilities of modern digital systems is the main frustration shared by 
clinicians and patients alike.

Image Sharing
Image sharing still remains an ongoing issue among clinicians. Digital 
images are easily viewed on computer terminals throughout the hos-
pital; however, the ability to view these images off-site or at another 
hospital requires electronic portals to transfer the images. The use 
of these portals adds to the administrative burden of clinical and 
non-clinical staff and often leads to delays at the bottleneck points 
in the clerical process of organising the transfer. The  temporary 

Feedback

Report Distribution ViewAcquisitionRequest

Fig. 12.3 Proposed dynamic relationship between consumers and producers.
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storage of these images at the recipient location often leads to situ-
ations where patients are being reviewed at the secondary hospital 
but the original transfer has expired and been discarded. This often 
leads to local re-imaging being required, which wastes resources, 
is not strictly compliant with legislation, and leads to dissatisfied 
patients.

Another area of current concern in the UK clinical community is 
from those who are not on site during their on-call shifts. These more 
senior off-site clinicians rely on their juniors (based in the hospital) 
to convey the appropriate information over the telephone regarding 
the clinical situation in order to request and obtain imaging, as well 
as their interpretation of the imaging, possibly for a patient they have 
never met owing to the practice of shift patterns. Many clinicians feel 
(incorrectly) there is no universally used system that allows images to 
be transferred to the consultant at home using existing technologies. 
Viewing stations at home or remote connectivity would be potential 
solutions; however, this would require funding and resources that often 
are the limiting factors in such changes, as well as the guarantee that 
the data would be adequately protected. To overcome this barrier, 
Snapchat, iMessage, and other single-use instant message services are 
typically used to take a photograph of the imaging on hospital work-
stations, then relay to the external clinician, purely in order to prog-
ress patient treatment. This is obviously an unsatisfactory arrangement 
with large confidentiality and quality issues; however, many hospitals 
choose to turn a blind eye to the practice owing to lack of other per-
manent solutions.

Along with viewing off-site, complex cases that require a specialist 
opinion are referred to tertiary referral centres. With the NHS practice 
of centralisation of resources to provide specialist treatment, referrals 
to tertiary referral centres are now frequent and common practice. To 
enable this, radiological images and history are transferred through the 
UK’s national IEP from the referring hospital to allow these images to 
be reviewed at a MDT meeting by a group of specialists well versed in 
managing such complex cases. This system of image transfer is crucial 
for this referral and review process to work effectively. The disadvan-
tage of the current IEP system is the administrative burden it places 
on the junior members on the team. The cumulative time devoted to 
requesting IEP transfers and drafting referral letters is time that could 
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be used elsewhere towards clinical matters. A central repository of 
images would enable this process to be more fluid and minimise the 
preparatory time devoted – the technology needs to develop to being 
more seamless, mobile, immediate, and universal. From a clinician’s 
perspective, their own role is to gather information, make decisions, 
and treat patients – patient care should not be compromised by sim-
ple repetitive administrative tasks, such as those involved in sharing 
images.

The Ideal Relationship
The perfect synergy between clinical practice and imaging informat-
ics would be the seamless synapse between demand and production, 
to enable clinicians to freely discuss cases and make complex deci-
sions with minimal administrative burden. The ability to share images 
instantaneously via a dedicated, secure incarnation of sharing portals, 
such as WhatsApp or Snapchat, would allow remote senior support 
over difficult decisions to be provided within seconds. The use of such 
portals would rely on adequate screen resolution to make accurate clin-
ical plans from the imaging then made available. 

MDT meetings are one of the most expensive meetings healthcare 
institutions can hold – these should be conducted like a virtual board-
room meeting, with the referring clinician present in the decision 
via remote access. A unifying system that provides access to imaging 
results and pathology results in one portal would also facilitate this 
MDT approach. The establishment of such a system will ultimately 
increase and improve the quality of the time spent with our patients 
once it has been adequately integrated into services.

Overall, patients entrust us with their health and wellbeing, and 
therefore we must remain up to date, connected, and share informa-
tion effortlessly. Our social world is connected like never before, and 
we should strive for the same degree of integration in our healthcare 
system. Imaging informatics is a vital part of this and requires well 
trained and informed staff to operate and maintain those services, plus 
engagement from suppliers to develop meaningful solutions.
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INFORMATICS AND THE 
WIDER COMMISSIONING 
ENVIRONMENT

Public Sector Procurement
Public sector procurement covers the purchasing of almost every-
thing the public sector (including state healthcare systems, such as the 
NHS in particular) requires. Whether it is a full-blown replacement 
PACS or routine clinical supplies, a process in accordance with specific 
regulations is required. The relevant regulations (in the UK) are the 
Public Contract Regulations 2006 or the Public Contracts (Scotland) 
Regulations 2006, which comply with the European Commission 
Consolidated Directive on Public Procurement (2014/24/EU). These 
are intended to ensure all procurements are as fair and transparent as 
possible and that value for money is obtained.

When we think of ‘value for money’ (commonly abbreviated to VFM) 
we often consider buying something at the lowest possible price, but 
within clinical care there are wider aspects of the clinical service to be 
considered. While cost is important, the quality and specification of the 
product, plus the lifetime (‘whole life’) costs of the purchase must be 
assessed. If a decision is made to buy goods that are not the cheapest, 
the decision has to be justifiable and defendable against challenges from 
other competing suppliers (who may be aggrieved at the loss of sales). 
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In these circumstances, the added value of the chosen goods or services 
must be clear and recorded against a set of evaluation criteria.

In order to begin a procurement, the evaluation criteria of any prod-
uct or service must be pre-defined and issued to the prospective sup-
pliers at the time of tender. This will set out both the financial criteria 
and the non-financial criteria. 

Examples of financial criteria could be:
 ◾ Capital cost.
 ◾ Maintenance costs. 

Examples of non-financial criteria could be:
 ◾ Compliance with specified standards.
 ◾ Lifespan.
 ◾ Ergonomic design.
 ◾ Compatibility.

The criteria used and their relative weighting will be down to local 
preference and should be documented.

The Procurement Directives and the corresponding UK regulations 
are listed in the Official Journal of the European Union (OJEU). The 
OJEU is the journal of record for the EU published in a number of 
official languages of the member states. The OJEU is no longer pub-
lished in hard copy version and it can be accessed online for free via 
the internet, with suppliers having access to other premium features at 
various costs. European Directives set out detailed procedures for pub-
lic sector purchases or contracts whose value equals or exceeds various 
financial thresholds.

In addition to these regulations, procurement in the NHS is also 
governed by the individual organisation’s standing orders and  standing 
financial instructions (SFIs). These set out the value at which a quota-
tion, multiple quotations, or tender process is required. These are unique 
to each specific purchaser so can be obtained locally for examination.

Procurement Overview
The taxpayer expects the Government to spend tax revenues wisely and 
to achieve VFM; this is particularly important in a time of financial aus-
terity. Public sector organisations collectively spend over £150  billion 
a year on the goods and services they need to fulfil their objectives. 
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In order to achieve good VFM, public sector procurements need to 
be efficiently and effectively managed, well planned, and delivered to 
budget. 

Most imaging informatics professionals will at some time be involved 
in radiology-based informatics procurement. As there are rigid rules 
that govern how the public sector procures goods and services, the pro-
curement process is comparatively complex and it is always wise to 
seek experienced support. There are common steps that informatics 
professionals (themselves managing millions of pounds of software and 
equipment) should be aware of as a minimum. For healthcare institu-
tions, informatics procurements will often require a significant invest-
ment, plus the product or service chosen will need to be proven safe and 
effective as well as designed in a way that meets local ‘human’ approval 
(user friendly). The pressure to deliver the project into radiology suc-
cessfully will place a significant resource pressure on the procurement 
team and informatics professional, so pre-emptively gaining an insight 
into the process will reduce pressure during the intense project phases.

The major IT elements within an imaging department are the PACS, 
RIS, display monitors and workstations, networking, plus any special-
ist viewing applications. When planning a procurement, consideration 
should be given to items such as: 

 ◾ The technology currently available.
 ◾ Technological developments being planned.
 ◾ Matching service need with system availability.
 ◾ The type of contract required.
 ◾ Longer-term service arrangements.
 ◾ Migration and archiving plans.
 ◾ Workflow patterns/changes expected.
 ◾ Level of skill of the PACS team (or those undertaking daily house-

keeping/maintaining the service on site).
 ◾ Level of experience and authority of the project team.

The list is long and complex, more so if a regional (multi-Trust) pro-
curement is contemplated. The actual process of procurement should 
not be rushed and should be expected to take far longer than suggested.

Low-value purchases (replacement diagnostic monitor, additional 
workstation, additional licences, etc.) are typically dealt with inter-
nally, based on a single quote (potentially from an existing supplier), 
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with just a management line authorisation escalation on eProcurement 
systems depending on the standing financial instructions currently in 
force.

Medium-value purchases are also typically handled internally, requir-
ing several quotes and an internal ‘discussion’ before authorisation.

High-value purchases are required to be advertised and follow an 
official procurement pathway. Individual Trust processes should be 
consulted to find out threshold values (which may change frequently 
depending on the financial condition of the organisation).

There are currently four official procurement procedures for high-
value purchases:

1 The negotiated tender (with a call for competition). This procedure 
has limited use, primarily when a single supplier is believed to be the 
sole source of the exact products required (often because of patent 
 protection) and no other similar options for supply are believed to 
be available. Alternatively it may be used when exacting and precise 
specifications need to be negotiated, or for cases of extreme urgency. 
Owing to these, it is not extensively undertaken by imaging informat-
ics professionals, and will not be discussed further.

2 The open procedure. With this a notice is placed in the OJEU with 
a requirements list (essentially a ‘shopping list’). All suppliers who 
respond to the notice indicating interest are instructed to return a ten-
der by a certain date. All tenders are evaluated before the contract is 
awarded. This procedure does not allow any form of pre-qualification 
or pre-selection and so is primarily where a specific requirement is 
needed, and usually the cheapest price is all that is required (e.g. 10 
of model xyz monitors, including 20, 2 m HDMI cables delivered by 
1st January). However, this procedure can result in an overwhelming 
number of responses.

3 The restricted procedure. This allows for screening of potential sup-
pliers to ensure those bidding have suitable experience and resources. 
A notice is placed in the OJEU with the requirements list, suppliers 
responding to the notice are typically asked to complete a question-
naire (a PQQ or pre-qualification questionnaire). From this a short-
list is drawn up, with the short-listed suppliers then being invited 
to respond to an invitation to tender (ITT). The contract is awarded 
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based on the tenders received; there is no opportunity for negotiation. 
This is a relatively concise two-stage process in which a short-listing 
system can be used to prevent suppliers without provenance hijacking 
the procurement by submitting an artificially low bid. This procedure 
is discussed in more detail later.

4 The competitive dialogue procedure. This is used for more complex pro-
curements, or procurements where the requirements cannot be fully 
defined at the outset and perhaps local customisations to workflow are 
required. The selection process between suppliers who respond to the 
OJEU notice involves a two-way dialogue between the parties and ulti-
mately the outcome is agreed between both parties. The final award is 
based upon this agreed set of outcomes. This is a commonly used pro-
curement method for radiological purchases, and is expanded upon later.

Restricted Procedure and Competitive 
Dialogue Procedure
As the two most common processes for imaging informatics profes-
sionals to be involved in, the next section will give an overview of the 
restricted and the competitive dialogue procedures. As informatics 
procurements have the potential to be high risk, with complex solu-
tion specifications and significant technical challenges when integrat-
ing into an operational clinical department, it is essential that planning 
is commenced early and reviewed often.

Restricted Procedure
For complex procurements, the Restricted Procedure (Fig. 13.1) is usu-
ally too inflexible as it incorporates only limited discussion with suppli-
ers. It is used in situations where three conditions are met:

 ◾ The needs of the procurement are well defined.
 ◾ There may be a number of suppliers who believe they are able to 

meet the buyer’s needs.
 ◾ The procurement is not for a grossly customised service or product.

By using this procedure the buyer has the advantage of limiting the 
number of suppliers invited to tender for the contract by setting mini-
mum criteria relating to technical, economic, and financial capabilities, 
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which potential suppliers must satisfy. Following evaluation and short-
listing, a minimum of five suppliers (unless fewer qualify) are invited 
to offer a tender (present a final price and specifications).

Competitive Dialogue Procedure 
The competitive dialogue procedure (Fig. 13.2) is more flexible 
than the restricted procedure and is particularly useful where the 

Information gathering and
stakeholder discussions

Write the specification (OBS)

OJEU notice

Issue PQQ

Shortlist

Issue ITT

Close tender and evaluate

Make a recommendation/award contract

Identify need/seek approvals

Fig. 13.1 Flowchart of a typical restricted procedure procurement process. 
(ITT, invitation to tender; OBS, output-based specification; OJEU, Official 
Journal of the European Union; PQQ, pre-qualification questionnaire.)
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Information gathering and
stakeholder discussions

Write the specification (OBS)

OJEU notice

Issue PQQ

Issue ITT

Close tender and evaluate

Make a recommendation/award contract

Shortlist

Dialogue with potential suppliers

Identify solutions and close dialogue

Identify need/seek approvals

Fig. 13.2 Flowchart of a typical competitive dialogue procedure procure-
ment process. (ITT, invitation to tender; OBS, output-based  specification; 
OJEU, Official Journal of the European Union; PQQ, pre-qualification 
questionnaire.)
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contract will have a medium to high level of complexity. It allows 
dialogue between purchaser and suppliers, which resolves the issue 
of the buyer at the outset not fully understanding the technology 
currently available to satisfy its needs and requirements. A similar 
pre-selection exercise is undertaken as takes place in the restricted 
procedure, with potential suppliers being short-listed; however, 
dialogue follows to develop the procurement request further. This 
dialogue benefits the buyer (who can learn more about what is pos-
sible and what should be procured, by having input from a range of 
suppliers, including their experts and sales personnel) and also the 
sellers (who can negotiate project requirements, which may advan-
tage themselves against competitors). Once dialogue is complete, 
suppliers are asked to submit a formal tender based on the updated 
requirements.

Ultimately, as the stages across both methods are similar, the key 
portions are detailed here together.

Output-Based Specification
Effective planning is essential for any procurement, and this 
takes place with stakeholders (staff or users involved or affected 
by the projects output – the new PACS/the new monitors, etc.). 
Simplified, an output-based specification (OBS) is a checklist of 
wants and desires for the purchase. During pre-procurement plan-
ning and preparation, the procurement project team (known as 
the project board) can identify its needs by consulting with stake-
holders. The OBS produced is required to contain enough detail 
to enable suppliers to understand the project’s requirements but it 
should not be so excessively descriptive as to stifle any opportu-
nity for innovation. The balance of the two extremes, plus iden-
tification of any constraints and associated risks, should also be 
given due consideration from the outset. It should be noted that 
stakeholder engagement may well be an iterative process (as users 
begin to think about what is required, and what they personally 
want), with sufficient time and resources being allowed for the 
completion of a clear and unambiguous OBS.  For standard com-
mercial off-the-shelf (COTS) products, ‘stock’ OBS are available as 
 templates, saving time.
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Leading from this, the input of stakeholders is crucial. There are 
many parties who will be interested in the procurement, often for dif-
ferent reasons. For example:
 ◾ The procurement must meet the needs of service users; these are 

often users outside the Radiology department, e.g. clinicians in 
A&E, intensive care, clinics, GP practices, or private providers.

 ◾ The investment must satisfy the financial constraints of the 
organisation.

 ◾ It must meet the wider organisation’s strategic objectives and goals.
 ◾ It may need to satisfy those with an interest in integrated work-

ing and/or the joining up of data flows across the wider healthcare 
community, such as neighbouring internal departments (in many 
cases, pathology imaging can easily be stored on a radiology PACS 
for example, but rarely can cardiology imaging, owing to the dif-
fering types of data structures utilised).

Stakeholders are often identified as part of the business case pro-
cess, which precedes the procurement process, being led by the project 
manager in charge.

There are a number of key questions to consider with stakeholders:
 ◾ What is needed?
 ◾ Why is it needed?
 ◾ When is it needed?
 ◾ What budget is available?
 ◾ What solutions exist in the current open market?
 ◾ What will be the key performance indicators?
 ◾ How will we migrate to the new system?
 ◾ How will it integrate with systems in place within the 

organisation?

The answers to these stakeholder questions should shape the OBS 
and define what the project wishes to achieve; consequently it is vital to 
ensure the necessary multi-disciplinary expertise is available not only to 
evaluate the procurement process but also to execute the resulting plan. 

Window shopping (known as ‘pre-market engagement’) is often 
the most effective method to understand the solutions available. It is 
always important to engage with suppliers prior to beginning the pro-
curement process in order to understand what technical options are 
currently available, and what is upcoming and being developed.
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It should be noted that once a procurement process has formally 
commenced, all supplier engagement must be managed under the 
auspices of the process, and no informal supplier contact should be 
undertaken. In general it is strictly forbidden and a cause for sum-
mary (immediate, indefensible) dismissal to accept gifts, tokens of 
appreciation, or offers from suppliers (including expenses payments, 
travel allowances, and hotels) unless all suppliers are offered the same 
opportunity and the amount is reasonable plus an expected part of 
the procurement process, such as for a local site visit to see software 
in live clinical use. Radiographers involved in procurements should be 
extremely aware of these restrictions, as their regulatory body (Health 
and Care Professions Council: HCPC) may become involved if there 
is any question of even accidental impropriety during procurements.

PQQ Stage
The PQQ is used to establish the suitability of prospective suppliers 
to provide the contract in terms of competence, capacity, and capabil-
ity. It ensures that contracts, and with it public money, are awarded to 
the most legitimate, capable companies that are robust and financially 
sound. The detail of the PQQ is at the discretion of the buyer, but it 
should focus on the technical and/or professional capability, financial 
and economic strengths, and eligibility of the suppliers. It is important 
that the assessment criteria and relative weightings are clearly defined 
in the documentation to avoid later challenge by disgruntled ‘losing’ 
suppliers.

In the context of informatics procurement, it may be helpful to use 
the Trust or Health Board’s website for publishing all documents to 
help prospective suppliers and reduce email traffic, plus for large pro-
curements (of PACS, image archives, display hardware, etc.) it may also 
be beneficial to hold a suppliers, open event to bring prospective sup-
pliers together on a single day to answer any common queries as one.

Following receipt of the PQQ, the next step is to evaluate the 
suppliers’ responses to identify the qualifying companies. A scor-
ing matrix comprising the evaluation criteria and weightings is com-
pleted for each submission. The team evaluating the PQQ must have 
the necessary skills to assess the supplier responses from a technical, 
clinical, and business perspective. Financial accounts of each of the 
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potential suppliers should also be assessed in order to determine the 
economic and financial standing of each interested company, to reduce 
any chance of insolvency part way through the project. Following this 
evaluation and ‘short-listing’, the buyer produces an evaluation report, 
which identifies the reasons for rejecting suppliers. Each supplier has 
to be advised in writing of the outcome of the PQQ evaluation stage.

When following the competitive dialogue procedure, at this point 
the purchaser can enter into a number of rounds of discussions and 
 negotiations with suppliers, with increasing clarity and definitions 
being made (negotiations are not permissible using the restricted 
 procedure). This leads to the ITT.

ITT
After a short-list has been chosen, the suppliers will be issued with an 
ITT document, providing an unambiguous statement of requirements 
including key performance indicators. Evaluation criteria and weight-
ings are also published with enough detail to enable a fair assessment 
and comparison of the received bids. The suppliers then submit their 
tenders to a deadline and they are assessed against the criteria. Once 
this assessment has been done, the chosen tender is recommended to 
the project board, and feedback must be given to those rejected.

Guidance on the Public Contracts Regulations 2015 and require-
ments on PQQs are readily available from UK Government websites, 
plus individual healthcare institutions will each have local policies, 
which can be consulted. The above EU procurement process has been 
long standing in the UK; however, following the UK vote in 2016 to 
disengage from the EU many laws, including those around procure-
ment, may change over the print life of this text. Given the volume of 
UK laws currently tied to long-standing EU directives, the withdrawal 
process is likely to take several years, and no changes are currently 
expected for the foreseeable future. Experience shows though, that 
it is likely that towards the beginning of the 2020s the public sector 
procurement process may change to reflect the UK no longer having 
the same ties with the legislation originally creating the above process. 
Imaging informatics professionals who are reading after the UK has 
completed its withdrawal from the EU should check with their institu-
tion’s procurement department for any changes.
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Alternatives to OJEU Procurement
OJEU procurements are, as can be seen, complex. As an alternative in 
specific cases, commonly purchased items can also be purchased via 
pre-formed framework agreements. Under such an agreement, goods 
or services are evaluated by a centralised third-party broker and, if 
they satisfy specific criteria, are added to a framework (in this context, 
a framework is effectively a list of things for sale). Providers set out 
their terms and conditions in advance and purchasers can make spe-
cific purchases known as ‘call-off contracts’. A framework agreement 
does not commit any party to purchase or supply, and it itself is also 
governed by legislation. Expert advice must be sought in order to make 
use of them. Note that there is the potential for framework providers 
to charge comparatively high percentage ‘arrangement’ fees that may 
or may not be transparent to the purchasers. In some cases, the effort 
of undertaking an OJEU procurement can bring higher value results 
(higher specification, more licences, better functionality, lower ongo-
ing maintenance costs, etc.) for the same cost when comparing with a 
framework offering.
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INFORMATICS AND 
THE LAW

Data + Context = Information
Modern and developing technologies continue to change the risks that 
healthcare staff need to consider on a daily basis in practice; for radiog-
raphers, PACS and RIS have had a large impact – they allow (almost) 
instant access to hundreds of thousands of records and millions of 
images. Data acquired as part of patient examinations (such as images, 
or reports) plus the context in which the data sit produces information. It 
is this information that informatics exploits in various manners.

From 1971 until 2016, the legal owner of all patient data in state 
healthcare institutions (including medical records and radiographs) was 
the UK Secretary of State for Health who held copyright and delegated 
guardianship of patient data to individual Trusts. The effect of devolu-
tion led in 2016 to the ownership of patient data being transferred from 
the UK Secretary of State for Health to the health minister or health 

THERE ARE TWO TRUTHS IN MALPRACTICE CLAIMS

 ▪ The MEDICAL truth: what actually happened.
 ▪ The LEGAL truth: what the court will decide happened, on 

the basis of evidence and what has been recorded at the time…
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board in each of the devolved regions in England, Wales, Scotland, 
and Northern Ireland, again with guardianship delegated to individual 
institutions. In practice this means that while they do not ‘own’ the 
data, the PACS Manager (or equivalent) is responsible for compliance 
with the various laws governing the use and safe storage of data han-
dled and generated in the imaging departments by their systems.

Information Governance
Information Governance (IG) is an umbrella of guidelines and prin-
ciples to help practitioners gather, use, and look after information. It 
has the following four key areas relating to patient data:
 ◾ Making sure it is complete and current.
 ◾ Available when required.
 ◾ Access safeguarded.
 ◾ Using informatics tools with the information to benefit patient care.

The Department of Health considers IG to include the following 
responsibilities:
 ◾ Holding it securely and confidentially.
 ◾ Obtaining it fairly and efficiently.
 ◾ Recording it accurately and reliably.
 ◾ Using it effectively and ethically.
 ◾ Sharing it appropriately and lawfully.

In order to achieve this, several initiatives are in place. For exam-
ple, every healthcare practitioner within NHS England is required to 
carry out annual IG training in a similar manner to Basic Life Support, 
Health & Safety, Fire & Evacuation. For many years this has been deliv-
ered via the online Information Governance Training Environment 
(IGTE) website. The IGTE training consists of a modular set of train-
ing units customisable to the level of involvement with patient data and 
information each practitioner is exposed to. Modules include:
 ◾ Password Management.
 ◾ Information Security.
 ◾ Secure Transfers of Personal Data.
 ◾ Business Continuity.
 ◾ Risk Management.
 ◾ Caldicott Report Recommendations.
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Information Types
In the context of healthcare informatics, there are four types of infor-
mation we need to be aware of:
 1 Confidential.
 2 Personal.
 3 Sensitive.
 4 Anonymous.

1 Confidential information is private data (not publically available) 
AND given to somebody with a duty of confidence AND expected 
to be used in confidence (such as a GP consultation). There are limited 
exceptions (such as crime/abuse).

2 Personal information is anything that identifies an individual (e.g. 
name, address, date of birth, telephone number).

Note that NHS number, H&C number/Social Security/Tax/National 
Insurance identifiers, or some hospital numbers on their own are initially 
categorised as data, but can be considered personal information if the 
correct context is known (as Data + Context = Information applies). 
Scottish CHI numbers are considered personal information as they 
contain the individual’s date of birth; other hospital numbers may also 
include dates of birth or other demographics and so are additionally 
identifiable from the outset. In some cases, even with a name removed, 
if the rest of the information is ‘infamous’, such as a widely-reported case 
in the media, it remains personal.

3 Sensitive information has a stronger legal protection as this type 
of information can be used to discriminate against an individual. 
It includes:

 ◾ Ethnicity/religious beliefs.
 ◾ Political views or opinions.
 ◾ Health.
 ◾ Sexual/mental health.*

 ◾ Criminal records.*

* Joint highest potential for harm if unlawfully disclosed.
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4 Anonymous. To make information anonymous, it must be unidentifi-
able and detached from the source and this is achieved at different 
levels:
 ◾ Anonymisation converts the information into a form where it is 

difficult to identify the source individual; within radiology this 
is typically done by removing demographic information from 
DICOM files.

 ◾ Pseudonymisation leaves information traceable to source but only 
by those holding the contextual data – widely used for clinical 
trials.

 ◾ Deidentification is the highest level of detachment; deidentification 
removes both visible and non-visible clues as to the origin; this may 
for radiology imaging include selective depth blurring or pixilation 
of distinctive anatomical features, such as the face on CT head 
studies – preventing high-resolution CT scans from ‘giving away’ 
otherwise anonymised data sets.

It is important to remember that automated anonymisation tools, 
including those used during CD/media export routines bundled with 
many common PACS providers, may only by default anonymise tech-
nical parameters they recognise and have been programmed with in 
advance. In many cases additional technical parameters (particularly 
private DICOM tags) are included with image sets that are non- standard 
and so are not removed in many cases. This has led to accidental identi-
fication in some cases – exported anonymised images must be manually 
verified using an application capable of exposing the underlying stored 
details in the image’s DICOM headers to be sure that no identifiable 
data remain. Anonymisation is an unsuitable technique if recipients of 
the data have prior knowledge of details of the original data (perhaps as 
a research study candidate), as it would be simple for the removed details 
to be restored by the third party in these cases.

Caldicott Principles
Patients in the UK expect privacy and discretion. In 1997, owing 
to the increasing use of IT to manage patient records, a report was 
commissioned (known as the Caldicott report after its author Dame 
Fiona Caldicott), with revisions in 2012 (Caldicott 2) and 2016 (Data 
Guardian Review). A senior staff member within each healthcare 
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institution must be nominated as a Caldicott Guardian, with responsi-
bilities including organisational compliance with the recommendations 
and best practice. The key responsibilities for all staff handling patient 
data are:

 ◾ To justify the purpose(s) for using patient data.
 ◾ Not to use patient-identifiable information unless it is absolutely 

necessary.
 ◾ To use the minimum necessary patient-identifiable information.
 ◾ To access patient-identifiable information on a strict need to know 

basis.
 ◾ That everyone should be aware of their responsibilities to maintain 

confidentiality.
 ◾ To understand and comply with the law, in particular the DPA and 

GDPR.

Regulations
The primary legislature handled within a Radiology department on a 
daily basis has long been IRR99 and IR(ME)R 2000. At the time of 
going to print, both regulations are being reviewed, with the replace-
ment IR(ME)R anticipated to come into force in the first few months 
of 2018. Likewise, updates to IRR99 are also being consulted upon, 
with an expectation of a revision released shortly afterwards.

In the context of informatics, the proposed updates have the effect 
of strengthening the requirements on stringent data recording within 
the imaging speciality.

Additional legislation should be considered beyond these when man-
aging an imaging informatics service. Further key regulations that must 
now also be considered by the imaging informatics professional include:

 ◾ Freedom of Information Act, 2000 (FoIA);
 ◾ Data Protection Act, 1998 (DPA) or from Spring 2018, its replace-

ment: the General Data Protection Regulation – EU Regulation 
2016/679 (GDPR);

 ◾ Access to Health Records Act, 1990 (not commonly abbreviated);
 ◾ Bribery Act, 2010 (not commonly abbreviated).

 (Note: due to Scottish law varying from English & Welsh law, 
there are similar but differently named legislations affecting 
Scotland.)
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The FoIA (2000) applies to all public bodies (NHS Trusts, schools, 
councils, governmental bodies, etc.) intended to force ‘openness’, pre-
venting unnecessary secrecy and allowing stored information to also 
benefit patients. The intention of the regulation was to inspire trust 
and confidence that data collected from patients were ‘doing good’. The 
FoIA provides that everybody has a right of access to information held by 
public bodies – any person can request statistics or data held by a public 
body that is not covered by the DPA (i.e. personal data is not requestable 
using the FoIA, as this would actually be covered by the DPA instead).

Until its replacement in 2018 by the GDPR, the DPA 1998 forms a 
large part of IG, enshrining in law certain basic requirements, with the 
Information Commissioner’s Office (ICO) overseeing compliance in 
the UK. The Act requires the implementation of appropriate technical 
(and organisational) measures to protect personal data against acciden-
tal, unauthorised, or unlawful processing, destruction, loss, damage, 
alteration, disclosure, or access. Everyone who is responsible for using 
data is required to follow strict rules called data protection principles as 
outlined in the DPA. Summarised, these are that the information is:
 ◾ used fairly and lawfully;
 ◾ used for limited, specifically stated purposes;
 ◾ used in a way that is adequate, relevant, and not excessive;
 ◾ accurate;
 ◾ kept for no longer than is absolutely necessary;
 ◾ handled according to people’s data protection rights;
 ◾ kept safe and secure;
 ◾ not transferred outside the EU without adequate protection.

The DPA covers not only patient data, but also corporate data and 
staff data. All breaches of the DPA are reportable to the ICO who 
investigates, with fines for breaches being common (but more of 
 concern is the inevitable public ‘shaming’ and predictable newspaper 
articles that accompany this).

The new EU-wide GPR, is in broad terms an extension and expan-
sion of the DPA, taking into account the new uses of personal data 
on the internet and the processing possibilities of ever more powerful 
computer systems and algorithms. The GDPR has the aim of requir-
ing data handlers to build in high levels of protection by design and 
default, with data portability requirements and formal nomination of 
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Data Protection Officers being incorporated in the new regulations. In 
addition, new rights are also created for individuals and new specific 
responsibilities for data processors and controllers plus new types of 
personal data are defined that were not foreseen at the creation of the 
older DPA some 20 years prior (for example, an individual’s biometric 
or genetic profiles).

The new personal rights created for data subjects (the people who 
the data is about) by the GDPR are:

 ◾ The right to be informed.
 ◾ The right of access.
 ◾ The right to rectification.
 ◾ The right to erasure.
 ◾ The right to restrict processing.
 ◾ The right to data portability.
 ◾ The right to object.
 ◾ Other rights in relation to automated decision making and 

profiling.

To address rising concerns over misuse of personal data aggregated 
from multiple sources over time or the unauthorised disclosure of data 
(loss through hacking being an example), levels of additional account-
ability, governance, and breach reporting requirements are also intro-
duced. Significantly heavier financial penalties for breaches, plus an 
inherent requirement for all processing activities to be continually 
secured to prevent malicious or unintentional data leakage round up 
the bulk of the changes between the DPA and the GDPR.

Radiological data sharing is one regularly utilised area in which legal 
considerations are paramount – while all clinicians and the clerical staff 
based at other institutions will be pressuring for the most rapid trans-
fer method possible, it is critical that in any such transfers, whether 
electronic or physical, adequate safeguards are taken. Along with the 
duties surrounding keeping patient data confidential, it is good practice 
to ensure that all radiological data transfers are necessary, justified, and 
 proportionate, together with records being kept allowing audit of each 
individual transfer. These records could be maintained on the RIS or OCS 
for accessibility and should include as a minimum, specific details of:
 ◾ What data were sent.
 ◾ When.
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 ◾ To whom.
 ◾ Who requested the transfer.
 ◾ Why they requested the transfer (the reason and justification for 

the transfer).

Two other areas of concern surround online cloud storage, plus sepa-
rately offline data backups for disaster recovery – both of these ser-
vices are utilised in different manners, but both require consideration 
against the principles of the original DPA and GDPR, in particular the 
need for safe and secure storage within the EU.

The Access to Health Records Act 1990 has almost entirely been 
repealed. Its remaining provisions dictate the process for access to 
deceased relatives’ records, including radiological images and reports.

The IR(ME)R 2000 regulations (and newer revision) exist to ensure 
that any radiation received by a patient will potentially be of bene-
fit to the health of the patient and will be optimised. It is therefore 
important that informatics systems allow for healthcare practitioners 
to determine and record:
 ◾ The examinations have undergone a justification procedure 

( perhaps also vetting or checking protocols if required). This is 
 particularly influenced in modern practice by the availability of 
rapid image transfer services presenting a need to check if a similar 
examination has occurred at another institution, to which an 
image transfer request can be made rather than re-irradiating the 
patient unnecessarily.

 ◾ Dose records (or detailed exposure factors) – monitoring and 
optimisation of patient doses is an ongoing process and by compar-
ing individual results with local and national ‘diagnostic reference 
levels’ (DRLs), techniques utilised in the acquisition of images can 
be adapted accordingly.

 ◾ A clinical evaluation of the outcome of each exposure in accordance 
with the employer’s procedures. This is most commonly a report.

IRR99 (and also its newer revision) influences informatics to a lesser 
extent, but still requires its support for equipment quality control and 
maintenance requirements.

When handling procurements or suppliers more generally, those 
involved with imaging informatics should be aware of the requirements 
of the Bribery Act statute. Some systems, particularly VNAs at present, 
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are high-profit margin items, and suppliers may be tempted to offer 
incentives for those with purchasing influence (including PACS team 
members) to gain exposure to their commercial offerings. The Bribery 
Act 2010 formalises the crime of giving or receiving bribes in a commer-
cial context. ‘Bribes’ are defined in the widest sense, with meals, travel 
expenses, or items that would otherwise be considered trivial included – 
it is always a necessity for those in the PACS teams to consult local ‘gifts 
and hospitality’ policies and make regular declarations as suppliers make 
their approaches (even if in informal ways) to avoid later challenges.

Social Media
Prevalent in modern society, the use of instant messaging and social 
media presents great challenges in complying with legislation surround-
ing confidentially. Younger patients are ever keener to share their every 
movement, including when receiving healthcare treatment. With the 
advent of miniaturisation, radiographers and practitioners are reminded 
to be aware of patients undertaking filming or covert recording on hand-
held devices. This is especially important, as it is exceptionally difficult 
to clear a working area within a Radiology department of confidential 
material (whether it be a stack of request forms for scanning, a list of 
portable X-ray examinations outstanding, theatre schedules on a white-
board, modality worklists, or simply open tabs detailing prior patients 
on the PACS viewer or PC). For this reason, it is strongly recommended 
that photography by patients or their relatives is not permitted in clini-
cal areas. It is important to introduce this point to students who, mainly 
being part of a generation used to sharing social updates, may not fore-
see the dangers of allowing this behaviour, and therefore are at higher 
risk of being exposed to patients asking for a quick ‘selfie’ or photograph 
of their radiographs by mobile telephone camera for souvenir purposes 
far more than previous generations of radiographers were. During the 
life of this text, the Social Work and AHP regulation body (HCPC) is 
intending to publish social media guidelines for all registrants.

Figure 14.1 shows a reproduction of a genuine Facebook posting 
(by a patient), inadvertently exposing four prior patient details (listed 
on the ‘open window’ tabs of the PACS image viewer) plus details of 
16 patients on a handwritten radiographer’s paper theatre scheduling 
list (beside the console keyboard).
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Informatics Policies and Procedures
SOPs are a library of regularly updated system policies and procedures to 
ensure that staff have a current unambiguous point of reference to follow 
when undertaking either routine or non-routine tasks. They are tradition-
ally the responsibility of the PACS Manager or their deputy to maintain.

Sample SOPs for an acute NHS institution may include:
 ◾ Standard guides on common usage pathways for each system.
 ◾ Pathway for users to report system faults.

Search for people, places and things

16 people like this

Yesterday at 13:00

Yesterday at 12:07 • 
Cory

Sujenthar

Tina

Sally

Ketan

Lorraine

tell um ya wanna keep the bits lol

Getting these bad boys out on monday whoop whoop!!

Like • Comment • Share

 • Like • 

Yesterday at 13:31
About time lol

 • Like • 

Yesterday at 15:00
Finally able to lift a pint again!

 • Like • 

Yesterday at 15:21
ScraaaaaaaaapMetalllllll.........

 • Like • 

Yesterday at 14:48
You able to go thru an airport now?!

 • Like • 

Fig. 14.1 Breaches of data protection owing to radiographers allowing patients 
to take photographs in the clinical workspace.
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 ◾ Pathway for users to report abnormal clinical events, such as cancer 
referrals/A&E unexpected findings.

 ◾ Permissions and parameters for the acceptance of electronic 
requests from external (non-radiology) systems/referrers.

 ◾ Business continuity and DR guides detailing ‘fall-back’ workflow 
in the event of particular failures.

 ◾ Details of clinical governance arrangements.
 ◾ Routine housekeeping lists and responsibilities.
 ◾ Rest scripts.
 ◾ Removable media import/export policy.
 ◾ Document scanning and retention policies.
 ◾ User access control (including who is entitled to request user 

accounts and what training is required).
 ◾ The process for identifying students, agency, and temporary staff 

from permanent staff.
 ◾ Audit and statistics report lists.
 ◾ Process for systems training and validation prior to escalation of 

privileges.
 ◾ Data sharing arrangements.
 ◾ Standard responses to commonly asked patient queries.
 ◾ Data or task dictionary (to ensure standardisation).

Human Factors
Humans are frequently found to be the ‘weak link’ in any process 
involving IT. 

The two main aspects relating to informatics in this discipline are 
safety and system integrity.

Safety
Many PACS manufacturers certify and regulate their systems to 
national standards as for medical devices in the EU, and consequently, 
just as with syringe pumps or anaesthetic equipment, PACS should 
only be operated by competent and trained people.

General informatics software supporting informatics in the NHS also 
are required to comply with Information Standards Board (ISB) notices ISB 
0129 (relevant to suppliers: Clinical Risk Management: its Application in the 
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Manufacture of Health IT Systems) and ISB 0160 (relevant to infor matics 
professionals and Radiology departments: Clinical Risk Management: its 
Application in the Deployment and Use of Health IT Systems).

In short, the burdens on informatics professionals are to ensure the 
correct training regimens are in place and easily accessible by users 
(which will include those outside of the Radiology department, such as 
clinicians, other AHPs, students, agency staff, and community workers), 
plus that software is properly assessed and deemed ‘safe’ and compatible. 
Both of these responsibilities are local to the workplace concerned and 
are difficult in practice to outsource or shift onto a supplier.

System integrity. Many of the regulations require records to be kept 
complete and current. Achieving this can be as simple as training staff 
in the relevant systems use and providing them access, but also, just as 
important, is how to protect records from damaging changes, be that 
through incompetence or malicious intent.

Forced log-off times. Humans are by nature curious beings, and there is 
a great tendency now for any unattended hospital PC to be at risk of 
unauthorised access by members of the public or staff. In the major-
ity of cases, this use is as innocuous as collecting their own emails, the 
weather, reviewing train times (or at the extremis checking in for a flight). 
However, some individuals pride themselves on making an example out 
of those who practise lax security principles, with the media unfortu-
nately supporting them in making examples out of those institutions 
found insecure. Those organisations handling celebrities or other ‘VIPs’ 
(politicians, sports personalities, or even relatively unknown corporate 
personnel) may also find themselves at risk of monetary enticements to 
find out specific facts on that person’s care. Under the DPA, Systems 
Managers themselves have the over-riding duty to ensure confidential 
patient data remains secure, and so this is the reason almost all IT sys-
tems, including PACS and RIS, should enforce a user log-off after a 
period of inactivity (Table 14.1). For radiology, guidance was given by 
Connecting for Health during the onset of the NPfIT programme (sum-
marised below). In practice, clinicians will always pressure for open-
ended access, including for radiology  systems. To this extent exceeding 
a maximum recommended time is possible, but ultimately responsi-
bility for the consequences falls onto the System Manager making the 
change  – justification on the necessity of exceeding the maximum 
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should be documented and discussed with the local Caldicott Guardian 
to establish if the workflow requiring the exception is acceptable or 
whether safer methods to achieve the same goal are possible.

Student and agency staff. Given that these groups of staff are typically 
working either under supervision, or have less experience with the sys-
tems than substantive staff, consideration should be given to indicat-
ing their status in RIS or PACS. In some areas this is achieved neatly 
by assigning a prefix to their login or identifier code, e.g. AGExx for 

Table 14.1 Recommended and exceptional inactivity log-off times for radiology 
clinical applications

Area Examples

Recommended 
inactivity time 
before log-off

Exceptional 
maximum 
inactivity time 
before log-off

General public access: 
no physical security/
barrier between the 
workstation and the 
public

Ward PCs, 
reception desks, 
tablets, handheld 
devices, portable 
workstations 
(workstations on 
wheels)

5 or 10 minutes 15 minutes

Controlled public 
access: door (may 
not be locked, or 
may have simple 
push-button code) 
between workstation 
and public area

Clinic consulting 
rooms, ward 
offices, clerical 
offices

15 minutes 30 minutes

Secured access: 
access-controlled 
door between the 
workstation and the 
public area

MDT rooms, 
consultants’ 
offices

30 minutes 40 minutes

Restricted access: two 
access-controlled 
doors between the 
workstation and the 
public area

Sterile zones: 
theatres, isotope 
preparation

2 hours 4 hours

MDT, multidisciplinary team; PC, personal computer.
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agency, or Sxx for student, providing a quick visual clarification of the 
status of the staff member at the time of the examination, even after 
several years have passed.

Access and user accounts. Access to IT systems is another area where 
there is typically conflict between clinical staff and Systems Managers. 
For PACS, owing to the wealth of confidential information stored, it 
is generally accepted that only staff with the need to directly view 
the images for diagnosis or progression of treatment should be granted 
access to the system (e.g. radiology staff, general clinicians, nurse prac-
titioners, plus other AHPs, such as physiotherapists and speech and 
language therapists). This mitigates against non-practitioners from 
using their logins to allow multiple other staff access throughout the 
day (e.g. it was previously common for a ward clerk or general ward 
nurse to log onto PACS on a ward PC solely for the purpose of allowing 
multiple clinicians to access throughout the day – defeating audit trails 
and other access controls completely). Allowing such unfettered access 
is now considered lax practice on the part of Systems Managers and 
non-compliant with the DPA principles.

There are multiple international standards to help guide the control 
of access to health information, including ISO 22600:2014 (Health 
informatics: Privilege Control and Roll Based Access); but common 
sense approaches, as below, provide simple starter points.
 ◾ Change default passwords on CR readers, portable X-ray devices 

and block access for generic sign-on accounts (e.g. how many 
GE-brand DDR mobiles across the country still have the factory 
default unlock code as 1-2-3-4?).

 ◾ Ensure good quality encryption is utilised for remote viewing of 
PACS images (security along these lines was only introduced into 
the DICOM standard in 2000).

 ◾ Develop and provide quick and easy access to secure image sharing 
or collaboration tools for clinicians (or they will use inappropriate 
tools, such as Snapchat or Whatsapp).

 ◾ Do not allow users to accumulate higher permissions than is 
required for the execution of their duties – those with System 
Administrator privileges (particularly the power to delete images 
or edit system logs) should be trained and placed under contract 
with disciplinary weight available for misuse.
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 ◾ System Administrators should maintain a second ‘standard’ 
account for use when they are not performing administration 
duties, such as when working as a standard radiographer.

 ◾ Train users about phishing, viruses, and social engineering 
techniques.

 ◾ Ensure SOPs are up to date and used by staff.
 ◾ Robustly organise access control to clinical systems (e.g. careful 

consideration should be given to certain groups of staff members 
requesting access to PACS – are they requiring access to view and 
diagnose patients themselves, or simply to provide a ‘generic’ login 
for other clinical staff, thus disrupting audit trails? This can be 
most clearly seen at the ward level, where non-practitioner nursing 
or clerical staff rarely have need to access PACS themselves, but 
are frequently asked by clinicians to share access.).

 ◾ Strongly enforce disciplinary consequences for any breaches in 
policy related to account misuse.

 ◾ Provide regular training opportunities.
 ◾ Audit system logs for irregularities often.
 ◾ Ensure users are fully aware that ‘anonymising’ rarely truly deiden-

tifies radiological images from PACS.
 ◾ Be aware of social engineering techniques and the possibilities 

of targeted cyber-attacks on radiology informatics systems and 
infrastructure.

Owing to the increasing number of cyber-attacks on NHS infrastruc-
ture in recent years, from a UK-wide perspective, CareCERT (Care 
Computer Emergency Response Team) has been available from Autumn 
2015 (provided by NHS Digital), offering to help improve cybersecurity 
defences in healthcare institutions by providing proactive advice and guid-
ance about the latest threats and security best practices.
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BASIC PRACTICAL TIPS THAT CAN BE ISSUED TO 
NEW STARTERS OR STUDENTS

Do
 ▪ Choose strong passwords and change these in line with current 

local policy.
 ▪ Check you are speaking to the right person when talking about 

a patient (porters/wards/nurses).
 ▪ Be sure you have patient consent before talking to relatives.
 ▪ Be careful when exporting images, or talking about memorable 

cases (location/privacy) – every image has ‘hidden’ ID headers!
 ▪ De-identify/anonymise data properly – be careful of 

pseudonymisation or incomplete anonymisation.

Do not
 ▪ Share passwords.
 ▪ Put confidential waste (request forms/reports) in ‘normal’ 

waste.
 ▪ Leave forms/paperwork laying around.

Best practice for radiographers
 ▪ Use an approved encrypted USB stick when transferring data.
 ▪ Do not take photos in a hospital (who or what is in the 

background?).
 ▪ Remember email generally is not secure (NHS.net to NHS.net 

is, plus some others).
 ▪ When using images for presentations include the minimum 

identifying information possible.
 ▪ Report incidents promptly (quicker = easier investigation).
 ▪ Know where your local policies/procedures are.
 ▪ Do not let patients take photos of images.
 ▪ Students have the same responsibilities as qualified staff.
 ▪ Never be afraid to ask for advice.
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THE IT DEPARTMENT’S 
PERSPECTIVE: PROVIDING 
A SAFE AND EFFICIENT IT 
SERVICE 24/7

Enterprise Integration and Service 
Management
When delivering any IT service, including those used to support radi-
ology, there are additional requirements beyond the boundaries of the 
system in question itself. For example, reporting staff may be con-
vinced they prefer one particular brand of application over another due 
to look-and-feel, but there is a far deeper level of consideration to be 
undertaken in order for these systems to remain operational and use-
ful. This ‘background’ work is mainly carried out by the staff who are 
commonly found in the institution’s basement (the IT department). 
For example, even for a simple office productivity suite (the most 
common in the NHS being Microsoft Office), a key consideration is 
whether this should be installed locally on each workstation, or per-
haps a cloud-based version should be utilised instead. Expanding on 
this example – if installing locally, that software suite requires more 
than just the software to be installed – the application needs to be 
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configured for its environment: at its simplest level, is it a 32bit or 
64bit operating system? Is there sufficient memory and disk space? The 
application must understand the architecture in order to exploit it, 
such as memory constraints and the number and type of cores available 
in the processor. For both the locally installed and cloud version, ques-
tions need to be answered, such as: how many users can it support or 
what recovery options are available in the event that the spreadsheet 
application suddenly disappears mid-way through a complex dosim-
etry calculation (or perhaps rolls back the annual leave spreadsheet)? 

In many ways this simple analogy applies when making decisions 
about clinical software services, such as PACS and RIS, within the 
Radiology department as well. There are key principles that need to 
be considered, such as capacity, performance, availability, and security 
of the service. Working from the ground upwards, infrastructure is 
the foundation on which all IT services are hosted; should the applica-
tion be run locally on the hospital network, hosted on-site in the Trust 
server room and be managed by the Radiology department, or the IT 
team? Or, instead could it be chosen to be run from a private, public, 
or hybrid cloud service? In practice though, this decision may change 
with the exact requirements of the service, and in many cases local 
policy or strong feeling from stakeholders or ‘key players’ may in fact 
dictate the direction of travel, such as a ‘cloud first’ policy. Each of the 
major considerations from an IT department’s perspective are to be 
considered here in turn.

Architecture (where does it run from?)
Local IT departments will typically offer a number of choices to host 
applications, ranging from dedicated server hardware and storage 
(commonly referred to as ‘pizza boxes’) to shared virtualised servers 
with dynamic storage and memory offerings, such as VMware ESX 
and Microsoft Hyper-V offerings (commonly referred to as ‘blades’, 
albeit slightly misleadingly). Well-configured virtual infrastructures 
are more compact in physical size, and have been found to be more 
than capable of running most applications as optimally as the dedicated 
physical alternative. They have also been found to also offer far more 
cost-effective options for ‘high availability’ (remaining available even 
when some duplicated components begin to fail) plus allowing for the 
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provision of common services, such as load balancing. Load balancing is 
routinely used for high-traffic applications, such as PACS, and is simply 
where data are shared across multiple components, avoiding saturation, 
sharing load plus providing fault tolerance and failover capabilities if 
needed. Failover capabilities help maintain a 24/7 service, automati-
cally switching to a ‘copy’ system in the event that a whole server or 
single component fails, preventing unscheduled downtime. High avail-
ability often also extends failover capabilities to include scalable or 
‘elastic’ services that can automatically adapt to changing demands, 
such as increased processor workloads or an increase in the numbers 
of users, without adversely affecting the availability or performance of 
the service.

Many of these high availability and scalable options are readily avail-
able via cloud service providers (CSPs) even with the most basic of 
offerings, and have in themselves made CSPs a first stop for large scale 
public-facing web services. Cloud services usually fall into one of the 
following categories: 

 ◾ Software as a service (SaaS).
 ◾ Platform as a service (PaaS).
 ◾ Infrastructure as a service (IaaS). 

The National Institute of Standards and Technology provides help-
ful definitions for each of these, and in essence each determines how 
much of a service the cloud provider takes on (and where the respon-
sibility of the local IT department ends). For example, the common 
Microsoft Office 365 application is a SaaS service – as a customer you 
have little interest in the infrastructure or platform that sits behind it, 
you simply pay a subscription and expect the service to be available to 
you as required over the internet. PaaS is a service designed to allow 
rapid coding and deploying of applications without any concern for the 
infrastructure they sit on as this is already provided by the cloud ven-
dor – examples include Google’s App Engine platform (which allows 
you to build scalable web applications and also a mobile backend). IaaS, 
in comparison, is more akin to traditional IT services in that the buyer 
has access to the entire infrastructure, such as servers, storage, net-
works, and operating systems, but these are owned and maintained 
by the cloud provider. IaaS allows flexibility to create a bespoke envi-
ronment to exacting specifications while paying for only what is used 
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(as opposed to paying for everything if this was built and hosted on-
site, as was traditional).

In a clinical setting where large complex data are in use, such as 
high-resolution images (often referred to as unstructured data), 
thought should be given to the end-to-end architecture. As is true in 
most cases, performance will be determined by the weakest link in 
the infrastructure chain, such as network ‘bottlenecks’ or single cross-
site links. IT departments will sometimes forget or be disinterested in 
analysing performance of radiology applications (owing to the clinical/
non-clinical domain cross-over), but this is in actual fact an important 
part of optimising radiological applications in live use.

Licensing 
Licensing is a consideration that traditionally slips the attention of 
Radiology departments when purchasing applications – if any appli-
cation is a third-party COTS product, such as a 3D-reconstruction 
application or a statistics database, then considerations will need to 
take place around licensing, in particular if the application requires 
additional licensing in some environments. 

Common types of software licensing include:
 ◾ Per number of server processors.
 ◾ Per x slices (CT slices processed simultaneously).
 ◾ Per modality.
 ◾ Volume (amount of use).
 ◾ Site size (number of examinations processed per year).
 ◾ CALs (client access licences – concurrent users).
 ◾ Standalone (requires a ‘pizza box’ server of fixed determined size/

power).
 ◾ Enterprise level (for the entire institution, but may not include 

home/remote access).

Certain types of application, such as business warehouse/statistical 
analysis software, require one type of licence for creating reports (read/
write licence) and another for running the reports to obtain processed 
data (read-only licence).

In the UK, common RIS vendors typically license their products on 
a per-volume basis (x number can be logged on at once; or x installs can 
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take place) based on the sizing of the department in question. Common 
PACS vendors have a greater range of licensing options, many choos-
ing to provide different tiers of licences on a per concurrent worksta-
tion basis, e.g. a low level ‘basic’ licence, a medium-level licence with 
MPR/3D included, and a high-end licence for specialist features, such 
as breast imaging, advanced MRI processing, and PET fusion display.

Security
Local IT departments will apply their own security policies and most 
will, as a minimum, meet the ISO27001 Information Security stan-
dards, among others. They will be responsible for ensuring the security 
of all data held within their local network ecosystem. Any solution 
procured and deployed by the Radiology department will need to meet 
these established principles and likely integrate with existing access 
control systems, such as Microsoft Active Directory (the ‘Windows 
Login’), to manage user access.

CSPs will also offer assurance and service level agreements (SLAs) in 
relation to the security of their infrastructure and core services.

Common generic threats to an IT service are listed in Table 15.1.
While human issues are generally the most common, including those 

that severely disrupted surgical procedures in a major northern UK 
teaching hospital in 2016, cyber threats, such as the top three items in 
Table 15.1, are a very real and important point of security management 
in the NHS. Many people will have been familiar with news stories 
reporting ‘hacks’ that liberate personal data from various embarrassing 
websites; or the impact on patient care that came from the major out-
break of the Conficker virus in many large Trusts across the country in 
2008, and even more recently from the very widespread WannaCrypt 
ransomware in 2017. As Radiology departments are in the habit of 
importing CDs, USB sticks, and other removable media items in order 
to bring outside radiological imaging onto our systems, staff and sys-
tems need to be well prepared and secured against attacks. Medical 
staff, under time pressures, are more likely to miss warning signs of an 
attack in progress or override anti-virus alert messages if they obstruct 
their use of underlying clinical applications. Understanding that cyber 
threats are becoming more directed and more complex requires hos-
pitals to stay ahead of the hacker’s game – many organisations are 
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opting for combinations of security information and event manage-
ment (SIEM) solutions and intrusion detection systems (IDS) that can 
provide near real-time monitoring techniques to identify known pat-
terns and apply a level of intelligence to reduce false-positives in virus 
and intrusion identification.

The choices made in developing the architecture to support the 
application will vary depending on the volume of users, location, inter-
nal corporate policy, and of course budget, but these must be a consid-
eration on top of the main concern of ‘which PACS do the radiologists 
like the best?!’.

Table 15.1 Major risks against an IT service in the Radiology department

Risk
Primary attack 
vector(s)

Potential key 
effects Mitigation

Malicious 
software 
application 
(commonly: 
virus/
ransomware)

Primarily social 
engineering (at 
present)

Leak of confidential 
data, delays to 
service, loss of 
access to data

Policies, training, 
security software, 
network 
monitoring

Intrusion Hacking Leak of confidential 
data, delays to 
service, loss of 
access to data

Network hardening, 
monitoring, 
penetration 
testing, and review

Vishing/
phishing

Social engineering Leak of confidential 
data

Training

Sabotage Internal, disgruntled 
employee

Delays to service, 
loss of data

Policies, permission 
reviews

Human error Lack of professional 
competence

Leak of 
confidential data, 
delays to service, 
loss of data

Training, error 
disclosure 
(incident reporting 
and review)

Breakdown Hardware/software/
infrastructure 
failure

Loss of or delays 
to service, loss of 
data

Redundancy, 
backups

Reputational 
damage

Incorrect use of 
social media, 
malicious 
whistle-blowing

Loss of funding Training, 
transparency of 
actions, policies
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Standard Support Framework
A good number of imaging informatics professionals may believe the 
burden of service management exists solely with the supplier whom 
they have contracted to provide second-line and third-line techni-
cal support (known as a ‘managed service’). This sadly ignores the 
day-to-day realities and environment in which the software is to be 
running, where the need for effective first-line support will become 
apparent, and presents a fallacy should external assistance always 
be relied upon.

Traditional levels of helpdesk support are known as:
 ◾ Self help: from frequently asked question (FAQ) lists, wikis, help 

files, etc.
 ◾ First-line support: provide the initial contact to the end-users and 

are trained to handle the most common queries received, followed 
by knowing the correct escalation contacts for more complex or 
technical matters.

 ◾ Second-line support: handle escalated queries requiring more time 
or knowledge to resolve, escalating to third line if the issue appears 
to be new or novel.

 ◾ Third-line support: handle the most complex queries as well as 
previously unknown errors. These personnel interact heavily with 
developers and research teams to better the software/service in the 
long term.

For a common PACS team within the UK, first-line support to 
end-users is typically provided by the keen and knowledgeable 
radiographers in each department; the PACS team then provide 
second-line support and finally suppliers are called upon to deliver 
third-line support. Suppliers themselves will have their own first-, 
second, and third-line support teams, depending on size of the 
organisation. Key omissions in some Radiology departments are the 
consideration of 24/7 support for imaging informatics applications 
(even though general IT departments are working towards providing 
24/7 cover across the board) and too rapid escalation to third-line 
support (suppliers), which removes the potential for local learning 
opportunities, together with elongating the resolution process if the 
problem is quickly shifted externally.
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IT Service Management
As we live in a rapidly changing world, delivering new systems is a key 
part of work in an IT department. The benefit of an IT system, how-
ever, is unlikely to be realised until after it has been used for some time 
and so it matters how an IT system will be supported as it begins to be 
used more representatively. For these and other reasons the IT depart-
ments prefer not to consider solely IT systems, but IT services (or even 
business services – as IT systems do ultimately now enable businesses 
to carry out their functions).

In terms of supporting an IT service, including those specific to 
imaging, there are important considerations.
 ◾ Is it clear how users obtain assistance should they have difficulty 

using the software? 
 ◾ Is it clear how basic tasks (setting an account up, etc.) can be 

accomplished quickly? 
 ◾ If the software ceases to operate, how serious a problem is that – 

who needs to know and what sort of response is required to put it 
right in a timely manner?

The most common service management methodology utilised in the UK 
is the Information Technology Infrastructure Library known as ‘ITIL®’ 
(ITIL®v3), which is well established with more than a  million people 
having studied it around the world. ITIL® itself is process based – taking a 
simple specific case, a user trying to use an IT service has had something 
go wrong; what do they do? How does the support team respond to this? 
The methodology recommends a service desk to act as the single point 
of contact, and a process called incident management, which structures 
the response plus enables the issue to be sorted out efficiently. Within 
imaging, the service desk will most likely be the PACS office. ITIL® also 
provides processes for action when the same task repeatedly fails (prob-
lem management); and after the cause of the problem with a solution is 
identified, the change management process provides guidance on how to 
implement change safely. Many other processes exist within ITIL® in 
order to provide standardised functions in managing suppliers, technical 
operations, capacity, lifecycles, availability, or services in general.

Tight regulatory controls surrounding a safety critical or life- support 
system cause problems for organisations that wish to innovate at 
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the cutting edge of technology. For one such organisation, continuity 
of service is critical with the processes and behaviours supporting 
this. For another organisation, speed plus capability to try things that 
may fail are priorities, resulting in different approaches. However, 
the common core of service management is to have a service desk, an 
incident management tool, a CAB plus first-, second-, and third-line 
support teams. 

The emergence of cloud-based services also prompted organisa-
tions in the late 2010s to review how they manage their IT services 
(as an example, owing to its monolithic nature, Google Cloud services 
will never use a hospital’s change management process even if they 
host a PACS in the future, but will rather use their own processes, 
which may differ). The management of multiple suppliers and general 
increase in system complexity also continues to stretch people’s under-
standing of how to organise services – service integration and man-
agement (SIAM) is one approach being explored by future-scoping IT 
departments to bring those areas more in control.

As IT service management has continued to evolve at differing 
rates depending on the uptake of new technologies, experiences can 
be shared by professionals in this area by utilising one of the inter-
national chapters (branches) of the IT Service Management Forum 
(ITSMF). These chapters exist to define standard roles, provide 
guidance on baseline skillsets for staff (e.g. with the Skills for the 
Information Age index), and provide routes for interprofessional 
development. These interactions are particularly important as the 
move from IT departments doing ‘everything’ to relinquishing con-
trol to cloud or off-site providers or even imaging departments takes 
place over time.

Project Management
In a similar vein to how ITIL®v3 is utilised as a standardised approach 
to service management, Projects in controlled environments version  2 
(PRINCE2®) is the standardised project management methodology devel-
oped and approved by the UK government, and widely utilised within the 
NHS (and elsewhere) when projects are required. Within the domain of 
imaging informatics, PACS Managers and other professionals in charge of 
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clinical systems, such as PACS, RIS, and EPR, will find it most useful to 
have some grounding in the basics of PRINCE2® in order to communicate 
effectively (in the same ‘language’) plus understand the stages and pro-
cesses that are followed as part of the progression of a project. PRINCE2® 
is a process driven management methodology comprising of 7 principles, 
7 themes and 7 processes.

The 7 principles are:
 1 Is the project justified (i.e. does it make sense from a ‘business’ 

perspective)?
 2 Learn from experience (lessons learned are invaluable).
 3 Define roles and responsibilities (detail who should be 

doing what).
 4 Manage the project by stages (such that there is not too great 

a burden at one time, and that progress can be monitored in 
measureable steps).

 5 Manage by exception (calculate tolerances and place limits on 
people’s authority – allow the project to run within these, but 
follow-up with checks if stages run outside).

 6 Focus on products (the output and delivery – primarily quality 
and quantity).

 7 Tailored to suit the environment (small, simple projects, such 
as a PACS office refurbishment with few staff affected, has 
less risk and requires less complexity; a large, complex proj-
ect, such as a full PACS replacement with multiple external 
stakeholders in different departments as well as both technical 
and clinical faces with large risks, requires more planning and 
control).

The 7 themes, utilising the 7 principles are:
 1 Business case (justification and authority to proceed).
 2 Organisation (how is the project/project team organised – who 

has power to make decisions and is responsible for them?).
 3 Quality (assessing whether outputs are fit for purpose).
 4 Planning.
 5 Risk (identify and eliminate or manage the inevitable risks).
 6 Change (many plans require changes part-way through – how 

are these to be raised and handled?).
 7 Progress (how this is monitored, fed back, and graded?).



179

Programme Management

The 7 processes are the ‘timeline’ of the project, in order (which use 
the principles and themes to populate them):
 1 Starting up a project.
 2 Initiating a project.
 3 Directing a project.
 4 Controlling a stage.
 5 Managing product delivery.
 6 Managing stage boundaries.
 7 Closing a project.

The PRINCE2® methodology includes prompts for the creation of 
many standard documents, such as risk registers, project briefs, les-
sons learned, and issues logs, which become most helpful as the project 
progresses. Depending on the size of the project, such documents may 
simply be single tabs on a spreadsheet application, or may be more for-
mal structured documents for larger endeavours.

As it is so extensive, many imaging informatics professionals choose 
to study PRINCE2® at Foundation or Practitioner level, with a multi-
tude of training providers existing to facilitate this.

Programme Management
PRINCE2® provides standardised guidance on the progression of proj-
ects; however, in an enterprise environment, multiple projects may be 
running at once, e.g. the replacement of a CT scanner and its connec-
tions, a PACS application software upgrade, plus a refresh of virtual 
reality (VR) hardware. Each of these multiple projects runs indepen-
dently, but has interactions and, crucially, dependencies with each 
other. These dependencies may be technical (interfaces and the like), or 
physical (human resourcing or access issues). This is much the same as 
in domestic life, where individuals have their own day-to-day ‘projects’, 
but a ‘programme’ is required to oversee as and when those projects are 
required to interact and influence each other. For example, looking for 
a larger house would be a project, searching for a higher remunerated 
job would be another, and the two would need to be managed as a pro-
gramme if purchasing the house was dependent on a higher salary, and 
accepting a new job depended on location! Programme management is 
therefore the process of managing several related projects, often with 
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the intention of improving an organisation’s performance. In practice 
and in its aims, it is often closely related to systems engineering, indus-
trial engineering, change management, and business transformation. 
The standard framework for managing programmes in the UK is the 
Managing Successful Programmes (MSP®) framework.

Risk Management
Risks are present in every activity we undertake in life, and are particu-
larly important to recognise when related to clinical software such as 
that used by radiographers and radiologists. An international standard, 
ISO 31000, defines risks as ‘the effect of uncertainty on objectives’. 
Within the responsibilities of imaging informatics professionals falls 
the task of identifying, quantifying, and mitigating (or removing) risks 
related to the processes they manage. This is particularly important for 
PACS, as the majority of PACS are operating (and certified) as medi-
cal devices; however, the healthcare environment is becoming an ever 
more complex and litigious place. Management of Risk (abbreviated 
‘M_o_R®’) is the UK’s standard best practice guidance for risk manage-
ment and provides more detail on strategies that should be followed by 
those in this area.
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EDUCATION USING A PACS

While the primary day-to-day usage of a PACS is to store and display 
imaging for clinical care, the systems do have uses in educational con-
texts. Healthcare staff are required to be trained as students, then con-
tinue training as they gain experience and progress their career as part 
of continuing professional development (CPD). Modern advances in 
technology allow many more options than have been previously avail-
able in the era of film and chemicals.

Historic Educational Methods
The impact of technology on education has been seen in teaching and 
learning from pre-school to university – it is perhaps only 30 years 
ago when blackboards and OHPs were omnipresent in the classroom. 
Medical and radiography education has benefited considerably from 
the technology and it is imperative that the technological advances 
within the world of clinical practice are replicated within the educa-
tion setting to ensure students are prepared for the demands of their 
chosen profession.

The history of informatics in education represents a fascinat-
ing journey that moves from large, cumbersome computers and 
 calculators via the PC and laptop to the smart phones and tablet 
devices of today. There have also been moves within the education 
sector to diversify from the traditional lecture presentation to be 
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more intuitive. Each  one of these advances provides an interface 
between the student and learning their chosen profession in a style 
that is more spontaneous and bespoke for the individual learner. 
While advances in technology have assisted many students in learn-
ing, when introducing new learning technologies universities and 
 education providers need to be aware of their legal responsibili-
ties in terms of equal access and students with specific educational 
needs.

Virtual Learning
Many of the changes in education instigated by technological advances 
can be applied across many areas of education and are not specific to 
medical imaging. Of particular significance is the advance of the vir-
tual learning environment (VLE). In previous generations, lectures and 
tutorials would have represented the only opportunities for learning, 
and any absences would have resulted in the experience being lost. 
VLEs permit students to learn remotely via the internet without the 
time restriction that a lecture timetable would give, giving rise to the 
concept of ‘distance learning’. Rather than simply a repository for lec-
ture presentations, VLEs can also be used as an assessment tool, to 
track engagement and encourage communication and collaboration in 
learning. VLEs tend to operate under a licensing arrangement between 
the educational institution and learning system provider, either pur-
chased directly, are open source (such as the Google provided ‘Moodle’ 
platform), or even developed within an institution for their own 
bespoke needs.

In addition to, and sometimes embedded within, the VLE is the 
ePortfolio. Previously, professional development would have been 
documented within a paper file; however, advances in technology 
mean that experiences can be documented, reflected upon, and shared 
digitally as with many other documents. Within the UK, the Society 
of Radiographers developed its own ePortfolio (named ‘CPD Now’) 
to assist its members in their CPD accreditation. Given that CPD is 
regarded as mandatory by the UK regulatory body for radiographers 
(the HCPC), recording of experiences is vital in maintaining compe-
tence and ePortfolios can be regarded as a more up-to-date method of 
documentation.
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Practice Simulation
The notion of simulating clinical practice within the education set-
ting is not a new one. The desire to give students a safe experience to 
practice their clinical skills without fear of harming a patient is entirely 
understandable, but the experience must be sufficiently realistic for 
the learning experience to be beneficial.

Technology advancement has allowed the creation of realistic simulated 
patients that can accurately replicate a clinical situation and whose appar-
ent physiology can be controlled remotely by teachers. While not specific 
to the clinical application of radiographic technique, simulated patients 
give opportunities for radiographers to learn about medical emergencies 
and the deteriorating patient. Post-radiological contrast media anaphylac-
tic shock is a situation that could arise in the career of a radiographer and 
provides an example of the experience that simulated patients can repli-
cate. Radiography educational institutions typically house their simulators 
within a realistic clinical skills suite that is designed to replicate a real 
clinical experience; augmented reality is a recent development, facilitat-
ing the use of 3D image recognition via a tablet device to display videos 
depicting real life patients related to the simulated patient’s physiology. In 
addition to adult simulation (Fig. 16.1), child and neonatal simulators also 
exist to replicate experiences in the paediatric setting.

Fig. 16.1 A simulation model patient ‘Sim Man’.
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The simulation of radiographic technique is complex and there will 
be many that argue that there is no substitute for the reality of imag-
ing of real life patients. However, VR can provide additional practice 
opportunities for students away from the pressure of a busy clinical 
department.

One of the earliest examples of VR in the setting of medical imaging 
in the UK came with the advent of ‘VERT’, a VR training system in 
radiation therapy. VERT provides a 3D depiction of a Linac treatment 
facility that seeks to improve student’s psychomotive skills in the treat-
ing of patients. The DICOM-compatible format makes it possible to 
import bespoke treatment packages providing a link to genuine clinical 
practice.

Within diagnostic imaging, 2007 saw the advent of a virtual radiog-
raphy simulation for diagnostic radiography, mammography, and fluo-
roscopy (by a company called Shaderware – Fig. 16.2). The system is a 
combination of three distinct computer simulations together to create 
a realistic platform for the diagnostic radiography student who wishes 
to develop their clinical imaging techniques. The software seeks to 
join classroom and clinical learning by creating an interface that can be 
used by teachers within a classroom setting as a demonstration of good 
practice, or by the student in their own time.

Similar technology exists in relation to the use of fluoroscopic equip-
ment (C-arm) in the operating theatre, which is traditionally a chal-
lenging environment for radiographers to operate in. Training packages 
that intended to bridge the gap between theoretical training and 

Fig. 16.2 Overview screen of virtual radiography simulation software.
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practical application of C-arm operation do exist but do not appear to 
be in widespread use in the UK at present.

One of the greatest benefits of utilising VR in the setting of medical 
imaging education is that the simulation is performed without subject-
ing patients to unnecessary doses of radiation. The intention is that 
accurate replication of clinical imaging and therapy can reduce techni-
cal errors within clinical practice that can lead to repeat imaging.

In a wider clinical and more interprofessional setting, virtual com-
munities now exist that blend realistic depictions of service users 
within a varied community setting. By creating a virtual community, 
education providers can create patients with complex medical needs, 
which can link different strands of medicine, including imaging and 
rehabilitation. This allows the student to appreciate the patient jour-
ney more rather than the specifics of imaging alone.

Anatomy Teaching
Cadaveric dissection accompanied by artistic depictions in text books 
were the mainstay of anatomy teaching for centuries. The advent of 
radiology changed diagnostics but also the way anatomy could be dis-
played. This has further evolved into more computer generated, 3D, 
and cross-sectional imaging, and it is vitally important that anatomy in 
an education setting mirrors the experience that occurs within clinical 
practice. Challenges have arisen over the modern ethical use of cadav-
ers and this was the catalyst in developing alternative technologies. 

While traditional methods of anatomy teaching should not be con-
signed to history, new technology permits new ways to educate and 
allows students different platforms to improve their learning of this 
vital subject. The advent of computers and CDs allowed students to 
have their own learning resource they could access without attendance 
at lectures or dissections. This has now further developed via tablet 
devices to anatomy applications, which are available for download, or 
web-based resources that allow the student not just to view the anat-
omy but interact with it as well. Touch-screen technology and increas-
ing computer memory now allows students to display the anatomy in 
ever increasing detail and manipulate the anatomy in more ways.

Even though the teaching of clinical anatomy is relevant across dif-
ferent disciplines, displaying of radiological anatomy represents more 
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of a niche market for imaging professionals. With the limited market 
and the amount of data that are required in imaging, most of the gener-
ically available anatomy applications do not routinely include radiol-
ogy, despite the blending of clinical and radiological anatomy being 
important for both medical students and those training in medical 
imaging. Several of the practice simulation software packages have ele-
ments of anatomy within them, but packages that are purely designed 
to teach anatomy are a more recent phenomenon and have owed much 
to improvements in display equipment, so that interactive anatomy can 
now be displayed more clearly and in a larger, more student friendly 
format.

Anatomy visualisation tables (Fig. 16.3) operate in a similar manner 
to a tablet device with a touchscreen interface but on a much larger 
scale. Utilising a common clinically connected table, users can access 
clinical anatomy atlases alongside a library of ‘real’ (but de-identified) 
patient cases, along with live patient imaging if desired. Primarily uti-
lised for clinical MDT meetings, from an educational context these 
tables can be used both for teaching anatomy and pathology and are 
considered a much more versatile option than was available with 

Fig. 16.3 MDT meeting and touchscreen education table.
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previous technology. The use of wireless network connections allows 
new cases to be shared on a global scale, with students also being able 
to obtain remote access to cases via an education portal on the inter-
net. For anatomy tables, radiologically the focus is on cross-sectional 
 imaging and 3D rendering of the body parts, but images from other 
imaging modalities, histology, and photography can be imported 
for comparison and case enhancement purposes. The tables are also 
designed to complement clinical dissections when appropriate, replac-
ing the traditional visits to the mortuary that were a common feature 
of the undergraduate curriculum until recently. A further benefit of 
anatomy visualisation tables is that they can be used to assist radiog-
raphy students in understanding how anatomy is affected by patient 
positioning. As with others aspects of informatics within education, 
the widespread adoption of standards, such as DICOM, has been vital 
in the ability to transfer images for teaching purposes between differ-
ent locations.

Image Interpretation and Reporting
A shift in attitudes to image interpretation being undertaken by non-
radiologists has been observed in clinical practice over recent decades, 
with radiographers being the frontrunners in this shift of attitudes 
in terms of career progression and opportunities for role expansion. 
For these processes to occur effectively, changes were needed at both 
undergraduate and postgraduate academic levels to reflect increased 
image interpretation requirements. At a time of film-based imaging, 
educational institutions needed to develop a library of images to sup-
port its students; in the age of digital imaging, an electronic archive 
of cases is needed to facilitate teaching plus an array of devices to dis-
play them on (Fig. 16.4). As image interpretation for radiographers 
has moved from conventional radiography to other imaging modalities, 
the archive needs to reflect the type of image interpretation being pro-
vided by the institution. One of the biggest challenges faced by uni-
versities is therefore creating their own archive. Some may have links 
with local imaging departments who may permit access to their PACS; 
however, legislation on data protection and the rigorous application of 
it can make access to real patient images stored within a hospital PACS 
challenging. The need for de-identification is paramount and it can be 
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felt that even the presence of significantly unique pathology can be suf-
ficient to identify a patient.

Universities require PACS similar to those found within the  hospital 
environment, with similar compatibility if images are to be uploaded 
from outside sources. In addition, image viewing conditions need to be 
broadly similar to those within clinical practice. This would include 
both background in terms of uniform viewing conditions, quality 
of workstations, and other factors normally unique to the clinical 
environment.

To reflect increased radiographer involvement in cross-sectional 
image interpretation, it is important that educational institutions have 
the software that can display images in different formats. Free image 
processing software, such as OsiriX, has been developed for the navi-
gation and viewing of multi-dimensional images. The increased use of 
multi-planar format and volume rendering in clinical imaging means 
that the universities who seek to provide training in cross-sectional 
image interpretation would benefit from being able to depict such 

Fig. 16.4 A university-based, educational PACS suite.
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images within their own institution. Such imaging facilities could 
be used in conjunction with other faculties outside of health, such as 
archaeology or forensic science, to provide an educational resource that 
can benefit students other than just those that study radiography or 
medicine.

Informatics has impacted dramatically on imaging services and it is 
vital that education keeps pace with this impact to ensure the profes-
sionals of the future are sufficiently equipped for the demand. It is also 
important for teachers to appreciate the different learning styles and 
learning needs of their students, and be able to adapt teaching to meet 
those needs. Having a range of resources can help in terms of diversi-
fying teaching, but should come with a warning. Equity of access and 
teaching in a non-discriminatory manner should not be overlooked, 
particularly when using new technology that pre-emptively assumes 
certain levels of competence in IT.

There is no substitute for actual clinical experience in terms of 
developing many skills, but the ever advancing evolution in informat-
ics has permitted teachers to diversify their teaching in areas such as 
technique, anatomy, and image interpretation beyond the traditional 
and into a very modern world. It is therefore important that teach-
ers continue to be aware of technological advances within the field of 
imaging informatics and education to maintain their concordance with 
current best practice.
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CHAPTER 17

PROFESSIONALISM: 
DEVELOPMENT AND 
CAREER PROGRESSION IN 
INFORMATICS

Within radiology, although a misnomer, ‘PACS management’ has 
become the accepted generalised term for a particular branch of health 
informatics, focussing primarily on the implementation and main-
tenance of radiology and cardiology information systems, typically 
including the PACS and RIS at its heart.

Radiographers moving into this speciality characteristically also take 
on additional responsibilities stemming from being the ‘IT person’ 
close at hand, a role that also may include troubleshooting  workstations, 
 fixing PC problems, changing broken dictation handsets, and even 
replacing toner cartridges. Traditionally known as PACS radiographers 
(or, if senior, PACS Managers), their role encompasses many skills simi-
lar to that demanded by other specialities in radiology – management 
of people, resources, technology, budgets, providing training, writing 
policies, and planning, plus any clinical component that might remain. 
An alternative background for entry into the profession is via holding 
experience in IT, having an IT degree and then showing an interest 
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in imaging informatics. The IT method of entry produces a slightly 
different variety of job titles, such as PACS Administrator, Radiology 
Systems Analyst, or System Consultant, but with similar roles. This 
split entry and progression structure also holds true for other depart-
ments, such as Cardiology or, more recently, Pathology. Outside of 
the main acute hospital environment, local solutions, such as for vet-
erinary practices or dentists, frequently also require at least one indi-
vidual in the practice to take the lead on installing, commissioning, 
and maintaining smaller scale informatics equipment; with these more 
contained projects it is important to keep up to date with wider best 
practice in order to avoid placing the systems (and therefore patients) 
in jeopardy as practice evolves.

What Do PACS Radiographers Do?
By far the most common imaging informatics practitioners in the UK 
at present are radiographers who have been given responsibilities in the 
informatics arena. PACS radiographers themselves can come in many 
different flavours depending on their experience and formal structure 
within radiology – generally some will be IT literate radiographers who 
have gradually built up a reputation for being a problem solver within 
a department and functioning akin to an application specialist: fix-
ing studies when wrong names are entered, troubleshooting modality 
worklist failures, and training new staff in the use of CR, DDR, and 
other software applications. 

Other PACS radiographers will have been employed into a senior 
radiographer role with a specific responsibility for, and time allo-
cated to, PACS, and will frequently carry out the training of new 
clinicians and the installation of PACS or RIS software, as well as 
investigating hardware failures and potentially even carrying out the 
equipment QA.

Stepping up through the ranks, radiographers who become Deputy 
PACS/Systems Managers take on additional responsibilities, primarily 
relating to business functions – the formation of departmental system 
policies, liaising with clinical equipment suppliers to set up new con-
nections or features, and monitoring the system’s resources.

At the more involved level, superintendent radiographers work-
ing as Systems Managers are typically the leaders of the Radiology 
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department’s informatics strategy – these are the individuals who for-
mulate long-term goals, are consulted before new equipment purchases, 
and who guide the organisation’s priorities relating to clinical IT. They 
hold budgets and financial responsibility specific to the informatics ser-
vice. The post of Systems Manager is a team leader who uses the support 
of their staff to effectively run the services and has overall responsibility 
for maintaining the various systems integrity and availability.

The Five Facets of PACS Management
Breaking down the tasks and responsibilities, five distinct facets can be 
seen almost universally within the role.

1 IT (technical skills). Covering the three main areas (software, hard-
ware, network) this embraces general matters, such as maintaining 
team webpages, FAQ lists, managing connectivity issues, fault finding, 
installation of workstations, and administration of user accounts, as 
well as ancillary clerical matters, such as stocking printers and order-
ing supplies. This is in addition to servicing the critical requirements of 
medical information system equipment: ensuring uptime, speed, avail-
ability, integrity, and providing for 24/7 working, as well as provision-
ing for business continuity and disaster management.

2 Clinical. Manipulation or administration of medical images requires 
knowledge of the clinical speciality concerned. Housekeeping tasks, 
such as study administration, merging, matching, unpicking mix-ups, 
and identifying human errors, are core duties utilising clinical experi-
ence. Providing guidance to other modality leads on the purchase of new 
equipment, such as digital mobile radiography machines, is also critical.

3 Legal and compliance. Compliance with information standards notices, 
data set change notices, authoring policies, audits, SOPs, managing 
 governance issues surrounding security, user administration, research 
projects, records retention, subject access, and FoIA requests are just 
part of this facet.

4 Public relations. PACS teams are a noticeable part of the Radiology 
department providing a comprehensive service; should PACS be unavail-
able, the entire department’s work is made significantly more challeng-
ing. Maintaining IT and vendor relationships plus ‘selling the  system’, 



194

Professionalism: Development and Career Progression in Informatics

managing expectations, gathering feedback, testing, providing informa-
tion, and in some cases apologising for failures, fall under this facet.

5 Analytical. This facet covers producing and returning mandatory and 
ad-hoc statistics for national healthcare board purposes, internal audits 
and registrar logbooks, project management, support for departmental 
research and development projects, and managing finances (provid-
ing advice on large investments: PACS replacements are valued in the 
tens of millions of pounds in larger sites or regions). Effective project 
management (PRINCE2®), service management (ITIL®), and people 
or team management form part of this facet.

Career Progression
There are two distinct direct entry points into the upper ‘manage-
rial’ sections of the PACS profession: as a qualified HCPC registered 
radiographer with a degree or diploma working upwards from a senior 
radiographer, or as an IT practitioner (with or without any qualifica-
tion) becoming involved within radiology. From either of these starting 
points, experience of PACS and development of the extended skills 
necessary allows progression within the field and the related increases 
in responsibility. After entering the profession there is a general career 
progression structure from around Band 5 (PACS Radiographer*) to 
Band 8b (Radiology Systems Manager*), but with no clearly defined, 
or nationally standardised gradings in between (mostly owing to the 
varying sizes and needs of each institution). 

As with other areas, the themes of skill development for PACS 
radiographers can be grouped. A generalised career progression flow-
chart can be created giving the following broad patterns of develop-
ment (Fig. 17.1).

What Opportunities are There?
Formal Systems Training
This is the basic level of training required to be an effective autonomous 
PACS professional and is unique to the specific applications installed 

* Titles are genericised.
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IT or
radiographic
qualification

PACS experience

Formal training
by vendor

Speciality
development

courses (PACS):
HL7, DICOM,

IHE

Professional
and technical
deveolpment
courses (IT):
MCP, MCITP

etc.
CCNP, CCNA

Management
and leadership
deveolpment

courses:
PRINCE2®/

ITIL®v3/ILM/
P3O/MSP/

M_o_R®

Information
science

courses and
qualifications:
Cert./DipHE +

practical
experience

Higher
academic

qualifications:
MSc health
informatics

MA information
management

Teaching/
research

qualifications/
doctorate:

MRes, MPhil,
PhD, PD

Fig. 17.1 A typical learning pathway for imaging informatics radiographers in 
the UK. (CCNA, Cisco certified network associate; CCNP, Cisco certified net-
work professional; DICOM, digital imaging and communications in medicine; 
HL7, health level 7; IHE, integrating the healthcare enterprise; ILM, Institute of 
Leadership and Management; ITIL®, Information Technology Infrastructure Library; 
MCITP, Microsoft certified IT professional; MCP, Microsoft certified  professional; 
M_o_R®, Management of Risk; MSP, Managing Successful Programmes; 
P3O, Portfolio, Programme, and Project Offices; PACS,  picture archiving and 
 communication system; PRINCE2®, Projects in Controlled Environments version 2.)
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and that need to be managed. This type of training is available directly 
from the system vendor (Sectra, Insignia, Carestream, Agfa, FujiFilm, 
GE, Siemens, Philips, etc.), or from outsourced speciality training pro-
viders in local clusters. Cascade training can also be offered locally 
for junior members of staff to disseminate knowledge more rapidly. 
Collaborative working with other sites also has benefits, e.g. within 
clinical radiography the topic of cardiac CT has recently inspired many 
co-operative learning efforts between sites, with some offering more 
formally organised paid-for courses and others choosing to informally 
provide a mentoring service to neighbouring sites. PACS radiographers 
can also take the opportunity to see different implementations of 
the same or different systems, and to see how workflow differs when 
 additional changes are made (perhaps, for example, when eRequesting 
for radiological services is rolled out to GPs, or when bronchoscopy/
endoscopy/ECG machines are connected to PACS).

Speciality Development (PACS) 
Speciality development includes training in the ‘basics of the trade’, 
e.g. HL7, DICOM, and IHE. Many new PACS radiographers have just 
a basic understanding of the standards that underpin the systems used 
in radiology (and the wider healthcare environment), but even when 
searching for more information can struggle to find out more owing to 
the lack of textbooks and easily absorbable guides. Radiology HL7 and 
DICOM training is available in the UK, which focuses on how the core 
radiology (RIS/PACS) and other hospital systems (eRequesting, EPR, 
MPI) ‘talk’ to each other, and how problems can crop up in the flow of 
data around the systems. This is a particularly good strand to explore 
and revisit for CPD as, being related to medical IT, these topics are 
developing and evolving relatively rapidly as the healthcare community 
is continually refining them. Keeping on top of these changes is impor-
tant not only for those radiographers obliged to undertake mandatory 
CPD, but also for non-radiographic PACS staff who may have to inter-
act with other PACS Managers with different skill levels.

Professional & Technical (IT)
Being responsible for health information systems brings with it the 
assumed concerns for the supporting equipment. Basic network training 
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(common courses, such as the Cisco CCNP, CCNA, CompTIA or sim-
ilar), IT support customer service training (any of the many applicable 
Microsoft certifications), and a grounding in specialist areas such as 
server virtualisation (training similar to the VMware VCP or VCA 
courses appropriate to the specific system in use) help greatly with 
fault finding and the early identification of any potential problems.

Management and Leadership
A large chunk of PACS management duties is related to strategy and 
forward planning. Having knowledge of sound project and IT service 
management methodologies (from nationwide short courses, such as 
PRINCE2®, ITIL®v3, MSP®, and P3O) helps prevent the misuse of 
scarce resources and ensures the service is running in a documented 
and auditable manner. Management of Risk (M_o_R®) teaches risk 
 identification and control, highly useful for when product upgrades 
are offered and their impact is required to be considered in the live 
environment.

Information Sciences
Much of the informatics profession integrates more widely with other 
parts of the clinical IT environment within health institutions, and as 
such has active academic communities across the country. PACS radiog-
raphers can develop their information science skills through reflective 
learning, or by undertaking medium-length diploma level certifications 
in subjects, such as Informatics or Information Management (readily 
available across the country).

Higher Academic Qualifications
Leading on from the diploma and certificate level courses, various 
Masters level qualifications are available that provide a deeper insight 
into the profession. Many MSc courses include a dissertation allowing 
the individual to develop their critical thinking and research skills in 
a topic chosen by themselves. These higher qualifications build on the 
knowledge of information sciences introduced earlier, to aid in the bet-
ter comprehension of future requirements and enhancements to the 
current workflows.
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Teaching/Research/Doctorate
Comparatively few radiographers have qualifications above Masters 
level when compared to other professional groups, such as nursing 
and physiotherapy. The National Institute for Health Research fund-
ing data show that as of 2013 (the latest full data sets available) just 
five successful applications were declared as being from radiographers 
from a total of 717 health professionals who completed, or are com-
pleting, a nationally funded, in-service, level 8 (PhD) academic quali-
fication, with none of these being clearly definitively PACS related. 
Alternatively, a Professional Doctorate (PD) in radiography is suitable 
for those who wish to incorporate more of their clinical work and expe-
riences into the qualification, and receive initial training in research 
matters rather than immediately dedicate themselves to purely aca-
demic study. At doctoral level, education becomes predominantly 
self-guided and begins to create new knowledge for the profession as 
a whole, benefiting not only the hosting Trust but others in similar 
situations. Teaching can take many forms, and is differentiated from 
standard training or inductions (internal to the place of occupation) by 
sharing knowledge more widely within the community, for example, 
by guest lecturing, preparing submissions to peer review journals, or 
presenting at speciality conferences. 

Forming a Functional Imaging Informatics 
(PACS) Team
Experience across the UK has shown that imaging informatics appli-
cations demand a number of dedicated positions in order to correctly 
maintain the services that they provide across an entire enterprise. As 
budgets are squeezed, Radiology departments may look to pare positions 
or freeze vacancies, and given a choice between a Band 6 CT radiographer 
or a Band 6 PACS radiographer, sadly the choice is not always favourable 
to the informatics profession. This in many cases leads to a reduction in 
informatics support with delays becoming evident in the acquisition and 
reporting process, plus innovative patient care via the delivery of modern 
technology not being implemented. Imaging informatics is effectively just 
another speciality within radiology, and should be afforded the same basis 
for staffing to maintain its effectiveness.
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Resourcing and Skill Sets of the (PACS) Team
Offered as an informational guide, as local approaches vary owing 
to historic practices, Tables 17.1–17.3 are presented following the 
analysis of team structures and job descriptions from across the 
UK in the past decade. Note that in some institutions posts may be 
split between the Imaging and IT departments, with a consequent 
reduction in headcount within the clinical environment. Band 8c 
vacancies additionally do exist, but are extremely rare, with only one 
direct PACS management post being advertised across the 2 years of 
authoring this text.

Table 17.1 Large institution (e.g. a multi-site acute Trust with several trauma 
departments)

Grade 
(NHS 
band)

Indicative or representative job title
 (formal NHS employers’ terminology/Historic 
pre-agenda for change (2004) terminology)

Typical number 
employed 
(full time 
equivalent)

3 Image Transfer Clerk
(Clinical Support Worker for Image Sharing/Film 
Library Clerk)

1–4

4 PACS Assistant
(Assistant Practitioner (PACS)/PACS Helper)

1–2

5 PACS Radiographer/PACS Administrator
(Radiographer/Radiographer)

1–2

6 PACS Radiographer/PACS Administrator
(Radiographer Specialist (PACS)/Senior Radiographer 
(PACS))

1–2

7 Deputy PACS Manager
(Radiographer Team Manager (PACS)/
Superintendent IV Radiographer)

1–2

8a PACS Manager
(Radiographer Principal for Informatics/
Superintendent II Radiographer)

0–1

8b Radiology Systems Manager
(Radiographer Consultant (PACS)/Superintendent I 
Radiographer)

0–1

Total number of full time equivalent staff 5–10

NHS, National Health Service (UK); PACS, picture archiving and communication system.
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Table 17.2 Medium institution (e.g. a single-site Trust or multi-site Trust with a 
single A&E department)

Grade 
(NHS 
Band)

Indicative or representative job title
(formal NHS employers’ terminology/Historic 
pre-agenda for change (2004) terminology)

Typical number 
employed 
(full time 
equivalent)

3 Image Transfer Clerk
(Clinical Support Worker for Image Sharing/Film 
Library Clerk)

0.5–1

4 PACS Assistant
(Assistant Practitioner (PACS)/PACS Helper)

0.5–1

5 PACS Radiographer/PACS Administrator
(Radiographer/Radiographer)

0–1

6 PACS Radiographer/PACS Administrator
(Radiographer Specialist (PACS)/Senior 
Radiographer (PACS))

1–2

7 Deputy PACS Manager
(Radiographer Team Manager (PACS)/
Superintendent IV Radiographer)

0.5–2

8a PACS Manager
(Radiographer Principal for Informatics/
Superintendent II Radiographer)

0.5–1

Total number of full time equivalent staff 3–7

Table 17.3 Small institution (e.g. a low through-put NHS site or private practice)

Grade 
(NHS 
Band)

Indicative or representative job title
(formal NHS employers’ terminology/Historic 
pre-agenda for change (2004) terminology)

Typical number 
employed 
(full time 
equivalent)

4 PACS Assistant
(Assistant Practitioner (PACS)/PACS Helper)

0–1

5 PACS Radiographer/PACS Administrator
(Radiographer/Radiographer)

0–1

6 PACS Radiographer/PACS Administrator
(Radiographer Specialist (PACS)/Senior 
Radiographer (PACS))

1–2

Total number of full time equivalent staff 1–4
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As recruitment and staffing of imaging informatics teams should be 
considered in the same manner to any other speciality within radiol-
ogy, it is important to balance levels of skill, education, and experience 
appropriately. Imaging informatics is a complex discipline and there-
fore requires suitably developed staff with an emphasis on the clinical 
components of the role, along with sufficient IT support. As disruption 
to a PACS or RIS has wider impacts outside of radiology, larger acute 
centres should ensure 24/7 internal support is available from the PACS 
team by provision of a funded on-call rota.

Outside Radiology
In the UK, the main area where rapid growth is currently being expe-
rienced is in pathology, a service whose departments are beginning to 
receive significant investment across the UK to begin the modernisa-
tion from manual slide-based processing towards digital pathology. As 
a result of this, the field of digital pathology is developing in much the 
same manner as was observed within radiology during the 2004–2006 
era of the NPf IT, and in similar ways as imaging departments tran-
sitioned successfully away from the analogue film and chemical era. 
Career pathways for pathology informatics personnel are less forma-
tively defined at present, but appear to be following the same pathway 
as discussed here.

While Cardiology PACS Managers are fewer in number than 
Radiology PACS Managers (and indeed some share the role), the skills 
required are broadly similar.

Organisations of Interest
The entry requirements into the senior levels of the PACS manage-
ment profession demand high levels of competence in four quadrants: 
speciality, technical, and management skills (which relate directly to 
functions with radiology) together with informatics expertise (which 
interfaces the profession with the wider clinical environments). CPD 
is readily available; however, the onus is on the individual PACS pro-
fessional to locate and embark on the correct development pathway 
for their current circumstances and learning preferences. As compe-
tition for employment is greater, it is becoming comparatively rarer 
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to obtain a senior position without having undertaken at least some 
further  academic studies.

There are many national organisations that promise to grade,  certify, 
and register information skills either for free or on payment of a fee, 
but almost none are found tailored for the specific demands and 
rigours of the imaging informatician. Rather, the individual Informatics 
Specialist Interest Groups of the respective radiological professional 
bodies (SCoR, BIR, BCS, and RCR) are good starting points for contact 
if guidance is required or should individuals have an interest in contrib-
uting to the development of the profession. Although Radiology is one 
of front-running departments in diagnostics for informatics and thus 
leading the way in many respects, the BCS (being the national institute 
for IT) has many active groups of other healthcare professionals hold-
ing a wealth of knowledge who are keen to share best practice in other 
areas that are not traditional strengths of clinically-trained staff, such 
as data security and business continuity matters.

There is an active community of PACS Managers in the UK, and 
many of the professionals already in posts are usually more than happy 
to receive requests for advice and interest from those seeking to enter 
the profession. Remembering that informatics is effectively just another 
modality in a well-functioning Radiology department should help dis-
pel some of the mystery from around the profession. Indeed, specialis-
ing in imaging informatics is roughly the same process as specialising in 
any of the more ‘traditional’ (CT, MR, US, NM, etc.) modalities – show 
an interest and someone will be sure to show you the ropes, grateful for 
the extra pair of hands! Hopefully this text will have gone some way 
to reinforcing this.
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Society for Imaging Informatics in Medicine 
(www.siim.org)
This international society covers multiple countries and is headquartered 

in the USA; it organises an annual meeting and regular international 
events.

Society and College of Radiographers IM+T Advisory Group
(www.sor.org)
A UK-based group that promotes informatics to the NHS and the private 

radiography workforce.

British Institute of Radiology Clinical Intelligence & Informatics Special 
Interest Group

(www.bir.org.uk)
A UK-based, cross-discipline group that brings together radiographers, 

physicists, radiologists, and registrars.

European Society of Medical Imaging Informatics 
(http://www.eusomii.altervista.org/) 
An institutional member of the European Society of Radiology that oper-

ates in multiple countries.

National Non-Profit Informatics Training Sessions for Radiographers 
(www.learnpacs.com)
This often runs training at various levels for staff working, or students 

interested in, imaging informatics.

Royal College of Radiologists Imaging Informatics Group Forum
(www.pacsgroup.org)
A lively UK discussion forum habited by radiologists and suppliers.

A number of regional PACS mailing lists or groups are also available 
across the UK; the majority are via invitation from existing members or 
the requisite group leader (to those engaged in qualifying informatics 
positions).

http://www.pacsgroup.org
http://www.learnpacs.com
http://www.eusomii.altervista.org/
http://www.bir.org.uk
http://www.sor.org
http://www.siim.org
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